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Introduction
In the current TS-0001 (rel 2, dynamic authorization procedures use a single request primitive procedure to contain both tokenIds (assigned by the token issuer) and Local-Token-IDs (assigned by the Hosting CSE). When implementing the stage 3 details, it seemed that it would be better of tokenIds and local-Token-IDs use separate request primitive parameters, to allow PRO to have the flexibility to define tokenIds and local-Token-IDs as having distinct data types. This CR to TS-0001 includes the changes to define distinct request primitive parameters. Corresponding changes to TS-0004 are being submitted in parallel.
R00 Changes: This version was uploaded for SEC review prior to ARC discussions.
· Added two subclauses to clause 7.1. “M2M Identifiers”

· 7.1.x describing the Token-ID

· 7.1.y describing the Local-Token-D

· Updated the table in clause 7.3 “M2M Identifiers lifecycle and characteristics”

· Added new request primitive parameter Local-Token-IDs to clause 8.1.2. “Request”.

· Updated clauses 11.5.2 “Direct Dynamic Authorization” and 11.5.3 “Indirect Dynamic Authorization” 

· indicate that Local-Token-IDs may be present in the original request.

· In many places tokenId needed to be replaced with Token-ID

· In many places Role-ID, dynamicACPInfo, Token, tokenId, Token-ID and Local-Token-ID were shown with italics emphasis – the italic emphasis was removed.

R01 Delta to R00

· Editorial

· For primitive parameters, replaced “-“ with space “ “ to align with general practice.

· Token-IDs becomes Token IDs
· Local-Token-IDs becomes Local Token IDs
R02 delta to R01: changed last steps 7.1 and 7.2 (of the CR) into normative language.

R03 delta to R02: added some clarification in the introductory text about Local-Token-ID in clause 7.1.y.

-----------------------Start of change 1-------------------------------------------

7.1.x 
Token Identifier (Token-ID)
A Token identifier (Token-ID) is the identifier for a Token. The Token-ID is assigned by the issuer of the Token. 
Token-IDs shall meet the following criteria.

· A Token-ID shall identify the issuer of the Token. 
· The Token-ID’s uniqueness shall be global, with the proviso that a Token-ID value assigned to a Token may be assigned to another Token once the former Token has expired. 
7.1.y
Local Token Identifier (Local-Token-ID)
A local token identifier (Local-Token-ID) is an identifier for a Token which can be assigned by a Hosting CSE making an accessing decision when it receives a request from an Originator which includes that Token or Token-ID in the request parameters (see clause 11.5.3). 
In these scenarios, the request from the Originator included either the Token or the Token’s Token-ID assigned by the Token’s Issuer (see clause 7.1.x). In the latter case the Hosting CSE retrieves the Token using the Token-ID. The Hosting CSE assigns a Local-Token-ID to the Token. In the corresponding response message, the Hosting CSE provides the Originator with the mapping from the Local-Token-ID to the corresponding Token-ID. In subsequent requests to the Hosting CSE, the Originator can provide the Local-Token-ID in the place of the corresponding Token-ID or Token. – The intention is that the Local-Token-ID would be significantly shorter than the Token or issuer-assigned Token-ID in order to reduce the size of the subsequent request messages. For more details regarding the use of Local-Token-ID, see clause 11.5.3.
Local-Token-IDs shall meet the following criteria

· The Local-Token-ID shall be assigned by the Hosting CSE making access decisions using the corresponding Token.
· The Local-Token-ID’s uniqueness shall be local to the Hosting CSE, with the proviso that a Local-Token-ID value assigned to a Token may be assigned to another Token once the former Token has expired. 
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.3
M2M Identifiers lifecycle and characteristics

Table 7.3-1: M2M Identifiers lifecycle and characteristics

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during
	Remarks

	M2M Service Provider Identifier
	Out of scope
	AE, CSE
	Out of scope
	Out of scope
	Global
	Provisioning
	

	Application Entity Identifier
	AE or Registrar CSE
	AE
	AE start-up
	Application Entity Registration
	Global
	- Application Entity Registration

- Security Context Establishment

- All other operations initiated by the AE 
	Security requirements apply for Security Context Establishment

	Application Identifier
	Out of scope
	Out of scope
	Pre-provisioned
	Out of scope
	Specific to M2M service deployment


	- Application Entity registration
	

	CSE Identifier
	M2M SP
	CSE 
	Security Provisioning
	Life of the CSE
	Global
	- Information flows (clause 10)

- Security Context Establishment
	Security requirements apply for Security Context Establishment

	M2M Node Identifier
	Out of Scope
	All M2M Nodes
	Pre-provisioned
	Life of the M2M Node
	Global
	- Device Management
	Needs to be Read Only

	M2M Subscription Identifier
	M2M SP, Out of Scope 
	Application Entities, and one or more CSEs belonging to the same M2M subscriber 
	At service signup 
	Life of the M2M Service  Subscription with the M2M Service Provider
	Global
	- Charging and Information Recorded

-  Role based access control

 - Authentication
	Multiple CSEs can be allocated the same M2M Subscription Identifier

	M2M Service Profile Identifier
	M2M SP
	Every M2M Node 
	At service signup 
	Life of  M2M Service  Subscriptions with the M2M Service Provider
	Global for roaming cases otherwise local
	Information Flows (clause 10)
	The ID has to be pre-provisioned after signup, but may need to be updated during the subscription lifetime due to changes in the subscribed services

	M2M-Request-ID
	Mcc:  CSE 
Mca: Application Entity
	A request initiated by an AE  or CSE
	Mcc: When a request is initiated by a CSE, or handling of a request received by a CSE.
Mca: When a request is initiated by an AE
	Equal to the lifetime of the Request and its corresponding Response
	Mcc: Global
Mca: Local or global
	Requests and corresponding responses
	

	External Identifier
	Jointly between the Underlying Network provider and M2M SP.
	M2M Node belonging to a CSE that wants to utilize services of the Underlying Network.
	Administrative Agreement.


	Life of the CSE.
	Local or global, decided by the specific Underlying Network provider
	Requests initiated by a CSE over the Mcn reference point, where applicable.
	Pre-Provisioned Mode:

Made available at the Infrastructure Node.

Dynamic Mode:

Made available at M2M device. Conveyed to IN-CSE during CSE Registration.

	Underlying Network Identifier
	M2M SP
	Underlying Networks
	Pre-provisioned
	Life of the agreement by the M2M SP with the  Underlying Network
	Local to M2M SP domain
	UL Network selection
	

	Trigger Recipient Identifier
	Execution Environment
	ASN/MN-CSE 
	ASN/MN-CSE start-up or wake-up
	Life of the CSE
	Execution Environment-wide
	Device Triggering procedures, where applicable
	Pre-Provisioned Mode: 

Made available at Infrastructure Node along with M2M-Ext-ID.

Dynamic Mode: 

Made available at M2M device. Conveyed to IN-CSE during CSE Registration along with M2M-Ext-ID.

	M2M Service Identifier
	M2M Service Provider, Out of Scope
	A service defined by the M2M Service Provider which consists of a set of functions defined by the present document.
	Out of Scope
	Out of Scope
	Local to the M2M Service Provider
	For M2M Service Subscription
	

	Role-ID
	M2M Service Provider
	Application Entities, and one or more CSEs belonging to the same M2M subscriber
	Out of scope
	Out of scope
	Local to M2M SP domain
	Access Control Policy
	

	Token-ID
	Token Issuer
	Token
	Token Assignment
	Specified by Token
	Global
	Dynamic Authorization
	

	Local-Token-ID
	A Hosting CSE making access decisions with the corresponding token 
	Token
	After Hosting CSE has been provided with Token 
	Specified by Token
	Local to the Hosting CSE
	Indirect Dynamic Authorization
	See clause 11.5.3


-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3 (clause 8.1.2) --------------------------------

· Token IDs: Optional parameter used to transport Token-IDs applicable to the request for use in Indirect Dynamic Authorization.
· Local Token IDs: Optional parameter used to transport Local-Token-IDs applicable to the request for use in Indirect Dynamic Authorization.
Table 8.1.2-2: Filter Criteria conditions
-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4 (clause 8.1.2) --------------------------------

Table 8.1.2-3: Summary of Request Message Parameters
	Request message parameter
	Operation

	
	Create
	Retrieve
	Update
	Delete
	Notify

	Mandatory
	Operation - operation to be executed
	M
	M
	M
	M
	M

	
	To - the address of the target resource on the target CSE
	M
	M
	M
	M
	M

	
	From - the identifier of the message Originator
	O

See

NOTE 1
	M
	M
	M
	M

	
	Request Identifier - uniquely identifies a Request message
	M
	M
	M
	M
	M

	Operation dependent
	Content - to be transferred
	M
	O
	M
	N/A
	M

	
	Resource Type - of resource to be created
	M
	N/A
	N/A
	N/A
	N/A

	 Optional
	Originating Timestamp - when the message was built
	O
	O
	O
	O
	O

	
	Request Expiration Timestamp - when the request message expires
	O
	O
	O
	O
	O

	
	Result Expiration Timestamp - when the result message expires
	O
	O
	O
	O
	O

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE
	O
	O
	O
	O
	O

	
	Response Type - type of response that shall be sent to the Originator
	O
	O
	O
	O
	O

	
	Result Persistence - the duration for which the reference containing the responses is to persist
	O
	O
	O
	O
	N/A

	
	Result Content - the expected components of the result
	O
	O
	O
	O
	N/A

	
	Event Category - indicates how and when the system should deliver the message
	O
	O
	O
	O
	O

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used
	O
	O
	O
	O
	O

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group
	O
	O
	O
	O
	O

	
	Filter Criteria - conditions for filtered retrieve operation
	N/A
	O
	O
	O
	N/A

	
	Discovery Result Type - format of information returned for Discovery operation
	N/A
	O
	N/A
	N/A
	N/A

	
	Security Info – information about the Content if it contains security parameters
	N/A
	N/A
	N/A
	N/A
	O

	
	Token Request Indicator – indicating that the Originator may attempt Token Request procedure (for Dynamic Authorization) if initiated by the Receiver
	O
	O
	O
	O
	O

	
	Tokens – for use in dynamic authorization
	O
	O
	O
	O
	O

	
	Token IDs – for use in dynamic authorization
	O
	O
	O
	O
	O

	
	Local Token IDs – for use in dynamic authorization
	O
	O
	O
	O
	O

	NOTE 1: From parameter shall be optional in case of an AE CREATE request and mandatory for all other requests.


-----------------------End of change 4------------------------------------------

-----------------------Start of change 5-------------------------------------------

11.5.2 
Direct Dynamic Authorization
The parameters exchanged for Direct Dynamic Authorization, and the corresponding processing, are specified in clause 7.x.2.5, TS-0003 [2]. The present clause specifies the transportation of parameters when oneM2M primitives are used.  The step numbers are aligned with the procedure in clause 7.x.2.5, TS-0003 [2]. Further details for each step in the present clause can be obtained by examining the corresponding steps in clause 7.x.2.5, TS-0003 [2].

The message flow for Direct Dynamic Authorization is shown in Figure 11.5.2-1 “Message flow showing transport details of Direct Dynamic Authorization”, and described in the following text. This call flow assumes that the Hosting CSE has already received the resource access request from the Originator
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Figure 11.5.2-1: Message flow showing transport details for Direct Dynamic Authorization 
1. The Originator sends request (called the request from the Originator for this message flow) to the Hosting CSE. This request may include Tokens, Token IDs or Local Token IDs; see the clause 11.5.3 “Indirect Dynamic Authorization”.

2.  Initial Hosting CSE processing:

2.1. If the request from the Originator includes Tokens, Token IDs or Local Token IDs then these are processed as described in clause 11.5.3 “Indirect Dynamic Authorization”. The Hosting CSE evaluates the access decision algorithm, but is unable to grant access for the request from the Originator based on configured access control policies. 

2.2. The Hosting CSE examines the <accessControlPolicy> resources and <dynamicAuthorizationConsultation> resources to obtain the DAS Serve AE-IDs with which it may perform Direct Dynamic Authorization. The Hosting CSE selects a DAS Server and forms the set of applicable Role-IDs (if any) to send to the corresponding DAS Server.

2.3. The Hosting CSE shall send a Notify request primitive to the DAS Server AE, with the following details specific to Direct Dynamic Authorization

· The Security Information parameter shall indicate that the Notify request primitive is for Direct Dynamic Authorization. 

· The Content parameter shall contain information that the DAS Server can use in deciding what Dynamic Authorizations should be applied. This information includes primitive parameters from the request from the Originator and the set of applicable Role-IDs (if any). Clauses 7.x.2.y, TS-0003[2] lists the primitive parameters to be included.

3. DAS Server processing:

3.1. The DAS Server shall extract and parse the Content parameter of the received message. The DAS Server may issue Token(s) and/or generate dynamicACPInfo which will be used by the Hosting CSE to create a dynamic <accesscontrolPolicy> resource.

3.2. The DAS Server shall send a Notify response primitive via the DAS Server AE to the Hosting CSE, with the following details specific to Direct Dynamic Authorization.

· The Security Information parameter shall indicate that the Notify response primitive is for Direct Dynamic Authorization. 

· If Step 3.1 resulted in a Token(s) and/or dynamicACPInfo parameter, then these parameters shall be included in the Content parameter, otherwise the Content parameter shall not be present. 

4. Hosting CSE Processing

4.1. The Hosting CSE shall process the Content parameter (if present) of the NOTIFY Response from the DAS Server: 

· The Hosting CSE shall verify and cache the Token(s) in the list (if present).

· The Hosting CSE shall create a dynamic <accessControlPolicy> resource from dynamicACPInfo (if present).

4.2. The Hosting CSE repeats the access decision mechanism. 
4.3. If access is granted, then the Hosting CSE performs the operation requested in the request from the Originator.
11.5.3 
Indirect Dynamic Authorization
The parameters exchanged for Indirect Dynamic Authorization, and the corresponding processing, are specified in clause 7.x.2.3, TS-0003 [2]. The present clause specifies the transportation of parameters when oneM2M primitives are used.  Further details for each step in the present clause can be obtained by examining the corresponding steps in clause 7.x.2.3, TS-0003 [2].

The message flow for the Indirect Dynamic Authorization Procedure is shown in Figure 11.5.3-1 “Message flow for the Indirect Dynamic Authorization Procedure”, and described in the following text.
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Figure 11.5.3-1: Message flow for Indirect Dynamic Authorization 

1. (Optional) The Originator sends request to the Hosting CSE. This request may include Tokens, Token IDs or Local Token IDs, but this message flow assumes that these do not provide sufficient permissions for accessing the requested resource.

2. (Optional)  Initial Hosting CSE processing:

2.1. Hosting CSE performs the access decision for the request from the Originator. This call flow assumes that the request from the Originator is denied as a result of the access decision. 

2.2. The Hosting CSE forms the Token Request Information primitive parameter. 

2.3. The Hosting CSE shall send, to the Originator, an unsuccessful resource access response with the following details specific to the Indirect Dynamic Authorization procedure:

· The Response Status Code shall be set to “UNAUTHORIZED”.

· The Token Request Information primitive parameter shall be included.

2.4. The Originator selects a DAS Server identified in Token Request Information primitive parameter
3. The Originator shall interact with the DAS Server to request the issuance of one or more Tokens. The Originator can provide information for the DAS Server provided in the Token Request Information, and parameters from the original resource access request. The DAS Server issues a Token(s) and provides the Token-ID(s) and optionally the ESData-protected Token(s) to the Originator. The DAS Server can also provide the Originator with other parameters from the Token; for example, the time window in which the Token is valid. This interaction is specific to the Dynamic Authorization System technology being used.

4. The Originator shall repeat the original resource access request, with the following changes  
· Tokens: add the ESData-protected Token(s) provided by the DAS Server, and 
· Token IDs: add Token-ID if the ESData-protected Token(s) was not provided by the DAS Server. 
5. (Optional) If the request includes Token-ID(s), then for each Token-ID the Hosting CSE identifies the corresponding DAS Server AE from which to request the corresponding Token, and the following steps shall be performed. The Hosting CSE may collect the Token-ID(s) corresponding to a single DAS Server and perform the following steps once rather than repeating the steps for each token.
5.1. The Hosting CSE shall send a Notify request primitive to the DAS Server AE, with the following details specific to Indirect Dynamic Authorization

· The Security Information parameter shall indicate that the Notify request primitive is for Indirect Dynamic Authorization. 

· The Content parameter shall contain the Token-ID(s) associated with that DAS Server.
5.2. The DAS Server shall send a Notify response primitive via the DAS Server AE to the Hosting CSE, with the following details specific to Direct Dynamic Authorization.

· The Security Information parameter shall indicate that the Notify response primitive is for Indirect Dynamic Authorization. 

· The Content parameter shall contain the valid ESData-protected Token(s) corresponding to the supplied Token-ID(s). The DAS Server shall provide only those Token(s) which are applicable to the Hosting CSE.
6. Hosting CSE Processing

6.1. The Hosting CSE shall process the ESData-protected Token(s) to extract the authenticated Token(s). Additional checking shall also be applied The Hosting CSE may cache the Token(s).
6.2. The Hosting CSE may assign Local-Token-ID(s) to cached Token(s).
6.3. The Hosting CSE shall perform the access decision, including the Token(s) identified in the request. If access is granted, then the requested operation shall be performed.

7. Response

7.1. The Hosting CSE may send a response to the Originator. For each new Local-Token-ID(s) has been assigned, the Local-Token-ID and corresponding Token-ID shall be included in the Assigned Token Identifiers parameter of the response.
7.2. The Originator shall associate the Local-Token-ID with Token-ID. In subsequent requests, the Originator may use the Local-Token-ID instead of the Token or Token-ID.
-----------------------End of change 5-------------------------------------------
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