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Introduction
This CR is a clean-up of clause 11.4.2 “Functional Architecture Specifications for End-to-End Security of Primitives (ESPrim)”. All changes are bug-fixes or editorial.
R00 Changes: This version was uploaded for SEC review prior to ARC discussions
· Editorial
· receiverESPrimRandTriple, sharedReceiverESPrimRandTriple and originatorESPrimRandTriple have been renamed to receiverESPrimRandObject, sharedReceiverESPrimRandObject and originatorESPrimRandObject respectively (to align with TS-0003)
· The numbering format for the steps have been updated, based on advice from editHelp.

· Table 11.4.2-2: “End-to-End Security Info” is shortened to correct name “Security Info”
· Bug Fixes

· The call flow previously included use of a virtual attribute in sub-steps of step/phase B.2. The author has since learnt that virtual attributes are not presently supported, and the call flow has been altered slightly to avoid use of virtual resources. 

· Figure 11.4.2-1: “The transport details for establishing pairwiseESPrimKey and establishing sessionESPrimKey in the End-to-End Security of Primitives (ESPrim) Procedure” has been updated accordingly.
R01

· Editorial

· e2eSecurityCapabilities changed to e2eSecInfo
· E2E in names changed to ESPrim, e.g. receiverE2ERandObject changed to receiveESPrimRandObject.

· Removed “-“ from the middle of names

-----------------------Start of change 1-------------------------------------------

11.4.2
Functional Architecture Specifications for End-to-End Security of Primitives (ESPrim)

End-to-End Security for Primitives (ESPrim) provides an interoperable framework for securing oneM2M primitives so CSEs do not need to be trusted with the confidentiality and integrity of the primitive.  ESPrim provides mutual authentication, confidentiality, integrity protection and a freshness guarantee (bounding the age of secured primitives).
The credential management aspects and data protection aspects for ESPrim are specified in TS-0003 [2]. The present clause specifies the transport of secured primitives.

The primitive to be secured is called the inner primitive, and the primitive which is used to transport a secured inner primitive is called the outer primitive. The inner primitive is protected using an encryption and integrity protection, which takes a symmetric key sessionESPrimKey as input. The sessionESPrimKey is derived from a pairwiseESPrimKey, established between the Originator and Receiver, and a receiverESPrimRandObject and originatorESPrimRandObject. The receiverESPrimRandObject and originatorESPrimRandObject 



are specified in TS-0003 [2].  

The transport details for the ESPrim Procedure are shown in Figures 11.4.2-1 and 11.4.2-2, and described in the following text.

NOTE: 
The outer primitive is not acting on resources because the outer primitive is only used to transport the ESPrim object securing the inner primitive.  This is the reason that the NOTIFY procedure is used for the outer primitive.
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Figure 11.4.2-1: The transport details for establishing pairwiseESPrimKey and establishing sessionESPrimKey in the End-to-End Security of Primitives (ESPrim) Procedure. This message flow shows the sequence of events for Blocking Mode.

A. Establishing pairwiseESPrimKey: The pairwiseESPrimKey shall be established as specified in clause 8.4.2 “End-to-End Security of Primitives (ESPrim) Architecture” in TS-0003 [2]. 
B. Establishing sessionESPrimKey: The Receiver shall select to either (a) pre-generate a receiverESPrimRandObject which is distributed for used by multiple Originators for establishing sessionESPrimKey, or (b) generate a unique receiverESPrimRandObject upon request (in which case no action is required prior to receiving such a request). 

B.1. (Optional) Receiver pre-generates and distributes receiverESPrimRandObject. If the Receiver selected to pre-generate and distribute a receiverESPrimRandObject, the Receiver performs the following steps every time the Receiver wishes to provide a new shared receiverESPrimRandObject:
B.1a The Receiver shall generate a receiverESPrimRandObject as described in TS-0003 [2].

B.1b The Receiver shall update the Receiver’s <remoteCSE> resource on all CSEs to which the Receiver is registered, with the sharedReceiverESPrimRandObject parameter of the e2eSecInfo attribute containing the generated receiverESPrimRandObject. 

In the latter case, the Receiver shall ensure that the sharedReceiverESPrimRandObject parameter is not present in the e2eSecInfo attribute in the Receiver’s <remoteCSE> resource on all CSEs to which the Receiver is registered. The absence of the sharedReceiverESPrimRandObject parameter indicates that the Receiver will provide a unique receiverESPrimRandObject upon request.

B.2. Originator obtains receiverESPrimRandObject
B.2a The Originator shall perform a Retrieve on the e2eSecInfo attribute in the Receiver’s <remoteCSE> resource on a CSE, here denoted CSE2, with which the Receiver is registered.
B.2b If the e2eSecInfo attribute is present in the Receiver’s <remoteCSE> resource on CSE2, then CSE2 shall returns the e2eSecInfo attribute. Otherwise CSE2 shall return an appropriate error message.

B.2c (This step is also described in TS-0003 [2]. Where there is a conflict, TS-0003 [2] is to be treated as the authoritative description). 
B.2d The Originator determines if the Receiver supports ESPrim, which requires that the e2ESecInfo attribute is present and the e2ESecInfo attribute indicates support for ESPrim. 

B.2d.1. If the Receiver does not support ESPrim, then the Originator aborts the procedure.
B.2d.2. If the Receiver supports ESPrim, and the e2eSecInfo attribute includes a sharedReceiverESPrimRandObject parameter, then the Originator shall examine the ESPrimRandExpiry in this parameter to determine if the sharedReceiverESPrimRandObject has expired. If the sharedReceiverESPrimRandObject has not expired, then the Originator sets receiverESPrimRandObject to the value of receiverESPrimRandObject and proceeds to step B.2.g. If the sharedReceiverESPrimRandObject has expired, then the Originator sets receiverESPrimRandObject to the value of receiverESPrimRandObject and proceeds to step B.2.d.    
B.2d.3. If the Receiver supports ESPrim, and the e2eSecInfo attribute does not include a sharedReceiverESPrimRandObject parameter, then the Originator proceeds to step B.2.d. 
B.2e 
B.2e.1. 
· 
· 

B.2e.2. 
B. The Originator shall send a NOTIFY request to the Receiver with the Security Info parameter indicating that this is NOTIFY request is a “receiverESPrimRandObject request”.

B. The Receiver, upon receiving such a NOTIFY request, shall generate a receiverESPrimRandObject as described in TS-0003 [2]. 

B. The Receiver shall send a NOTIFY response to the Originator with the Security Info parameter indicating that this is a “receiverESPrimRandObject request” and containing the receiverESPrimRandObject.

B. 
B.2i The Originator shall generate an originatorESPrimRandObject as described in clause 8.4.2 TS-0003 [2].

B.2j The Originator shall generate the sessionESPrimKey from the pairwiseESPrimKey, originatorESPrimRandTuple and receiverESPrimRandTuple as described in clause 8.4.2 TS-0003 [2]. 
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Figure 11.4.2-2: The transport details for Securing a Primitive Exchange in the End-to-End Security of Primitives (ESPrim) Procedure. This message flow shows the sequence of events for Blocking Mode.

C. Securing a Primitive Exchange
C.1. The Originator selects the object security technology as described in clause 8.4.2 of TS-0003 [2]. 
C.2. The Originator shall form the serialization of the inner request primitive.
C.3. The Originator shall produce a ESPrim Object from the serialization of the inner request primitive by applying the selected object security technology using the established parameters, as described in clause 8.4.2 of TS-0003 [2]. 
C.4. The Originator shall send the ESPrim Object to the Receiver in the Security Info parameter of an outer request primitive, and including the indication that Security Info contains an ESPrim Object. The outer request primitive shall be a NOTIFY request primitive. The parameters of the outer request primitive shall be assigned as described in Table 11.4.2-1.

C.5. The Receiver shall process the outer request primitive as for normal NOTIFY request primitives. The Receiver shall extract the 
C.6. Security Info: processing the indication that it contains an ESPrim Object, and 
C.7. extract the ESPrim Object containing the secured inner request primitive.

C.8. The Receiver shall process the ESPrim Object according to the indicated object security technology resulting in the verified serialization of the inner request primitive. This processing is described in 8.4.2 of TS-0003 [2]. 

C.8a If this processing is unsuccessful, then the Receiver shall generate an error message,

C.8a.1. If the Receiver knows a currently valid sessionESPrimKey previously established with the Originator, then the receiver shall secure the error message using ESPrim as described in clause 8.4.2 of TS-0003 [2]. In this case the message flow skips to step C.9.

C.8a.2. If Receiver does not knows a currently valid sessionESPrimKey previously established with the Originator, then the Receiver shall send a NOTIFY response with the (unsecured) error message in the Content parameter. The Originator processes the response as for a normal error case.

C.9. The Receiver shall process the inner request primitive, resulting in a serialization of the corresponding inner response primitive.

NOTE: Steps C.3 to C.7 are mirrored closely by C.10 to C.16, with the Originator and Receiver swapping their participation in the exchange, and the request primitives replaced by response primitives.
C.10. The Receiver shall produce a ESPrim Object from the serialization of the inner response primitive by applying the selected object security technology using the established parameters, as described in clause 8.4.2 of TS-0003 [2]. 
C.11. The Receiver shall send the ESPrim Object to the Originator in the Security Info parameter of an outer response primitive, including the indication that Security Info contains an ESPrim Object. The outer response primitive shall be a NOTIFY response primitive. The parameters of the outer request primitive shall be assigned as described in Table 11.4.2-2.

C.12. The Originator shall process the outer response primitive as for normal NOTIFY response primitives. The Originator shall extract the 
C.13. Security Info: processing the indication that the Security Info contains an ESPrim Object, and extracting 
C.14. the ESPrim Object containing the secured inner response primitive.

C.15. The Originator shall process the ESPrim Object according to the indicated object security technology resulting in the verified serialization of the inner response primitive or an error message. This processing is described in 8.4.2 of TS-0003 [2].

C.16. The Originator shall process the inner response primitive or error message.
Table 11.4.2-1: NOTIFY Request Message Parameters when using ESPrim
	Request message parameter
	Mandatory/ Optional for ESPrim
	Details

	Mandatory
	Operation - operation to be executed
	M
	NOTIFY

	
	To - the address of the target resource on the target CSE
	M
	As for NOTIFY

	
	From - the identifier of the message Originator
	M
	

	
	Request Identifier - uniquely identifies a Request message
	M
	May be independent of the Request Identifier of the inner request primitive

	Operation dependent
	Content - to be transferred
	NP
	-

	
	Resource Type - of resource to be created
	N/A
	N/A

	 Optional
	Originating Timestamp - when the message was built
	O
	Time when the outer request primitive was build

	
	Request Expiration Timestamp - when the request message expires
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Result Expiration Timestamp - when the result message expires
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE
	N/A
	The operation execution here is the cryptographic operations performed by the Receiver, which shall be executed immediately.

	
	Response Type - type of response that shall be sent to the Originator
	O
	Any mode may be applied.

	
	Result Persistence - the duration for which the reference containing the responses is to persist
	N/A
	N/A for NOTIFY

	
	Result Content - the expected components of the result
	N/A
	The result content here is the Result Content of the outer primitive, which is always ESPrim Object

	
	Event Category - indicates how and when the system should deliver the message
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used
	O
	Copied from the corresponding parameter in the inner request primitive.

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group
	N/A
	This parameter may be present in the inner request primitive, but shall not be present in the outer primitive.

	
	Filter Criteria - conditions for filtered retrieve operation
	N/A
	N/A for NOTIFY

	
	Discovery Result Type - format of information returned for Discovery operation
	N/A
	N/A for NOTIFY

	
	Security Info – information about the Content if it contains an end-to-end security protocol message
	M
	Indication that the Security Info contains an ESPrim Object, and the ESPrim Object 


Table 11.4.2-2: NOTIFY Response Message Parameters when using ESPrim
	Response message parameter/success or not
	Mandatory/ Optional for ESPrim
	Details

	Request Identifier - uniquely identifies a Request message
	M
	Matches corresponding parameter in outer request primitive

	Content - to be transferred
	NP
	ESPrim Object

	To - the identifier of the Originator or the Transit CSE that  sent the corresponding non-blocking request
	O
	As for NOTIFY

	From - the identifier of the Receiver
	O
	As for NOTIFY

	Originating Timestamp - when the message was built
	O
	Time when the outer request primitive was build

	Result Expiration Timestamp  - when the message expires
	O
	Copied from the corresponding parameter in the inner request primitive.

	Event Category - what event category shall be used for the response message
	O
	Copied from the corresponding parameter in the inner request primitive.

	Content Status
	N/A
	N/A for NOTIFY

	Content Offset
	N/A
	N/A for NOTIFY

	Security Info – information about the Content if it contains security parameters
	M
	Indicating that the Security Info contains an ESPrim Object, and the ESPrim Object 


-----------------------End of change 1-------------------------------------------
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