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Introduction
Several new resources (<role>, <token>, etc) have been recently added in support of Release 2 features, however these resources were defined without the dynamicAuthorizationConsultationIDs common attribute.  In addition the <pollingChannel> resource is also missing a dynamicAuthorizationConsultationIDs attribute.   Any resource having a accessControlPolicyIDs common attribute should also have a dynamicAuthorizationConsultationIDs common attribute.
This contribution updates these resources to add dynamicAuthorizationConsultationIDs.
The contributions also makes corrections in 11.5.2 and 11.5.3 to replace DAS Server AE-ID with dynamicAuthorizationPoA. 
----------------------- Start of change 1 -----------------------
Table 9.6.38-2: Attributes of <role> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	roleID
	1
	RO
	The identifier of the role.

	issuer
	1
	RO
	The identifier of the entity that is responsible for assigning the role to the AE or CSE.

	holder
	1
	RO
	The identifier of the AE or CSE that the role is assigned

	notBefore
	1
	RO
	Start time of the role can be used for access control.

	notAfter
	1
	RO
	End time of the role can be used for access control.

	roleName
	0..1
	RO
	Human readable name of the <role>.

	appIDs
	0..1
	RO
	List of App-IDs that are used for determining this role should be used for access control in which M2M applications. The role holder or access control decision maker could use this information for selecting applicable roles in access control.

	tokenLink
	0..1
	RO
	This attribute contains a reference to a token in which this role assignment is described.


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
Table 9.6.39-2: Attributes of <token> resource
	Attributes of <token>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	tokenID
	1
	RO
	The identifier of the token.

	tokenObject
	1
	RO
	Used to store the token

	issuer
	0..1
	RO
	The identifier of the entity that is responsible for issuing the token to the AE or CSE.

	holder
	0..1
	RO
	The identifier of the AE or CSE to which the token is issued.

	notBefore
	1
	RO
	Start time of the token can be used for access control.

	tokenName
	0..1
	RO
	Human readable name of the <token>..

	roleIDs
	0..1
	RO
	List of Role-IDs that are held in the token.


----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
Table 9.6.41-2: Attributes of <trafficCharacteristics> resource

	Attributes of <trafficCharacteristics>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	1
	WO
	The AE-ID of the entity which created the resource.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.


----------------------- End of change 3 -----------------------
----------------------- Start of change 4 -----------------------
Table 9.6.42-2: Attributes of <trafficPattern> resource

	Attributes of <trafficPattern>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	periodicIndicator
	0..1
	RW
	It indicates as  ‘Periodical’ or ‘On demand’.

	periodicDurationTime
	0..1 
	RW
	It provides the time in seconds of the duration of the periodic communication.

	periodicIntervalTime
	0..1
	RW
	It provides the time in seconds of the interval for periodic communication.

	stationaryIndication
	0..1
	RW
	It indicates as ‘Stationary (Stopping)’ or ‘Mobile (Moving)’.

	dataSizeIndicator
	0..1
	RW
	It indicates the expected data size for the pattern

	validityTime
	0..1
	RW
	It contains the point of time when the informed <trafficPattern> information to the server NSE becoming invalid and shall be deleted at the server NSE.


----------------------- End of change 4 -----------------------
----------------------- Start of change 5 -----------------------
11.5.2 Direct Dynamic Authorization
The parameters exchanged for Direct Dynamic Authorization, and the corresponding processing, are specified in clause 7.x.2.5, oneM2M TS-0003 [2]. The present clause specifies the transportation of parameters when oneM2M primitives are used.  The step numbers are aligned with the procedure in clause 7.x.2.5, oneM2M TS-0003 [2]. Further details for each step in the present clause can be obtained by examining the corresponding steps in clause 7.x.2.5, oneM2M TS‑0003 [2].

The message flow for Direct Dynamic Authorization is shown in figure 11.5.2-1, and described in the following text. This call flow assumes that the Hosting CSE has already received the resource access request from the Originator
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Figure 11.5.2-1: Message flow showing transport details for Direct Dynamic Authorization

1) The Originator sends request (called the request from the Originator for this message flow) to the Hosting CSE. This request may include Tokens or Token-IDs; see the clause 11.5.3 "Indirect Dynamic Authorization".

2) Initial Hosting CSE processing:

2.1
If the request from the Originator includes Tokens or Token-IDs then these are processed as described in clause 11.5.3 "Indirect Dynamic Authorization". The Hosting CSE evaluates the access decision algorithm, but is unable to grant access for the request from the Originator based on configured access control policies.

2.2
The Hosting CSE examines the <accessControlPolicy> resources and <dynamicAuthorizationConsultation> resources to obtain the DAS Server dynamicAuthorizationPoA  with which it may perform Direct Dynamic Authorization. The Hosting CSE selects a DAS Server and forms the set of applicable Role-IDs (if any) to send to the corresponding DAS Server.

2.3
The Hosting CSE shall send a Notify request primitive to the DAS Server AE, with the following details specific to Direct Dynamic Authorization

· The Security Information parameter shall indicate that the Notify request primitive is for Direct Dynamic Authorization. 

· The Content parameter shall contain information that the DAS Server can use in deciding what Dynamic Authorizations should be applied. This information includes primitive parameters from the request from the Originator and the set of applicable Role-IDs (if any). Clauses 7.3.2.2, oneM2M TS-0003 [2] lists the primitive parameters to be included.

3) DAS Server processing:

3.1
The DAS Server shall extract and parse the Content parameter of the received message. The DAS Server may issue Token(s) and/or generate dynamicACPInfo which will be used by the Hosting CSE to create a dynamic <accesscontrolPolicy> resource.

3.2
The DAS Server shall send a Notify response primitive via the DAS Server AE to the Hosting CSE, with the following details specific to Direct Dynamic Authorization:

· The Security Information parameter shall indicate that the Notify response primitive is for Direct Dynamic Authorization.

· If Step 3.1 resulted in a Token(s) and/or dynamicACPInfo parameter, then these parameters shall be included in the Content parameter, otherwise the Content parameter shall not be present.

4) Hosting CSE Processing:

4.1
The Hosting CSE shall process the Content parameter (if present) of the NOTIFY Response from the DAS Server:

· The Hosting CSE shall verify and cache the Token(s) in the list (if present).

· The Hosting CSE shall create a dynamic <accessControlPolicy> resource from dynamicACPInfo (if present).

4.2
The Hosting CSE repeats the access decision mechanism.

4.3
If access is granted, then the Hosting CSE performs the operation requested in the request from the Originator.

----------------------- End of change 5 -----------------------
----------------------- Start of change 6 -----------------------
11.5.3 Indirect Dynamic Authorization
The parameters exchanged for Indirect Dynamic Authorization, and the corresponding processing, are specified in clause 7.3.2.3, oneM2M TS-0003 [2]. The present clause specifies the transportation of parameters when oneM2M primitives are used.  Further details for each step in the present clause can be obtained by examining the corresponding steps in clause 7.3.2.3, oneM2M TS-0003 [2].

The message flow for the Indirect Dynamic Authorization Procedure is shown in figure 11.5.3-1, and described in the following text.
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Figure 11.5.3-1: Message flow for Indirect Dynamic Authorization 

5) (Optional) The Originator sends request to the Hosting CSE. This request may include Tokens or Token-IDs, but this message flow assumes that these do not provide sufficient permissions for accessing the requested resource.

6) (Optional)  Initial Hosting CSE processing:

2.1
Hosting CSE performs the access decision for the request from the Originator. This call flow assumes that the request from the Originator is denied as a result of the access decision.

2.2
The Hosting CSE forms the Token Request Information primitive parameter.

2.3
The Hosting CSE shall send, to the Originator, an unsuccessful resource access response with the following details specific to the Indirect Dynamic Authorization procedure:

· The Response Status Code shall be set to "UNAUTHORIZED".

· The Token Request Information primitive parameter shall be included.

2.4
The Originator selects a DAS Server identified in Token Request Information primitive parameter.

7) The Originator shall interacts with the DAS Server to request the issuance of a Token. The Originator can provide information for the DAS Server provided in the Token Request Information, and parameters from the original resource access request. The DAS Server issues a Token(s) and provides the tokenId(s) and optionally the ESData‑protected Token(s) to the Originator. The DAS Server can also provide the Originator with other parameters from the Token; for example, the time window in which the Token is valid. This interaction is specific to the Dynamic Authorization System technology being used.

8) The Originator shall repeat the original resource access request, with the following changes:

· Tokens: add the ESData-protected Token(s) provided by the DAS Sevrer); and

· TokenIds: add tokenId if the ESData-protected Token(s) was nor provided by the DAS Server.

9) (Optional) If the request includes tokenId(s), then for each tokenId the Hosting CSE identifies the corresponding DAS Server AE from which to request the corresponding Token, and the following steps shall be performed. The Hosting CSE may collect the tokenId(s) corresponding to a single DAS Server and perform the following steps once rather than repeating the steps for each token:

5.1
The Hosting CSE shall send a Notify request primitive to the DAS Server AE, with the following details specific to Indirect Dynamic Authorization:

· The Security Information parameter shall indicate that the Notify request primitive is for Indirect Dynamic Authorization.

· The Content parameter shall contain the tokenId(s) associated with that DAS Server.

5.2
The DAS Server shall send a Notify response primitive via the DAS Server AE to the Hosting CSE, with the following details specific to Direct Dynamic Authorization:

· The Security Information parameter shall indicate that the Notify response primitive is for Indirect Dynamic Authorization.

· The Content parameter shall contain the valid ESData-protected Token(s) corresponding to the supplied tokenId(s). The DAS Server shall provide only those Tokens which are applicable to the Hosting CSE.

10) Hosting CSE Processing:

6.1
The Hosting CSE shall process the ESData-protected Token(s) to extract the authenticated Token(s). Additional checking shall also be applied The Hosting CSE may cache the Token(s).

6.2
The Hosting CSE may assign Local-Token-ID(s) to cached Token(s).

6.3
The Hosting CSE shall performs the access decision, including the Token(s) identified in the request. If access is granted, then the requested operation shall be performed.

11) Response:

7.1
The Hosting CSE sends a response to the Originator. For each new Local-Token-ID(s) has been assigned, the Local-Token-ID and corresponding tokenId are included in the Assigned Token Identifiers parameter of the response.

7.2
The Originator associates the Local-Token-ID with tokenId. In subsequent requests, the Originator may use the Local-Token-ID instead of the Token or tokenId.
----------------------- End of change 6 -----------------------
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