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Introduction
This CR updates TS-0001 R2 to use the terminology End-to-End Security Certificate-based Key Establishment (ESCertKE).
R00 to R01 delta: several occurrences of pairwiseE2EKey had accidentally been renamed to pairwiseESCertKE. R01 reverts back to pairwiseE2EKey.

-----------------------Start of change 1 (clause 8.1.2 Request) ---------------

· Security Info: Optional parameter applicable when then Content contains security parameter (for example, a primitive secured by End-to-End Security of Primitives (ESPrim) or an ESCertKE message or a Dynamic Authorization Direct Consultation parameter).
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2 (clause 11.4.3) ---------------

11.4.3
Functional Architecture Specifications for End-to-End Security Certificate-based Key Establishment (ESCertKE)

The ESCertKE procedure comprises the exchange of TLS handshake protocol parameters in four ESCertKE Messages, specified in oneM2M TS-0003 [2]. The AE or CSE initiating the procedure is the Initiating End-Point and the Terminating End‑Point is the AE or CSE with which the ESCertKE Initiating End-Point intends to establish the pairwiseE2EKey.

If an AE or CSE supports ESCertKE, then an indication shall be present in the e2eSecurityCapabilities attribute in an AE's <AE> resource, or a CSE's <CSEBase> resource or a CSE's <remoteCSE> resource. 

The ESCertKE messages and associated processing for ESCertKE are specified in clause 8.7 "End-to-End Security Certificate-based Key Establishment" in oneM2M TS-0003 [2]. The transport details for the ESCertKE Procedure are shown in Figure 11.4.3-1, and described in the following text.

NOTE:
The outer primitive is not acting on resources because the outer primitive is only used to transport the ESCertKE messages.  This is the reason that the NOTIFY procedure is used for the outer primitive.
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Figure 11.4.3-1: The transport details for the ESCertKE Procedure

A. Provisioning Certificates: Each End-Points shall be provisioned with their own private keys and corresponding certificate and optional certificate chain, as specified in clause 8.7 "End-to-End Security Certificate-based Key Establishment" in TS-0003 [2]. 

B. Triggering: The Initiating End-Points is decides to initiate the ESCertKE procedure with an identified Terminating End-Point. Details are specified in clause 8.7 "End-to-End Security Certificate-based Key Establishment" in TS-0003 [2]. 

C. Establishing pairwiseE2EKey
C.1. The Initiating End-Point and Terminating End-Point exchange the sequence of four ESCertKE Messages specified in clause 8.7 "End-to-End Security Certificate-based Key Establishment" in TS-0003 [2]. The ESCertKE Messages are exchange in two sequential NOTIFY procedures:
C.1.a ESCertKE Message 1 is sent in a first NOTIFY request from the Initiating End-Point to the End-Point. The Terminating End-Point records the identity of the Initiating End-Point in the From primitive parameter. 

C.1.b ESCertKE Message 2 is sent in the resulting NOTIFY response from the Terminating End-Point to the Initiating End-Point.

C.1.c ESCertKE Message 3 is sent in a second NOTIFY request from the Initiating End-Point to the End-Point. The Terminating End-Point shall correlate this ESCertKE message with the corresponding ESCertKE Message 1 using the identity of the Initiating End-Point in the From primitive parameter.

C.1.d ESCertKE Message 4 is sent in the resulting NOTIFY response from the Terminating End-Point to the Initiating End-Point.

The parameters of the NOTIFY primitives shall be assigned as per normal, with the following details specific to ESCertKE:

· Security Info: indicating that the Content contains an ESCertKE Message.

· Content: an ESCertKE Message.

C.2. If the TLS handshake protocol is successful, then the Initiating and Terminating End-Points shall generate and cache a pairwiseE2EKey as described 8.7 "End-to-End Security Certificate-based Key Establishment" in TS-0003 [2].
-----------------------End of change 2 -------------------------------------------
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