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Introduction
This contribution addresses an that issue was identified during the 2nd oneM2M Interop and captured in slide 21 of the “TP_2016-0118R01-2nd_Interoperability_testing_issues” contribution.  Specifically, oneM2M lacks support for re-targeting a request downward in the in the hierarchy which spans across multiple CSE hops. This is because oneM2M registration only shares information between a registrar and registree CSE.  It does not provide a registrar CSE with information regarding a registree CSE’s descendant CSEs.  
For example, when ASN-CSE-1 sends a message to ASN-CSE-2, ASN-CSE-1 first sends the message to MN-CSE-1 (it’s registrar CSE). MN-CSE-1 re-targets the message to IN-CSE (it’s Registrar CSE). However, IN-CSE does not know how to retarget the message since ASN-CSE-2 does not register to IN-CSE and MN-CSE-2 does not provide information about its descendant CSEs (i.e. ASN-CSE2) to IN-CSE. Therefore, ASN-CSE-1 cannot send a message to ASN-CSE-2 in the currently defined oneM2M Release 1 or Release 2 architecture without using proprietary mechanisms.  This causes interoperability issues and at TP23 a call to contributors was issued to try an address this issue.  This contribution provides a solution to this issue.
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----------------------- Start of change  1 -----------------------
8.2.1.1
Intra SP Domain M2M Request Routing


A CSE shall route M2M requests targeting another CSE in the same SP domain by forwarding the request to the next hop towards the target CSE by first checking each of its <remoteCSE> resources to determine whether the CSE-ID specified in the To parameter of the request matches either the CSE-ID or descendantCSEs attributes of a <remoteCSE> resource.    If a match is found, the CSE shall retarget the request to the pointOfAccess of the matching <remoteCSE> resource. If a match is not found, and the CSE received the request from an AE or a descendant CSE, and the CSE is not the IN-CSE, then it shall retarget the request to its Registrar CSE.  If a match is not found and the CSE is the IN-CSE, then the CSE shall not forward the request and it shall respond with an error.   If a match is not found and the CSE is not the IN-CSE and the CSE receives the request from its registrar CSE, then the CSE shall not forward the request and it shall respond with an error. Anytime a CSE re-targets a request to another CSE, it shall keep track of the requestID and the corresponding Originator’s ID.  This information shall be used to route re-targeted responses back to the Originator.  
8.2.1.2
Inter SP Domain M2M Request Routing

If a CSE in the originating SP domain is not the IN-CSE and it receives a request targeting another CSE in a different SP domain, it shall retarget the request to its Registrar CSE. This shall be done by retargeting the requests to the pointOfAccess of the <remoteCSE> of its Registrar CSE.  If a CSE in the originating SP domain is the IN-CSE and it receives a request targeting another CSE in a different SP domain, the IN-CSE shall routes the request to the IN-CSE in the targeted SP domain using either the DNS-based procedures or the inter-M2M SP registration procedures defined in clause 6.5.   For the inter-M2M SP registration based procedure, the IN-CSE in originating SP domain shall forward the request to the IN-CSE in the target SP domain by checking each of its <remoteCSE> resources to determine whether the SP-ID specified in the To parameter of the request matches the SP-ID specified in the CSE-ID attribute containing a SP-relative CSE-ID.  If the IN-CSE finds a match, it shall retarget the request to the pointOfAccess of the matching <remoteCSE> resource.  If the IN-CSE does not find a match, then it shall not forward the request and it shall respond with an error. An IN-CSE receiving a request from an IN-CSE in another SP domain, shall route the request to the targeted CSE residing in its own domain using the Intra SP Domain routing as described in clause 8.2.1.1 to route the request to the CSE in the targeted SP domain.  Anytime a CSE re-targets a request to another CSE in its own SP domain or another SP domain, it shall keep track of the requestID and the corresponding Originator’s ID.  This information shall be used to route re-targeted responses back to the Originator.
----------------------- End of change  1 -----------------------
----------------------- Start of change  2 -----------------------
9.6.4
Resource Type remoteCSE
A <remoteCSE> resource shall represent a Registree CSE that is registered to the Registrar CSE. <remoteCSE> resources shall be located directly under the <CSEBase> resource of Registrar CSE.

Similarly <remoteCSE> resource shall also represent a Registrar CSE. <remoteCSE> resource shall be located directly under the <CSEBase> resource of Registree CSE.

For example, when CSE1 (Registree CSE) registers with CSE2 (Registrar CSE), there will be two <remoteCSE> resources created: one in CSE1: <CSEBase1>/<remoteCSE2> and one in CSE2: <CSEBase2>/<remoteCSE1>.
Note that the creation of the two resources does not imply mutual registration. The <CSEBase1>/<remoteCSE2> does not mean CSE2 registered with CSE1 in the example above.
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Figure 9.6.4-1: Structure of <remoteCSE> resource
The <remoteCSE> resource shall contain the child resources specified in table 9.6.4-1. The <remoteCSE> resource may contain <remoteCSEAnnc> child resources.

Table 9.6.4-1: Child resources of <remoteCSE> resource

	Child Resources of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description
	<remoteCSEAnnc> Child Resource Types

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21. If requestReachability is FALSE, the CSE that created this <remoteCSE> resource should create a <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the node. See clause 9.6.9 for <schedule>.
	<scheduleAnnc>

	[variable]
	<nodeAnnc>
	0..n
	This resource represents the announced <node> resource for this <remoteCSE> resource.
	<nodeAnnc>

	n/a
	n/a
	0..n
	See clause 9.6.10
	<locationPolicyAnnc>


Table 9.6.4-2: Child announced resources of <remoteCSE> resource

	Child Announced Resources of <remoteCSE>
	Child Announced Resource Type
	Multiplicity
	Description

	[variable]
	Refer to table 9.6.26.1-1 Announced Resource Types
	0..n
	


The <remoteCSE> resource shall contain the attributes specified in table 9.6.4-3.

Table 9.6.4-3: Attributes of <remoteCSE> resource

	Attributes of <remoteCSE>
	Multiplicity
	RW/

RO/

WO
	Description
	<remoteCSEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	MA

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.
	MA

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.
	NA

	cseType
	0..1
	WO
	Indicates the type of CSE represented by the created resource.

Mandatory for an IN-CSE, hence multiplicity (1).

Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.
	OA

	pointOfAccess
	0..1 (L)
	RW
	For request-reachable remote CSE it represents the list of physical addresses to be used to connect to it (e.g. IP address, FQDN). The attribute is absent if the remote CSE is not request-reachable.

If this information is not provided, the CSE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the CSE without using the PoA.
	OA

	CSEBase
	1
	WO
	The address of the CSEBase resource represented by this <remoteCSE> resource.
	OA

	CSE-ID
	1
	WO
	The CSE identifier in SP-relative CSE-ID format (clause 7.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.8 where this attribute is described. This attribute is used only for the  case of  dynamic association of M2M-Ext-ID and CSE-ID.
	NA

	Trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of  dynamic association of M2M‑Ext-ID and CSE-ID.
	NA

	requestReachability
	1
	RW
	If the CSE that created this <remoteCSE> resource can receive a request from other AE/CSE(s), this attribute is set to "TRUE" otherwise "FALSE" (see note)
	OA

	nodeLink
	0..1
	RW
	The resourceID of a <node> resource that hosts the CSE represented by the <remoteCSE> resource.
	OA

	descendantCSEs
	0..1(L)
	RW
	This attribute contains a list of identifiers of descendant CSEs of the Registree CSE represented by this <remoteCSE> resource. A descendant CSE is a CSE that either registers to the CSE represented by this <remoteCSE>, or registers to another CSE which is a descendant CSE of this <remoteCSE>.  The Registree CSE represented by this <remoteCSE> shall configure this attribute with a list of descendant CSEs upon creation of the <remoteCSE> resource.  The Registree CSE shall update this attribute whenever a new descendant CSE either registers or de-registers. The Registree CSE shall detect when a descendant CSE registers or de-registers by monitoring its <remoteCSE> resources and the descendantCSEs attribute(s) of these <remoteCSE> resources.  


	OA

	NOTE:
Even if this attribute is set to "FALSE", it does not mean it AE/CSE is always unreachable by all entities. E.g. the requesting AE/CSE is behind the same NAT, so it can communicate within the same NAT.


----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
10.2.2
<remoteCSE> Resource Procedures

10.2.2.1
Create <remoteCSE>
This procedure shall be used for creating a <remoteCSE> resource. It is part of the registration procedure for remote CSEs on the Registrar CSE (which is also the Hosting CSE), as described in clause 10.1.1.2.1.

Table 10.2.2.1-1: <remoteCSE> CREATE

	<remoteCSE> CREATE 

	Associated Reference Point
	Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

From: Originator CSE-ID

Content: The resource content shall provide the information as defined in clause 9.6.4

	Processing at Originator before sending Request
	According to clause 10.1.1.2.1

	Processing at Receiver
	According to clause 10.1.1.2.1 with the following specific processing:

If the Receiver CSE has registered to another CSE, the Receiver CSE shall send an update request to its Registrar CSE to add the CSE-IDs of the Originator CSE and the Originator CSE’s descendants into the descendantCSEs attribute of the Receiver CSE’s <remoteCSE> hosted by the Registrar CSE.
If the IN-CSE is the receiver and if the M2M SP policies do allow access to the CSEs across multiple domains, then the IN shall create the appropriate entry in the M2M SP's DNS for successfully registered CSE

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: Address of the created <remoteCSE> resource, according to clause 10.1.1.2.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.2.1. the Originator starts a Retrieve operation and uses the result to create a remoteCSE representation of the Receiver

	Exceptions
	According to clause 10.1.1.2.1


10.2.2.2
Retrieve <remoteCSE>
This procedure shall be used for retrieving the representation of the <remoteCSE> resource with its attributes.

Table 10.2.2.2-1: <remoteCSE> RETRIEVE

	<remoteCSE> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: attributes of the <remoteCSE> resource as the Originator requested

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.2.3
Update <remoteCSE>
This procedure shall be used for updating the attributes and the actual data of an <remoteCSE> resource.

Table 10.2.2.3-1: <remoteCSE> UPDATE

	<remoteCSE> UPDATE

	Associated Reference Point
	Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: attributes of the <remoteCSE> resource as defined in clause 9.6.4 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3 with the following specific processing:

If the descendantCSEs attribute is updated, and the Receiver CSE has registered to another CSE, the Receiver CSE shall send an update request to its Registrar CSE to make the corresponding updates to the descendantCSEs attribute of the Receiver CSE’s <remoteCSE> hosted by the Registrar CSE.


	Information in Response message
	According to clause 10.1.3

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.2.4
Delete <remoteCSE>
This procedure shall be used for deleting the <remoteCSE> resource with all related information.

Table 10.2.2.4-1: <remoteCSE> DELETE

	<remoteCSE> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4 with the following specific processing:

If the Receiver CSE has registered to another CSE, the Receiver CSE shall send an update request to its Registrar CSE to delete the CSE-IDs of the Originator CSE and the Originator CSE’s descendants in the descendantCSEs attribute of the Receiver CSE’s <remoteCSE> hosted by the Registrar CSE.
If the IN-CSE is the receiver and it has created an entry in the DNS to allow access to the CSE across multiple M2M domains, then it shall delete the entry from the DNS

	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


----------------------- End of change 3 -----------------------
----------------------- Start of change  4 -----------------------
8.2
Procedures for Accessing Resources

8.2.0
Overview

This clause describes the procedures for accessing the resources. The term "hop" in the descriptions here refers to the number of Transit CSEs traversed by a request on its route from the Originator to the Hosting CSE. Traversal implies that the request was forwarded from one CSE to either its Registrar CSE or Registree CSE. For example, when a CSE initiated a request and the Hosting CSE is its Registrar CSE, the hop count is zero.

All the descriptions and message flows in this clause are illustrative for the direction from a Registree acting as an Originator to a Registrar acting as a Receiver only. The flows from a Registrar CSE to a Registree CSE are symmetric with respect to the one described in this clause. Both the IN-CSE and MN-CSE have the ability to route a received request or response messages to one of their Registrees. If the Hosting CSE is not known by an MN-CSE that receives a request or response message, that MN-CSE shall forward the message to its own Registrar CSE by default.
8.2.1
Accessing Resources in CSEs - Blocking Requests

8.2.1.0
Overview

For the procedures described herein, the addressed resource can be stored in different CSEs. Table 8.2.1.0-1 describes the possible scenarios, where the addressed resource may be on the Registrar CSE or on a CSE located elsewhere in the oneM2M System.

In this clause - for simplicity - it is assumed that the Originator of a Request can always wait long enough to get a Response to the Request after the requested operation has finished. This implies potentially long or unknown blocking times (time for which a pending Request has not been responded to) for the Originator of a Request.

For scenarios that avoid such possibly long blocking times, clause 8.2.2 specifies mechanisms to handle synchronous and asynchronous resource access procedures via returning appropriate references.

Table 8.2.1.0-1: Accessing Resources in different CSEs, from Registree to Registrar CSE

	Number of Transit CSEs
	Description
	Reference

	No Hops
	The Originator of the Request accesses a resource.

The Originator of the Request can be an AE or a CSE.

Registrar CSE and Hosting CSE are the same entity.

The Hosting CSE checks the Access Control Privileges for accessing the resource.

Depending on the expected result content, the Hosting CSE responds to the Originator of the Request, either with a success or failure Response.
	Figure 8.2.1.0-1

	1 Hop
	The Originator of the Request accesses a resource.

The Originator of the Request may be an AE or a CSE.

Registrar CSE and hosting CSEs are different entities.

Registrar CSE forwards the Request to the Hosting CSE if the Registrar CSE is registered with the Hosting CSE, for accessing the resource.

Hosting CSE checks the Access Control Privileges for accessing the resource and depending on the expected result content respond with a success or failure Response.
	Figure 8.2.1.0-2

	Multi Hops
	The Originator of the Request accesses a resource.

The Originator of the Request may be an AE or a CSE.

Registrar CSE, Transit CSE(s) and the Hosting CSE are different entities.

Registrar CSE:

Forwards the request to a Registree Transit-1 CSE if the Hosting CSE is a descendant of a Registree Transit-1 CSE; or 
Forwards the request to it’s Registrar Transit-1 CSE if the Hosting CSE is not a descendant of any Registree Transit-1 CSEs


.

Transit-N CSE:
Forwards the request to the Hosting CSE if it is registered with the Hosting CSE; or
Forwards the request to a Registree Transit-(N+1) CSE if the Hosting CSE is a descendant of a Registree Transit-(N+1) CSE.  

Forwards the request to it’s Registrar Transit-(N+1) CSE if the Hosting CSE is not a descendant of any Registree Transit-(N+1) CSEs and if the Transit-(N-1) CSE is not the Registrar CSE of the Transit-N CSE.
Return an error if the Hosting CSE is not a descendant of any Registree Transit-(N+1) CSEs and if the Transit-(N-1) CSE is the Registrar CSE of the Transit-N CSE.  


In case the Request reaches the IN-CSE, the IN-CSE:
Performs the processing defined under 'Hosting CSE' below if the targeted resource is hosted on IN-CSE;
Forwards the request to another IN-CSE if the resource belongs to another M2M SP based on the routing procedure defined in clause 8.2.1.2; or
Forwards the request to the Hosting CSE if the Hosting CSE is registered with the IN-CSE; or
Forwards the request to a Registree Transit-(N+1) CSE if the Hosting CSE is a descendant of a Registree Transit-(N+1) CSE.
Return an error if the Hosting CSE is not a descendant of a Registree Transit-(N+1) CSE or the request cannot be forwarded to another IN-CSE in another M2M SP domain.
Hosting CSE checks the Access Control Privileges for accessing the resource and depending on the expected result content responds with a success or failure Response.
	Figure 8.2.1.0-3
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Figure 8.2.1.0-1: Originator accesses a resource on the Registrar CSE (No Hops)
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Figure 8.2.1.0-2: AE/CSE accesses a resource at the Hosting CSE (One Hop)
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Figure 8.2.1.0-3: Originator accesses a resource at the Hosting CSE (Multi Hops)

----------------------- End of change 4 -----------------------
CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
© 2016 oneM2M Partners
                                                                                                   Page 15 (of 15)



[image: image7.png]
_1529312794.vsd

_1507961328.vsd

