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Introduction
Section 10.1.2 explains the procedure for resource retrieval. However, it is not clearly stated whether the Hosting CSE performs access control validation (check for retrieve privilege) for each of the child-resources or child-resource-references returned during a retrieve with resultContent. (When resultContent value is child-resources or child-resource-references or attribute+child-resources or attribute+child-resources-references.)
----------------------- Start of change 1 -----------------------
10.1.2 RETRIEVE (R)

The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may request to retrieve a specific attribute by including the name of such attribute in the Content parameter in the request message.

Originator requests retrieval of all attributes or a specific attributes of the target resource by using RETRIEVE Request. See clause 8.1.2 for the information to be included in the Request message. If only some specific attributes need to be retrieved, the name of such attributes shall be included in the Content parameter of the Request message.

Receiver The Receiver performs local processing to verify the existence of requested resource and checks privileges for retrieving the information related to the resource. After successful verification, the Receiver shall return the requested information, otherwise an error indication shall be returned.
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Figure 10.1.2-1: Procedure for RETRIEVing a Resource

Step 001: The Originator shall send mandatory parameters and may send optional parameters in Request message for RETRIEVE operation as specified in clause 8.1.2.
Step 002: The Receiver shall verify the existence (including Filter Criteria checking, if it is given) of the target resource or the attribute and check if the Originator has appropriate privileges to retrieve information stored in the resource/attribute. 
If resultContent parameter is provided in the request, with values child-resources or child-resource-references or attribute+child-resources or attribute+child-resources-references, the CSE shall check that the Originator has retrieve privileges for each child-resource or child-resource-reference to be returned. If the Originator lacks retrieve privileges for a specific child-resource or child-resource-reference, that child-resource/child-resource-reference shall not be returned in the retrieve response.
Step 003: The Receiver shall respond with mandatory parameters and may send optional parameters in Response message for RETRIEVE operation as specified in clause 8.1.3.
General Exceptions:

1) The targeted resource/attribute in To parameter does not exist. The Receiver responds with an error.

2) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.

----------------------- End of change 1 -----------------------
CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
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