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Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
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Introduction
In case the location information is obtained via the Network-based method, it is necessary for the underlying netwok to check the identity of the application, which is requesting for the location information. For example, in 3GPP TS23.271, it is specified that after the the location server GMLC (Gateway Mobile Location Centre) receives the location request from the external entity, it will first verify whether the external entity is authorized to request the location of the UE or subscriber.

This contribution propose to add a new AE external identifier, which is to be used by the underlying network to idenfity an application entity.
-----------------------Start of change 1-------------------------------------------

7.1.x
AE External Identifier (AE-Ext-ID)

The AE-Ext-ID is to be used by the underlying network to identify an application entity for verification when an application entity requests the location information of a remote M2M device from a network-based loation server of the underlying network (e.g. a 3GPP location server).
NOTE 1:
The mapping by the Underlying Network of the AE-Ext-ID to the AE is Underlying Network specific. And how the underlying network performs the privacy control is out of the scope.
Both pre-provisioned and dynamic association between the AE-ID with the AE-Ext-ID are supported.
For pre-provisioned AE-Ext-IDs, the AE-Ext-ID along with the associated AE-ID shall be made available at the Infrastructure Node. The AE at M2M device does not need to have knowledge of the AE-Ext-ID assigned to it.

For dynamic AE-Ext-IDs, the AE-Ext-ID specific to the Underlying Network shall be made available at the application entitiy. Such AE-Ext-ID shall be conveyed to the IN-CSE during AE registration.
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------

7.3
M2M Identifiers lifecycle and characteristics

Table 7.3-1: M2M Identifiers lifecycle and characteristics

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during
	Remarks

	M2M Service Provider Identifier
	Out of scope
	AE, CSE
	Out of scope
	Out of scope
	Global
	Provisioning
	

	Application Entity Identifier
	AE or Registrar CSE
	AE
	AE start-up
	Application Entity Registration
	Global
	- Application Entity Registration

- Security Context Establishment

- All other operations initiated by the AE 
	Security requirements apply for Security Context Establishment

	Application Identifier
	Out of scope
	Out of scope
	Pre-provisioned
	Out of scope
	Specific to M2M service deployment


	- Application Entity registration
	

	CSE Identifier
	M2M SP
	CSE 
	Security Provisioning
	Life of the CSE
	Global
	- Information flows (clause 10)

- Security Context Establishment
	Security requirements apply for Security Context Establishment

	M2M Node Identifier
	Out of Scope
	All M2M Nodes
	Pre-provisioned
	Life of the M2M Node
	Global
	- Device Management
	Needs to be Read Only

	M2M Subscription Identifier
	M2M SP, Out of Scope 
	Application Entities, and one or more CSEs belonging to the same M2M subscriber 
	At service signup 
	Life of the M2M Service  Subscription with the M2M Service Provider
	Global
	- Charging and Information Recorded

-  Role based access control

 - Authentication
	Multiple CSEs can be allocated the same M2M Subscription Identifier

	M2M Service Profile Identifier
	M2M SP
	Every M2M Node 
	At service signup 
	Life of  M2M Service  Subscriptions with the M2M Service Provider
	Global for roaming cases otherwise local
	Information Flows (clause 10)
	The ID has to be pre-provisioned after signup, but may need to be updated during the subscription lifetime due to changes in the subscribed services

	M2M-Request-ID
	Mcc:  CSE 
Mca: Application Entity
	A request initiated by an AE  or CSE
	Mcc: When a request is initiated by a CSE, or handling of a request received by a CSE.
Mca: When a request is initiated by an AE
	Equal to the lifetime of the Request and its corresponding Response
	Mcc: Global
Mca: Local or global
	Requests and corresponding responses
	

	External Identifier
	Jointly between the Underlying Network provider and M2M SP.
	M2M Node belonging to a CSE that wants to utilize services of the Underlying Network.
	Administrative Agreement.


	Life of the CSE.
	Local or global, decided by the specific Underlying Network provider
	Requests initiated by a CSE over the Mcn reference point, where applicable.
	Pre-Provisioned Mode:

Made available at the Infrastructure Node.

Dynamic Mode:

Made available at M2M device. Conveyed to IN-CSE during CSE Registration.

	Underlying Network Identifier
	M2M SP
	Underlying Networks
	Pre-provisioned
	Life of the agreement by the M2M SP with the  Underlying Network
	Local to M2M SP domain
	UL Network selection
	

	Trigger Recipient Identifier
	Execution Environment
	ASN/MN-CSE 
	ASN/MN-CSE start-up or wake-up
	Life of the CSE
	Execution Environment-wide
	Device Triggering procedures, where applicable
	Pre-Provisioned Mode: 

Made available at Infrastructure Node along with M2M-Ext-ID.

Dynamic Mode: 

Made available at M2M device. Conveyed to IN-CSE during CSE Registration along with M2M-Ext-ID.

	M2M Service Identifier
	M2M Service Provider, Out of Scope
	A service defined by the M2M Service Provider which consists of a set of functions defined by the present document.
	Out of Scope
	Out of Scope
	Local to the M2M Service Provider
	For M2M Service Subscription
	

	Role-ID
	M2M Service Provider
	Application Entities, and one or more CSEs belonging to the same M2M subscriber
	Out of scope
	Out of scope
	Local to M2M SP domain
	Access Control Policy
	

	Token-ID
	Token Issuer
	Token
	Token Assignment
	Specified by Token
	Global
	Dynamic Authorization
	

	Local-Token-ID
	A Hosting CSE making access decisions with the corresponding token 
	Token
	After Hosting CSE has been provided with Token 
	Specified by Token
	Local to the Hosting CSE
	Indirect Dynamic Authorization
	See clause 11.5.3

	AE External Identifier
	Jointly between the Underlying Network provider and M2M SP.
	an AE resident on an M2M Node that wants to utilize location services of the underlying Network.
	Administrative Agreement.


	Life of the AE.
	Local or global, decided by the specific Underlying Network provider
	Requests initiated by an AE over the Mcn reference point, where applicable.
	Pre-Provisioned Mode:

Made available at the Infrastructure Node.

Dynamic Mode:

Made available at AE. Conveyed to IN-CSE during Registration.


-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------
9.6.5
Resource Type AE

An <AE> resource shall represent information about an Application Entity registered to a CSE.
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Figure 9.6.5-1: Structure of <AE> resource

The <AE> resource shall contain the child resources specified in table 9.6.5-1.

Table 9.6.5-1: Child resources of <AE> resource

	Child Resources of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>
<flexContainerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<schedule>
	0..1
	See clause 9.6.9
	<scheduleAnnc>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21

When the AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the parent resource
	None

	trafficPattern
	<trafficPattern>
	0..n
	See clause 9.6.41
	<trafficPatternAnnc>

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40
	None

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>

<timeSeriesAnnc>


The <AE> resource shall contain the attributes specified in table 9.6.5-2.

Table 9.6.5-2: Attributes of <AE> resource

	Attributes of 
<AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3. Contains the AE-ID-Stem of the AE (see clause 7.2 on identifier formats and clause 10.1.1.2.2 for AE registration procedure).
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	appName
	0..1
	RW
	The name of the application, as declared by the application developer(e.g. "HeatingMonitoring").

Several sibling resources may share the appName.
	OA

	App-ID
	1
	WO
	The identifier of the Application (see clause 7.1.3).
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2).
	OA

	AE-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.x where this attribute is described.
	NA

	pointOfAccess
	0..1 (L)
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the Hosting CSE.

If this information is not provided and the <pollingChannel> resource does exist, the AE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the AE without using the PoA.
	OA

	ontologyRef
	0..1
	RW
	A URI of the ontology used to represent the information that is managed and understood by the AE.
	OA

	requestReachability
	1
	RW
	If the AE that created this <AE> resource can receive a request, this attribute is set to "TRUE" otherwise "FALSE"
	OA

	nodeLink
	0..1
	RW
	The resource identifier of a <node> resource that stores the node specific information of the node on which the AE represented by this <AE> resource resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request from its registrar CSE. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	e2eSecInfo
	0..1
	RW
	See clause 9.6.1.3.
	MA


-----------------------End of change 3---------------------------------------------
-----------------------Start of change 4-------------------------------------------

10.2.10.1.1
Create <locationPolicy>
This procedure shall be used for creating a <locationPolicy> resource.

Table 10.2.10.1.1-1: <locationPolicy> CREATE

	<locationPolicy> CREATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	From: Identifier of the AE or the CSE that initiates the Request

To: the address of the <CSEBase> resource

Content: The representation of the <locationPolicy> resource described in clause 9.6.10

	Processing at Originator before sending Request
	According to clause 10.1.1.1

	Processing at Receiver
	· Check whether the Originator is authorized to request the procedure

· Check whether the provided attributes of the <locationPolicy> resource represent a valid Request
· Upon successful validation of the above procedures, the Hosting CSE creates the <locationPolicy> resource and automatically creates <container> resource where the actual location information is/are stored and the resources shall contain cross-reference between the both resources: locationContainerID attribute for <locationPolicy> resource and locationID attribute for <container> resource
· Check the defined locationSource attribute to determine which method is used. The locationSource attribute shall be set based on the capabilities of a target M2M Node, the required location accuracy of the Originator and the Underlying Network in which a target M2M Node resides:
-
For the Network-based case, the Hosting CSE shall transform the Request, requesting the location information of the target device, from the Originator into Location Server request following the attributes (e.g. locationTargetID, locationServer) defined in the <locationPolicy> resource and the corresponding AE-Ext-ID of the originator. Additionally, the Hosting CSE shall also provide default values for other parameters (e.g. required quality of position) in the Location Server request [i.5] according to local policies. The request towards the Location Server crosses over the Mcn reference point. Then the Location Server in the Underlying Network verifies whether the external entity is authorized to request the location information, and only if the AE is permitted, the Location server performs positioning procedures, and returns the successful results over the Mcn reference point
-
The specific mechanism used to communicate with the network Location Server depends on the capabilities of the Underlying Network and other factors. For example, it could be either the OMA Mobile Location Protocol [i.5] or OMA RESTful NetAPI for Terminal Location [i.6]

Check the assigned locationInformationType attribute and if the value of this attribute is Geo-fence event, following the steps below:

The Hosting CSE shall check the target Node's capability (Positionable, Non-Positionable or both) by retrieving the stored <node> resource or <mgmtCmd> procedure(e.g. checking the Node's capability through RPC-based procedure) and the Hosting CSE shall create <mgmtCmd> resource type with appropriate configuration based on the node capability and attributes stored in the created <locationPolicy> resource (e.g. locationUpdatePeriod attribute of <locationPoicy> to execFrequency attribute of <mgmtCmd>) to obtain the Geo-fence relavant information (e.g. measurement or position fix) from the target Node. The node shall respond the information and the Hosting CSE shall create <execInstance> resource type as a placeholder for the information. The Hosting CSE shall forward this information to Geo‑Fence Server (refer to locationServer attribute) and returns the results (e.g. event type) over the Mcn reference point. The result shall be stored in the created <container> resource as explained in clause 10.2.10.2.1.
(see note)

-
For the Device-based case, this case is applicable if the Originator is ASN-AE and the ASN has location determination capabilities (e.g. GPS). The Hosting CSE is capable of performing positioning procedure using the module or technologies. For example, if the ASN has a GPS module itself, the ASN-CSE obtains the location information of Node from the GPS module through internal interfaces (e.g. System call or JNI [i.18]). The detail procedure is out-of-scope
-
For the Sharing-based case, this case shall be applicable if the Originator is an ADN-AE and the Hosting CSE is MN CSE and the ADN is a resource constrained node, no location determination capabilities (e.g. GPS) and Network-based positioning capabilities. Also according to the required location accuracy of the AE, the Originator may choose this case

When the Hosting CSE receives the CREATE request and if the Hosting CSE can find the closest Node that is registered with the Hosting CSE and has location information from the Originator in the M2M Area Network, the location information of the closest Node shall be stored as the location information of the Originator, or if the Hosting CSE cannot find any closest Node or has no topology information, the location information of the Node of the Hosting CSE (MN) shall be stored as the location information of the Originator. The closest Node can be determined by the minimum hop based on the topology information stored in the <node> resource.

	Information in Response message
	The representation of the created <locationPolicy> resource

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	No change from the generic procedure

	NOTE:
The details of the mechanisms are addressed in the oneM2M TS-0004 [3].


-----------------------End of change 4---------------------------------------------
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