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Introduction

Motivation:

In oneM2M Rel-1 and Rel-2, an AE is limited to receiving only notification requests from its Registrar CSE.  An AE is not permitted to receive any other type of request from its Registrar CSE.  In addition, oneM2M limits an AE to only specifying a pointOfAccess list that contains entries that consist of underlying transport protocol information such as a transport protocol scheme, IP address and port or an FQDN.  For example, http://172.25.0.10:8080, coap://m2m.sp.com:5683 or mqtt://172.25.0.10:1883.  An AE cannot specify a path component that gets appended to the pointOfAccess transport protocol information (e.g. http://172.25.0.10:8080/sensors/temp).  Thus an AE is limited to receiving requests with target addresses that equal its pointOfAccess and that do not include a path component.  
Proposed Solution:

This contribution proposes an enhancement to oneM2M to allow a CSE to retarget requests to different AE URIs rather than routing all requests to a single AE pointOfAccess.
The contribution proposes to enhance the <AE> resource with an optional <AEHostedResource> child resource.  The resource consists of a retargetPointOfContact attribute that can be configured with a list of relative paths of resources hosted by an AE.  The retargetPointOfContact attribute is used by a Hosting CSE as a filter to determine whether or not a request shall be re-targeted to an AE.   The <AEHostedResources> resource also supports the capability to specify an optional retargetAccessControlPolicyIDs to allow access control checks to be performed by the CSE for requests it re-targets to an AE hosted resource.
For example, a retargetPointOfContact attribute is configured with sensors/temp and retargetAccessControlPolicyIDs is configured with acp001.   
If a Registrar CSE receives a request (e.g. NOTIFY) having a To parameter configured with an identifier of the <AE> resource (e.g. AE01) concatenated with a relative path (e.g. AE01/sensors/temp) and this relative path matches a path configured in the retargetPointOfContact attribute of a <AEHostedResources> child resource, then the Registrar CSE will re-target the request (assuming the originator has sufficient privileges) to the AE’s pointOfAccess concatenated with the relative path defined in the original request and that matches a path configured in this attribute (i.e. sensors/temp). For example,   https://172.25.30.25:7000/sensors/temp.

This allows an AE with the ability to receive requests that target different AE hosted resource paths rather than receiving all of its requests targeting a single pointOfAccess.   This can be useful to AEs to support use cases such as receiving notifications from different subscriptions.  Receiving notifications that target different URIs allows an AE to process these notifications more efficiently since it allows the AE to route notifications to corresponding notification handler functions based on the URI which a notification is targeted towards.
The <AEHostedResource> functionality also allows an AE to receive other types of requests from a CSE (e.g. RETRIEVE) in addition to just notifications. 
-----------------------Start of change 1-------------------------------------------
9.6.5 Resource Type AE
An <AE> resource shall represent information about an Application Entity registered to a CSE.
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Figure 9.6.5-1: Structure of <AE> resource
Table 9.6.5-1: Child resources of <AE> resource

	Child Resources of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>

<flexContainerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<schedule>
	0..1
	See clause 9.6.9
	<scheduleAnnc>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21

When the AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the parent resource
	None

	trafficPattern
	<trafficPattern>
	0..n
	See clause 9.6.41
	<trafficPatternAnnc>

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40
	None

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>

<timeSeriesAnnc>

	[variable]
	<AEHostedResource>
	0..n
	See clause 9.6.XX
	<AEHostedResourceAnnc>


-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
9.6.XX Resource Type AEHostedResource
An <AEHostedResource> resource shall represent resources hosted by an AE and that a registrar CSE is permitted to re-target requests to.


[image: image3.emf]<AEHostedResource>

0..1

retargetAccessControlPolicyIDs

1

retargetPointOfContact

<accessControlPolicy>

0..n


Figure 9.6.XX-1: Structure of <AEHostedResource> resource

The <AEHostedResource> resource shall contain the child resources specified in table 9.6.XX-1.

Table 9.6.XX-1: Child resources of <AEHostedResource> resource

	Child Resources of <AEHostedResource>
	Child Resource Type
	Multiplicity
	Description
	<AEHostedResourceAnnc> Child Resource Types

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.8.
	<accessControlPolicyAnnc>


The <AEHostedResource> resource shall contain the attributes specified in table 9.6.XX-2.

Table 9.6.XX-2: Attributes of <AEHostedResource> resource

	Attributes of <appResource>
	Multiplicity
	RW/

RO/

WO
	Description
	<appResourceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	retargetPointOfContact
	1 
	RW
	Configured with the relative path to an AE hosted resource (e.g. sensors/temp).
	MA

	retargetAccessControlPolicyIDs
	0..1(L)
	RW
	A list configured with identifiers of <accessControlPolicy> resources having privileges applicable to the AE hosted resource listed in retargetPointOfContact.   


	MA


-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

10.4 
AE Re-Targeting Procedures
If a Registrar CSE receives a request having a To parameter configured with only the identifier of an <AE> resource it hosts  (e.g. AE01), then the Registrar CSE shall conditionally re-target this request to the AE’s pointOfAccess based on whether or not the Originator has the proper privileges to perform the request. The Registrar CSE shall check the privileges using <accessControlPolicy> resource(s) referenced by the accessControlPolicyIDs of the <AE> resource (if configured).  If the accessControlPolicyIDs of the <AE> is not configured, the Registrar CSE shall use system default access privileges.    
If a Registrar CSE receives a request having a To parameter configured with an identifier of an <AE> resource it hosts  (e.g. AE01) concatenated with an additional relative path (e.g. sensors/temp) and this path matches a path configured in the retargetPointOfContact attribute of a child <AEHostedResource> resource, then the Registrar CSE shall conditionally re-target the request to the AE.  Before re-targeting the request, the Registrar CSE shall first verify that the Originator of the request has the proper privileges to perform the request.  This verification shall be done by checking the <accessControlPolicy> resources referenced by the corresponding retargetAccessControlPolicyIDs specified in the matching <AEHostedResource> resource. If retargetAccessControlPolicyIDs is not specified in the matching <AEHostedResource> resource, the Registrar CSE shall use the accessControlPolicyIDs of the parent <AE> resource (if configured).  If the accessControlPolicyID of the parent <AE> is not configured, the Registrar CSE shall use system default access privileges. 
When re-targeting a request to an AE, the Registrar CSE shall re-target the request to the AE’s pointOfAccess concatenated with the relative path defined in the original request and that matches the path configured in retargetPointOfContact attribute (e.g. sensors/temp) of a <AEHostedResource> child resource.  For example, https://172.25.30.25:7000/sensors/temp.
When re-targeting a request to an AE, the following request parameter rules shall be applicable.  All other oneM2M request parameters shall not be present in a re-targeted request to an AE.

· To – The AE’s pointOfAccess concatenated with an optional relative path if present in the original request and if it matches a resource path defined in the retargetPointOfContact attribute of a child <AEHostedResource>
· From – The ID of the request Originator
· Operation - the operation defined in the original request
· Request Identifier – Identifier generated by Registrar CSE
· Content - The content included in the original request
· Resource Type (Create Only) – Resource Type of the original request

When a response to a re-targeted request is returned by an AE to the Registrar CSE, the following oneM2M response parameters shall be applicable.  All other oneM2M response parameters shall not be present in the response from the AE.   
· Response Status Code – Configured by the AE based on the status of processing the re-targeted request
· Request Identifier – Matching the Request Identifier in the re-targeted request

· Content (when applicable to operation)
If the Registrar CSE was the Originator of the corresponding request (e.g. NOTIFY), it shall process the response.  If the Registrar CSE was not the Originator of the corresponding request, it shall re-target the response towards the Originator.
-----------------------End of change 3-------------------------------------------
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