	ARC-2016-0427R03-sending_requests_to_different_AE_URIs_R3

	[image: image6.png]






	CHANGE REQUEST

	Meeting:*
	ARC#28

	Source:*
	Convida Wireless

	Date:*
	2017-03-19

	Contact:*
	Dale Seed (seed.dale@ConvidaWireless.com )

	Reason for Change/s:*
	Introducing functionality to an <AE> resource to enable a Registrar CSE to retarget CRUD requests to AE hosted resources.    

	CR  against:  Release*
	Release-3

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0056 (Evolution of Proximal IoT Interworking)
 FORMCHECKBOX 
 MNT Maintenance / < Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>

Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0001-V3.4.0

	Clauses/Sub Clauses*
	9.6.5, 10.2.5.23

	Type of change: *
	 FORMCHECKBOX 
 Editorial change

 FORMCHECKBOX 
 Bug Fix or Correction

 FORMCHECKBOX 
 Change to existing feature or functionality

 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES  FORMCHECKBOX 
  NO  FORMCHECKBOX 

This CR is a mirror CR? YES  FORMCHECKBOX 
   NO  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: 


	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR

Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.

All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text.
Introduction

Motivation:

Today many existing technologies such as OCF, LWM2M, ZigBee Smart Energy 2.0, etc. are RESTful in nature and are based on the premise that the devices themselves host their own local resources which can be directly targeted by CRUD requests.  For example, an IoT device may host the following resource structure.
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Currently oneM2M has the following restrictions:

1) oneM2M AEs and IPEs must mirror any resources they locally host into CSE hosted resources (e.g. into <container> or <flexContainer> resources).   Once mirrored, these resources in the CSE must then be kept synchronized with the local resources hosted by the AE or IPE.   This mirroring and synchronization can introduce extra complexity and overhead for AEs and IPEs (especially those hosted on resource constrained IoT/M2M devices).  This mirroring can also increase the end-to-end latency for requests flowing between AEs and through one or more CSE(s).

2) oneM2M AEs and IPEs are limited to receiving only NOTIFY requests from their Registrar CSE.  AEs and IPEs are not permitted to receive CREATE, RETRIEVE, UPDATE or DELETE requests from their Registrar CSE.  

3) oneM2M AEs and IPEs are limited to only specifying a pointOfAccess(s) that consist of underlying transport protocol information such as a transport protocol scheme, IP address and port or an FQDN.  For example, http://172.25.0.10:80, coap://m2m.sp.com:5683 or mqtt://172.25.0.10:1883.  An AE cannot specify a path component that gets appended to the pointOfAccess transport protocol information (e.g. http://172.25.0.10:80/sensors/temperature).  Thus an AE is limited to only receiving NOTIFY requests that target its pointOfAccess and that do not include a path component.  
In the eyes of potential developers and adopters of oneM2M, these restrictions are viewed as fairly significant limitations.    

Proposed Solution:

This contribution proposes an enhancement to oneM2M to allow a Registrar CSE to retarget CREATE, RETRIEVE, UPDATE, DELETE requests towards resources hosted by Registree AEs or IPEs.  For simplification, the current version of the contribution proposes to limit the types of oneM2M resources that an AE or IPE can host to <container>, <contentInstance> and <flexContainer> resources.  These resource types are viewed as the most applicable for telemetry devices (i.e. sensors) and control devices (actuators).  If needed, additional resource types can be considered in the future.   
The contribution proposes to enhance the <AE> resource with an optional AEHostedResources attribute.  The new attribute can be configured with a list of resources hosted by an AE or IPE.  The attribute is used by a Registrar CSE as a filter to determine whether or not a request can be retargeted to a Registree AE or IPE.   
For example, if a Registrar CSE receives a request (e.g. UPDATE) having a To parameter configured with an identifier of the <AE> resource (e.g. AE01) concatenated with a relative path (e.g. AE01/sensors/temperature) and this relative path matches a path configured in the AEHostedResources attribute of the <AE>, then the Registrar CSE will retarget the request to the AE.   The request will be retargeted to the AE’s pointOfAccess concatenated with the relative path defined in the original request (i.e. sensors/temperature). For example, a To parameter of http://172.25.0.10:80/sensors/temperature would be used when retargeting a request to AE01’s temperature sensor resource. 
-----------------------Start of change 1-------------------------------------------
9.6.5 Resource Type AE
An <AE> resource shall represent information about an Application Entity registered to a CSE.
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Figure 9.6.5-1: Structure of <AE> resource
Table 9.6.5-2: Attributes of <AE> resource

	Attributes of 
<AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3. Contains the AE-ID-Stem of the AE (see clause 7.2 on identifier formats and clause 10.2.2.2 for AE registration procedure).
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	appName
	0..1
	RW
	The name of the application, as declared by the application developer(e.g. "HeatingMonitoring").

Several sibling resources may share the appName.
	OA

	App-ID
	1
	WO
	The identifier of the Application (see clause 7.1.3).
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.8 where this attribute is described. This attribute is used only for the case of dynamic association of M2M-Ext-ID and AE-ID.
	NA

	trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of dynamic association of M2M‑Ext-ID and AE-ID.
	NA

	triggerReferenceNumber
	0..1
	RW
	This is to identify device trigger procedure request. This attribute is used only for device trigger and assigned by the IN-CSE. 
	NA

	pointOfAccess
	0..1 (L)
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the Hosting CSE.

If this information is not provided and the <pollingChannel> resource does exist, the AE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the AE without using the PoA.
	OA

	ontologyRef
	0..1
	RW
	A URI of the ontology used to represent the information that is managed and understood by the AE.
	OA

	requestReachability
	1
	RW
	If the AE that created this <AE> resource can receive a request, this attribute is set to "TRUE" otherwise "FALSE"
	OA

	nodeLink
	0..1
	RW
	The resource identifier of a <node> resource that stores the node specific information of the node on which the AE represented by this <AE> resource resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request from its registrar CSE. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	e2eSecInfo
	0..1
	RW
	See clause 9.6.1.3.
	MA

	AEHostedResources 
	0..1 (L)
	RW
	A list that serves as a directory of the resources hosted by an AE.  Each resource is represented as a separate entry in this list.  Each entry in the list has the following elements associated with it: 
1) A relative path to a resource hosted by the AE.  This element is mandatory.
2) The type of the resource.  This element is mandatory.
3) An identifier of an applicable <accessControlPolicy> hosted by the Registrar CSE. The ACP is used by the Registrar CSE to control access to the resource.  This element is optional. 

The format of this list and encoding of the individual entries and their elements are defined in oneM2M TS-0004 [3].
In this version of the specification, the only types of oneM2M resources supported by this attribute are a <container>, <contentInstance> and a <flexContainer>.    
	OA


-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
10.2.5.23
CRUDN AE Re-targeting


If a Registrar CSE receives a NOITFY request having a To parameter configured with only the identifier of an <AE> resource it hosts (e.g. AE01), then the Registrar CSE shall conditionally retarget the NOTIFY request to the AE’s pointOfAccess based on whether or not the Originator has the proper privileges to perform the request. The Registrar CSE shall check the privileges using the <accessControlPolicy> resource(s) referenced by the accessControlPolicyIDs of the <AE> resource (if configured).  If the accessControlPolicyIDs of the <AE> is not configured, the Registrar CSE shall use system default access privileges.
If a Registrar CSE receives a CRUDN request having a To parameter configured with an identifier of an <AE> resource it hosts (e.g. AE01) concatenated with an additional relative path (e.g. AE01/sensors/temperature) and this path matches a path configured in the AEHostedResources attribute of the targeted <AE>, then the Registrar CSE shall conditionally retarget the CRUDN request to the AE if the following checks are successful.  
· For the case where a request has a resource representation (i.e. CREATE or UPDATE) the Registrar CSE shall verify that the representation complies with the schema definition of the resource type referenced in the corresponding list entry of the AEHostedResources attribute.  In the case of a RETRIEVE or DELETE request the Registrar CSE shall verify that a resource representation is not present in the request.

· The Originator of the request has the proper privileges to perform the request.  This verification shall be done by Registrar CSE checking the <accessControlPolicy> resources referenced by the corresponding list entry of the AEHostedResources attribute. If a <accessControlPolicy> resource is not specified in the AEHostedResources attribute, the Registrar CSE shall use the accessControlPolicyIDs of the parent <AE> resource (if configured).  If the accessControlPolicyIDs of the parent <AE> is not configured, the Registrar CSE shall use system default access privileges.  
If a path is defined in the original request that does no match a path configured in the AEHostedResources attribute or any of the above checks are not successful, then the Registrar CSE shall not retarget the request and shall respond with an error.  When retargeting a request to an AE, the Registrar CSE shall retarget the request to the AE’s pointOfAccess concatenated with the relative path defined in the original request and that matches the path configured in AEHostedResources attribute (e.g. sensors/temperature) of the targeted <AE>.  For example, coap://172.25.30.25:7000/sensors/temperature.  
When retargeting a request to an AE, the following request parameters shall be applicable.  All other oneM2M request parameters shall not be present in a retargeted request to an AE.

· To – The AE’s pointOfAccess concatenated with an optional relative path if present in the original request and if it matches a resource path defined in the AEHostedResources attribute.

· From – The ID of the request Originator
· Operation - the operation defined in the original request
· Request Identifier – Identifier assigned by Registrar CSE
· Content - The content included in the original request
· Resource Type (Create Only) – Resource Type of the original request

When a response to a retargeted request is returned by an AE to the Registrar CSE, the following oneM2M response parameters shall be applicable.  All other oneM2M response parameters shall not be present in the response from the AE.   

· Response Status Code – Configured by the AE based on the status of processing the retargeted request

· Request Identifier – Matching the Request Identifier in the retargeted request

· Content (when applicable to operation)

If the Registrar CSE was the Originator of the corresponding request (e.g. NOTIFY), it shall process the response.  If the Registrar CSE was not the Originator of the corresponding request, it shall retarget the response towards the Originator.

The AE-PoA and list of AE hosted resources may be initially configured in the <AE> resource when the AE registers to the Registrar CSE. If the <AE> resource does not contain an AE-PoA, an active communication link, if available, can be used for re-targeting. If neither of them is available, the request cannot be re-targeted to the AE.
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Figure 10.2.5.23-1: Re-targeting a notification request to an AE

-----------------------End of change 2-------------------------------------------
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