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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR introduces the Mcs reference point. The Mcs reference point is described in TS-0016 and abstracts different technical implementations of Secure Environments that are possible within nodes. The Mcs reference point is used to support AE access to security functions and data protected within Secure Environments in a uniform manner.
-----------------------Start of change 1-------------------------------------------
5.2.2.5
Other Reference Points and Interfaces
· See clause 12.2.1 for Mch reference point.
· See clause 6.2.4 for Mc, Mp, Ms and La device  management interfaces
· See clause 6.2.10  for Mcs reference point
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
6.2.10.1
General Concepts
The Security (SEC) CSF comprises the following functionalities:

· Sensitive data handling;

· Security administration;

· Security association establishment;

· Access control including identification, authentication and authorization;

· Identity management.

Sensitive data handling functionality in the SEC CSF protects the local credentials on which security relies during storage and manipulation. Sensitive data handling functionality performs other sensitive functions such as security algorithms. This functionality is able to support several cryptographically separated security environments. Those secure environments are accessible via the Mcs reference point. This reference point abstracts different types of secure environments and is defined in oneM2M TS-0016 Secure Environment Abstraction [9].
[…]
6.2.10.2
Detailed Descriptions

The functionalities supported by the SEC CSF are as follows:

· Sensitive data handling:

· Provides the capability to protect the local credentials on which security relies during storage and manipulation.

· Extends sensitive data handling functionality to other sensitive data used in the M2M Systems such as subscription related information, access control policies and personal data pertaining to individuals.

· Performs other sensitive functions as well, such as security algorithms running in cryptographically separated secure environments.

· Security administration:

· Creates and administers dedicated secure environment supported by sensitive data handling functionality.

· Post-provisions master credentials protected by the secure environment.

NOTE:
The secure environment can also be pre-provisioned with a master credentials prior to deployment; therefore this capability is not always required. Post-provisioning is required when secure remote provisioning needs to be performed or re-initiated after deployment.

· Provisioning and administration of subscriptions related to M2M Services and M2M application services. Besides the associated master credentials, a subscription includes other information classified as sensitive data such as authorization roles and identifiers for access control management.
· Security association establishment:

· Establishes security associations between corresponding M2M Nodes in order to provide specific security services (e.g. confidentiality, integrity, or support for application level signature generation and verification) involving specified security algorithms and sensitive data. This involves key derivation based on provisioned master credentials. This functionality of the SEC CSF is mandatory when security is supported.

· Access control:

· Authorizes services and specific operations (e.g. Read/Update) on resources to identified and authenticated entities, according to provisioned access control policies and assigned roles. This functionality is mandatory when any services relying on authorization and access control are present. Among other usages, the services of this functionality may be applied to personal information as a means to preserve privacy.

· Identity protection:

· Provides pseudonyms to be used instead of the unique identifiers of an entity to serve as temporary identifiers not linkable to the true identity of either the associated entity or its user.

Detailed functionalities are described in the oneM2M TS-0003 [2].

Sensitive security functions and information within a node are protected by local Secure Environments (SE). A Secure Environment is an abstraction of a secure area, within a computing system on a node (ADN, ASN, MN or IN), that provides a defined level of protection for code and data at rest, i.e. in storage, and in use, i.e. during process execution or data manipulation, as specified in TS-0016[9]. An SE provides resources for the purposes described above that can be manipulated via the Mcs reference point. Details on the SE resources can be found in TS-0016 [9].

-----------------------End of change 2---------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.
The following referenced documents are necessary for the application of the present document.
[1]

oneM2M TS-0011: “Common Terminology”
[2]
oneM2M TS-0003: " Security Solutions".
[3]
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[4]
W3C RDF 1.1 Concepts and Abstract Syntax
[5]
W3C SPARQL 1.1 Query Language
[6]
oneM2M TS-0012: "oneM2M Base Ontology"
[7]
oneM2M TS-0021: "oneM2M and AllJoyn Interworking".
[8]
oneM2M TS-0023: "Home Appliances Information Model and Mapping".

 [9]
oneM2M TS-0016: “Secure Environment Abstraction”
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions and abbreviations

3.2
Abbreviations
Mcs
Reference Point to access functions and data protected within local secure environments
SE
Secure Environment

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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