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Introduction

In TP28 the PRO suggests to do the following changes:

· Using UPDATE operation to replace RETRIEVE operation for passing authorization parameters into <authorizationDecision>, <authorizationPolicy> and <authorizationInformation> resources.
· Merging decision and status attributes into decision attribute of <authorizationDecision> resource.
· The multiplicity of all the resource specific attributes should be “0..1”.
-----------------------Start of change 1---------------------------------------------
9.6.42 
Resource Type authorizationDecision
The <authorizationDecision> resource represents an access control decision. It is the child resource of a <CSEBase> resource. When a UPDATE request addresses the <authorizationDecision> resource, the Hosting CSE acts as a Policy Decision Point (PDP) as defined in clause 6.2.2 of TS-0003 [2] and shall make an access control decision according to the access control decision request provided in the request and provide the access control decision as the response of the request. 
The <authorizationDecision> resource specific attributes are used for describing an access control decision request and the corresponding access control decision response. The decision attribute represents an access control decision response. The other resource specific attributes represent an access control decision request.


When an UPDATE request addresses an <authorizationDecision> resource, a PDP procedure may be triggered. An access control decision request is described with the updated resource attributes and the updated resource attributes shall be the attributes used for describing access control decision request parameters. The PDP procedure shall make an access control decision and update the decision attribute. The decision attribute shall be returned to the requester in the response.

· 
· 
· 
· 

· 
· 
· 
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Figure 9.6.42-1: Structure of <authorizationDecision> resource
The <authorizationDecision> resource shall contain the child resources specified in table 9.6.42-1.

Table 9.6.42-1: Child resources of <authorizationDecision> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <authorizationDecision>  resource shall contain the attributes specified in table 9.6.42-2

Table 9.6.42-2: Attributes of <authorizationDecision> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	decision
	0..1
	RW
	Authorization decision for an access control decision request. See clause 7 in oneM2M TS-0003 [2].

	status
	1
	RW
	Status of an authorization evaluation process. See clause 7 in oneM2M TS-0003 [2].

	to
	0..1
	RW
	Same as the To parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	from
	0..1
	RW
	Same as the From parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	operation
	0..1
	RW
	Same as the Operation parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	filterUsage
	0..1
	RW
	Same as the filterUsage parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	roleIDs
	0..1 (L)
	RW
	Same as the Role IDs parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	tokenIDs
	0..1 (L)
	RW
	Same as the Token IDs parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	tokens
	0..1 (L)
	RW
	Same as the Tokens parameter in the request sent from the Originator to the Hosting CSE. See clause 7 in oneM2M TS-0003 [2].

	requestTime
	0..1
	RW
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE's system time clock. See clause 7 in oneM2M TS-0003 [2].

	originatorLocation
	0..1
	RW
	Location information about the Originator of the request. Obtained over the Mcn reference point. See clause 7 in oneM2M TS-0003 [2].

	originatorIP
	0..1
	RW
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point. See clause 7 in oneM2M TS-0003 [2].


9.6.43 
Resource Type authorizationPolicy
The <authorizationPolicy> resource represents an access control policy. It is the child resource of a <CSEBase> resource. When a UPDATE request addresses the <authorizationPolicy> resource, the Hosting CSE acts as a Policy Retrieval Point (PRP) as defined in clause 6.2.2 of TS-0003 [2] and shall retrieve the applicable access control policies according to the access control policy request provided in the request and provide the access control policies as the response of the request.
The <authorizationPolicy> resource specific attributes are used for describing an access control policy request and the corresponding access control policy response. The policies and combiningAlgorithm attributes represent an access control policy response. The other resource specific attributes represent an access control policy request.


When an UPDATE request addresses an <authorizationPolicy> resource, a PRP procedure shall be triggered. An access control policy request is described with the updated resource attributes and the updated resource attributes shall be the attributes used for describing access control policy request parameters. The PRP procedure shall apply the applicable access control policies and policy combining algorithm and update the policies and combiningAlgorithm attributes. The policies and combiningAlgorithm attributes shall be returned to the requester in the response.
· 
· 
· 
· 

· 
· 
· 
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Figure 9.6.43-1: Structure of <authorizationPolicy> resource
The <authorizationPolicy> resource shall contain the child resources specified in table 9.6.43-1.

Table 9.6.43-1: Child resources of <authorizationPolicy> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <authorizationPolicy> resource shall contain the attributes specified in table 9.6.43-2

Table 9.6.43-2: Attributes of <authorizationPolicy> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	policies
	0..1 (L)
	RW
	List of access control policies for an access control policy request. Each access control policy contains a set of access control rules as specified in clause 9.6.2. See clause 7 in oneM2M TS-0003 [2].

	combiningAlgorithm
	0..1
	RW
	Algorithm used for combining multiple access control policies. See clause 7 in oneM2M TS-0003 [2].

	status
	1
	RW
	Status of an authorization evaluation process. See clause 7 in oneM2M TS-0003 [2].

	to
	0..1
	RW
	Same as the To parameter in the access control decision request. See clause 7 in oneM2M TS-0003 [2].


9.6.44 
Resource Type authorizationInformation
The <authorizationInformation> resource represents an access control information. It is the child resource of a <CSEBase> resource. When a UPDATE request addresses the <authorizationInformation> resource, the Hosting CSE acts as a Policy Information Point (PIP) as defined in clause 6.2.2 of TS-0003 [2] and shall retrieve the required access control information according to the access control information request provided in the request and provide the access control information as the response of the request.
The <authorizationInformation> resource specific attributes and child resources are used for describing an access control information request and the corresponding access control information response. The <role> and <token> resources represent an access control information response. The other resource specific attributes represent an access control information request.


When an UPDATE request addresses an <authorizationInformation> resource, a PIP procedure shall be triggered. An access control information request is described with the updated resource attributes and the updated resource attributes shall be the attributes used for describing access control information request parameters. The PIP procedure shall retrieve requested <role> and <token> resources and include them as child resources of the <authorizationInformation> instance. The <authorizationInformation> including the <role> and <token> children shall be returned to the requester in the response.


· 
· 
· 
· 

· 
· 
· 
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Figure 9.6.44-1: Structure of <authorizationInformation> resource
The <authorizationInformation>  resource shall contain the child resources specified in table 9.6.44-1.

Table 9.6.44-1: Child resources of <authorizationInformation> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<role>
	0..n
	See clause 9.6.38

	[variable]
	<token>
	0..n
	See clause 9.6.39

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <authorizationInformation>  resource shall contain the attributes specified in table 9.6.44-2

Table 9.6.44-2: Attributes of <authorizationInformation> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	status
	0..1
	RW
	Status of an authorization evaluation process. See clause 7 in oneM2M TS-0003 [2].

	from
	0..1
	RW
	Same as the From parameter in the request. See clause 7 in oneM2M TS-0003 [2].

	roleIDs
	0..1 (L)
	RW
	Same as the Role IDs parameter in the request. See clause 7 in oneM2M TS-0003 [2].

	tokenIDs
	0..1 (L)
	RW
	Same as the Token IDs parameter in the request. See clause 7 in oneM2M TS-0003 [2].


-----------------------End of change 1---------------------------------------------
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