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Introduction

In TP28 the PRO suggests to do the following changes:

· Using UPDATE operation to replace RETRIEVE operation for passing authorization parameters into <authorizationDecision>, <authorizationPolicy> and <authorizationInformation> resources.
· The multiplicity of all the resource specific attributes should be “0..1”.

This contribution changes the resource procedures according to the changes of the resource types.

-----------------------Start of change 1---------------------------------------------
10.2.3.22
Authorization using <authorizationDecision>
Each <authorizationDecision> resource represents an entrance of a Policy Decision Point (PDP) that is responsible for making access control decisions.
Multiple <authorizationDecision> resources can be created under one <CSEBase> resource. The access control policies associated to an <authorizationDecision> resource can be used to group access control decision requesters, i.e. which CSEs can retrieve access control decisions from a given <authorizationDecision> resource.
The resource specific attributes of an <authorizationDecision> resource can be classified into two categories according to their usages. One category is used for describing access control decisions, e.g. decision attribute. The other category is used for describing access control decision requests, e.g. to, from, operation, roleIDs and so on.

An UPDATE operation on an <authorizationDecision> resource may trigger an access control decision making process. After making an access control decision, the access control decision or error status is returned back to the decision requester via an UPDATE response.
The details of distributed authorization procedures are described in TS-0003 [2].
10.2.3.23
Create <authorizationDecision>
This procedure shall be used for creating an <authorizationDecision> resource.
Table 10.2.3.23-1: <authorizationDecision> CREATE

	<authorizationDecision> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.42, and all the values of resource specific attributes shall be set to null.

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.3.24
Retrieve <authorizationDecision>
This procedure shall be used for retrieving <authorizationDecision> resource.

Table 10.2.3.24-1: <authorizationDecision> RETRIEVE

	<authorizationDecision> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: attributes of the <authorizationDecision> resource as defined in clause 9.6.38

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3
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10.2.3.25
Update <authorizationDecision>
This procedure shall be used for updating attributes of an <authorizationDecision> resource.

Originator: The Originator shall request to obtain an access control decision by using UPDATE operation on an <authorizationDecision> resource. The access control decision request shall be specified with resource specific attributes except the decision attribute. 
Receiver: The Receiver shall execute an access control decision making process according to the access control decision request provided in the UPDATE request and return the access control decision in the UPDATE response.
Table 10.2.3.25-1: <authorizationDecision> UPDATE
	<authorizationDecision> UPDATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message


	All parameters defined in table 8.1.2-3 apply.

	Processing at Originator before sending Request
	According to clause 10.1.4 with the following additions:

Content: The representation of an access control decision request constructed using updated attributes. See clause 7 in oneM2M TS-0003 [2] for the mandatory and optional parameters.

	Processing at Receiver
	According to clause 10.1.4 with the following additions:
· Before performing the update, all the resource specific attributes shall be deleted.
· Check the validity of the access control decision request constructed using updated attributes. See clause 7 in oneM2M TS-0003 [2] for the mandatory and optional parameters.
· Obtain applicable access control policies and requested access control information, and then make an access control decision. See clause 7 in oneM2M TS-0003 [2] for more details.
· Update the decision attribute with the access control decision evaluation result. See clause 7 in oneM2M TS-0003 [2] for possible access control decision evaluation results.

	Information in Response message
	According to clause 10.1.4 with the following additions:
· The decision or status attribute shall be returned.

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------
10.2.3.27
Authorization using <authorizationPolicy>
Each <authorizationPolicy> resource represents an entrance of a Policy Retrieval Point (PRP) that is responsible for retrieving access control policies.
Multiple <authorizationPolicy> resources can be created under one <CSEBase> resource. The access control policies associated to an <authorizationPolicy> resource can be used to group access control policy requesters, i.e. which CSEs can retrieve access control policies from a given <authorizationPolicy> resource.
The resource specific attributes of an <authorizationPolicy> resource can be classified into two categories according to their usages. One category is used for describing access control policies, e.g. policies and combiningAlgorithm attributes. The other category is used for describing access control policy requests, e.g. to attribute.

An UPDATE operation on an <authorizationPolicy> resource may trigger an access control policy retrieving process. After obtaining the access control policies and policy combining algorithm, the access control policies and policy combining algorithm or error status is returned back to the policy requester via an UPDATE response.
The details of distributed authorization procedures are described in TS-0003 [2].
10.2.3.28
Create <authorizationPolicy>
This procedure shall be used for creating an <authorizationPolicy> resource.

Table 10.2.3.28-1: <authorizationPolicy> CREATE

	<authorizationPolicy> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.43, and all the values of resource specific attributes shall be set to null.

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.3.29
Retrieve <authorizationPolicy>
This procedure shall be used for retrieving <authorizationPolicy> resource.

Table 10.2.3.29-1: <authorizationPolicy> RETRIEVE

	<authorizationPolicy> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: attributes of the <authorizationPolicy> resource as defined in clause 9.6.38

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3
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10.2.3.30
Update <authorizationPolicy>
This procedure shall be used for updating attributes of an <authorizationPolicy> resource.

Originator: The Originator shall request to obtain access control policies by using UPDATE operation on an <authorizationPolicy> resource. The access control policy request shall be specified with resource specific attributes except the policies and combiningAlgorithm attributes.
Receiver: The Receiver shall execute an access control policy retrieving process according to the access control policy request provided in the UPDATE request and return the access control policies and policy combining algorithm in the UPDATE response.
Table 10.2.3.30-1: <authorizationPolicy> UPDATE
	<authorizationPolicy> UPDATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message


	All parameters defined in table 8.1.2-3 apply.

	Processing at Originator before sending Request
	According to clause 10.1.4 with the following additions:

Content: The representation of an access control policy request constructed using updated attributes. See clause 7 in oneM2M TS-0003 [2] for the mandatory and optional parameters.

	Processing at Receiver
	According to clause 10.1.4 with the following additions:

· Before performing update, all the resource specific attributes shall be deleted.
· Check the validity of the access control policy request constructed using updated attributes. See clause 7 in oneM2M TS-0003 [2] for the mandatory and optional parameters.
· Obtain applicable access control policies and policy combining algorithm. See clause 7 in oneM2M TS-0003 [2] for more details.
· Update the policies and combiningAlgorithm attributes with the access control policy retrieval result. See clause 7 in oneM2M TS-0003 [2] for possible policy combining algorithms.

	Information in Response message
	According to clause 10.1.4 with the following additions:

The policies and combiningAlgorithm or status attribute shall be returned.

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------
10.2.3.32
Authorization using <authorizationInformation>
Each <authorizationInformation> resource represents an entrance of a Policy Information Point (PIP) that is responsible for retrieving access control information, e.g. a role or token.
Multiple <authorizationInformation> resources can be created under one <CSEBase> resource. The access control policies associated to an <authorizationInformation> resource can be used to group access control information requesters, i.e. which CSEs can retrieve access control information from a given <authorizationInformation> resource.
The resource specific attributes or child resources of an <authorizationInformation> resource can be classified into two categories according to their usages. One category is used for describing access control information, e.g. <role> and <token> resources. The other category is used for describing access control Information requests, e.g. from, roleIDs and tokenIDs attributes.

An UPDATE operation on an <authorizationInformation> resource may trigger an access control information retrieving process. After obtaining the access control information, the access control information or error status is returned back to the information requester via an UPDATE response.
The details of distributed authorization procedures are described in TS-0003 [2].
10.2.3.33
Create <authorizationInformation>
This procedure shall be used for creating an <authorizationInformation> resource.

Table 10.2.3.33-1: <authorizationInformation> CREATE

	<authorizationInformation> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.44, and all the values of resource specific attributes shall be set to null, and any resource specific child resource shall not be created.

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.3.34
Retrieve <authorizationInformation>
This procedure shall be used for retrieving <authorizationInformation> resource.

Table 10.2.3.34-1: <authorizationInformation> RETRIEVE

	<authorizationInformation> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: attributes of the <authorizationInformation> resource as defined in clause 9.6.38

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3
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10.2.3.35
Update <authorizationInformation>
This procedure shall be used for updating attributes and child resources of an <authorizationInformation> resource.

Originator: The Originator shall request to obtain access control information by using UPDATE operation on an <authorizationInformation> resource. The access control information request shall be specified with resource specific attributes.
Receiver: The Receiver shall execute an access control information retrieving process according to the access control information request provided in the UPDATE request, and return the access control information in the UPDATE response. The access control information shall be specified with <role> and/or <token> child resources.
Table 10.2.3.35-1: <authorizationInformation> UPDATE
	<authorizationInformation> UPDATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message


	All parameters defined in table 8.1.2-3 apply.

	Processing at Originator before sending Request
	According to clause 10.1.4 with the following additions:

Content: The representation of an access control information request constructed using updated attributes. See clause 7 in oneM2M TS-0003 [2] for the mandatory and optional parameters.

	Processing at Receiver
	According to clause 10.1.4 with the following additions:

· Before performing update, all the resource specific attributes and child resources shall be deleted.
· Check the validity of the access control information request constructed using updated attributes. See clause 7 in oneM2M TS-0003 [2] for the mandatory and optional parameters.
· Obtain applicable access control information. The details of this process are described in TS-0003 [2].
· Create <role> and/or <token> child resources according to the access control information retrieval result.

	Information in Response message
	According to clause 10.1.4 with the following additions:

The <role> and/or <token> child resources or status attribute shall be returned.

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


-----------------------End of change 3---------------------------------------------
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