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7.2
Solution 1

7.2.1
Introduction

DDS provides a dynamic discovery service by which entities can discover and possibly keep track of the presence of remote entities. The establishment of communication entirely depends on the dynamic discovery mechanism, which lead to the unauthorized devices could access to the oneM2M network.

In order to better discovery the resources and manage the communication relationship between oneM2M parties, the DDS Repository function is introduced. The DDS Repository function can be considered as an optional common service function which can be contained inside the MN-CSE or/and IN-CSE. The DDS Repository function can discovery the resources which can be permitted to subscribe to for the subscriber and identify the communication list for the publishers (AEs and CSEs) according to the resource matching and other information (e.g. group information , semantic). The oneM2M parties can establish the pub-sub relationship with other entities which are listed in the communication list by using the dynamic discovery mechanism of DDS. 

7.2.2
Protocol segment
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Figure 7.2.2-1: Protocol segment
Figure 7.2.2-1 shows a protocol segment view. In this scenario, all oneM2M nodes (ADN, ASN, MN, IN) include one or more DDS middlewares. The DDS Repository function is contained inside MN-CSE and/or IN-CSE. The green rectangle represents the CSE that contains the DDS Repository function.

An oneM2M entity sends its topics which are defined by DDS middleware to the CSE which includes DDS Repository function. The blue dotted line represents the reporting path. The block solid line indicates the data exchange among oneM2M entities.
7.2.3
Procedure for resource discovery and communication management

7.2.3.1
Introduction
The DDS middlewares are deployed in the oneM2M device. The protocol stack is shown in figure 6.2.1-1. The pub-sub relationship between oneM2M parties is determined by the DDS Repository function. After accessing to the oneM2M network, the oneM2M parties need to send the topics which are defined by DDS middleware to the CSEs which contain the DDS Repository function through oneM2M network. It is worth noting that registration has been completed before the entity sends topics to the CSEs (e.g. IN-CSE). Once receiving the topics of parties, the IN-CSE matches the topics and then creates the communicable address list for the parties. 

7.2.3.2
Procedure
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Figure 7.2.3.2-1: General Procedure for Resource Discovery and Communication Management

Step-1: Initiating creation of the <topicDirectory> resource
The topics defined by the DDS middleware can be considered a specialization of <topicDirectory> resource. The topicDirectory resource includes a sub-resource <topicList> and is used to represent the information that can be published or subscribed. The structure of <topicDirectory> resource and the sub-resource <topicList> are depicted respectively in figure 7.2.3.2-1 and figure 7.2.3.2-2. 
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Figure 7.2.3.2-2: Structure of <topicDirectory> resource
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Figure 7.2.3.2-3: Structure of <topicList> resource
The <topicDirectory> resource shall contain the child resource specified in table 7.2.3.2-1.
Table 7.2.3.2-1: Child resource of <topicDirectory> resource
	Child Resources of <topicDirectory >
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<topicList>
	0..n
	The <topicList> resource represents a topic instance in the <topicDirectory> resource. 


The <topicDirectory> resource shall contain the attributes specified in table 7.2.3.2-2.
Table 7.2.3.2-1: Attributes of <topicDirectory> resource
	Attributes of 
<topicDirectory>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	resourceID
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	resourceName
	1
	WO
	See clause 9.6.1.3 in TS-0001.

	parentID
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	expirationTime
	1
	RW
	See clause 9.6.1.3 in TS-0001.

	creationTime
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001.

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001.


The <topicList> resource shall contain the attributes specified in table 7.2.3.2-3.
Table 7.2.3.2-1: Attributes of <topicList> resource
	Attributes of 
<topicDirectory>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	resourceID
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	resourceName
	1
	WO
	See clause 9.6.1.3 in TS-0001.

	parentID
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	expirationTime
	1
	RW
	See clause 9.6.1.3 in TS-0001.

	creationTime
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 in TS-0001.

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001.

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001.

	topicName
	1
	RO
	The name of the topic.

	pubsubAttribute
	1
	RO
	The attribute of the topic is used to indicate that the topic can be published or subscribed. This attribute shall be set to 'Publish' or ‘Subscribe’.

	addressingInfo
	0..1
	RO
	Represents the addresses to be used by other CSEs to connect to this CSE (e.g. IP address, Globally Unique Identifier (GUID defined by DDS). This attribute should be added when the pubsubAttribute of this resource is set to ‘Subscribe’.

	topology
	1
	RW
	Records the URIs of the AE/CSEs which are included in all topics discovery procedure.
When the <topicDirectory> resource is created successfully, this attribute is updated. The CSE adds its identifier to this attribute and uses the ';' character to separate its identifier from the identifier of the previous one.
The following is an example.

· IN-CSE;CSE0001;AE0001

	peerList
	0..1 (L)
	RW
	Represents a list of addresses of remote CSEs/AEs which subscribe to this resource. The address of one party can include the party’s identifier and the IP address, or Globally Unique Identifier (GUID defined by DDS).
The following is an example.
· CSE0001, 10.144.115.11; or
· CSE0001, 68655CD60000005900000001000001C1;


The Originator of a Request for initiating resource creation can be either an AE or a CSE which can be as the publisher or subscriber. The originator initiates creation of the <topicDirectory> resource request to its registrar CSE. All parameters defined in table 8.1.2-3 in TS-0001are applicable as indicated in that table. If the pubsubAttribute attribute is set to ‘Subscribe’, the addressingInfo attribute can be included in the request primitive. The addressingInfo attribute is used to identify the originator, e.g. IP address and Globally Unique Identifier (GUID defined in DDS).
Step-2: Local Processing

Once the Originator has been successfully authorized, its registrar CSE shall grant the Request after successful validation of the Request. 
If the registrar CSE has registered to another CSE and hasn’t the DDS Repository function, the registrar CSE shall perform the basic procedure (clause 10.1.2 in TS-0001) for the Receiver of the CREATE Request apply, then follow the step-3.
If the registrar has the DDS Repository function, the registrar CSE shall follow the step-5.
If the registrar CSE hasn’t registered to another CSE and hasn’t the DDS Repository function, the registrar CSE shall reject the request with a “DDS_REPOSITORY_HAS_NOT_FOUND” response status code parameter value (4116).
Step-3: Create request of <topicDirectory> resource
After creating the requested resource, the registrar CSE adds its identifier to the topology attribute of the created resource and uses the ';' character to separate its identifier from the identifier of the Originator. 
The registrar CSE sends a CREATE request of <topicDirectory> resource to its Registrar CSE. All parameters defined in table 8.1.2-3 in TS-0001 are applicable as indicated in that table.
Step-4: Local Processing
Same as the step-2.
Step-5: Local Processing
Once the target CSE has been successfully create the requested resource, the target CSE shall check whether the DDS Repository function is inside.
· If the receiver hasn’t DDS Repository function, the receiver shall initiate the creation request of <topicDirectory> resource to its registrar CSE.
· If the receiver has DDS Repository function, the receiver matches the topics according to the principle of string matching, the pubsubAttribute, and other information which can be pre-configured according to the actual deployment scenario requirement, e.g. whether or not allowing two nodes without registration relation establish pub-sub relationship. Then the receiver creates the address list of matching parties and updates the peerList attribute of the <topicList> resource.  After that, the receiver sends the UPDATE request to the requestor. 
Step-6: Local Process 
The receiver updates the peerList attribute of the <topicList> resource.

Step-7: Create UPDATE request of <topicDirectory> resource

The receiver initiates the update procedure to the originator according to the topology attribute of the requested resource.
Step-8: Local process
The originator updates the peerList attribute of the <topicList>  resource and configures the DDS middleware configuration according to the peerList attribute through the check_remote_participant API defined by the DDS Security[i.4]. Then the originator will initiate the dynamic discovery procedure to establish the pub-sub relationship with the other oneM2M parties which are listed in the address list. Once the pub-sub relationship is established, the publisher exchanges data with subscriber directly.
-----------------------End of change 1---------------------------------------------
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