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Introduction

Triggering can be used by an IN-CSE to make initial contact with a device hosting an ADN-AE or ASN/MN-CSE.  For example, sending a trigger to a cellular device hosting an ADN-AE or ASN/MN-CSE to have it come register with the IN-CSE.  The device trigger can contain information such as contact information of the IN-CSE and the types of protocol bindings and serializations supported by the IN-CSE.  In response to this trigger, the ADN-AEs or ASN/MN-CSE registers to the IN-CSE.   This is especially useful for use cases involving devices that have not been pre-provisioned with information of the IN-CSE.  

Currently in the oneM2M architecture there is no facility that allows an IN-AE to initiate an IN-CSE to trigger an ADN-AE or ASN/MN-CSE.  This contribution proposes to add this capability.
The proposed functionality includes the definition of a new oneM2M <triggerRequest> resource type and corresponding procedures that enable an IN-AE to initiate (via the IN-CSE) a trigger request, update (i.e. replace) a trigger request, delete (i.e. recall) a trigger request and receive a response indicating the status of the trigger.  The contribution also includes a secondary proposal to add a new type of triggerPurpose to trigger the enrollment of a ADN-AE or ASN/MN-CSE to an M2M Enrollment Function (MEF).
The following is a list of use cases justifying the usefulness IN-AE initiated triggering of an ADN-AE or ASN/MN-CSE.

· An IN-AE triggering an ADN-AE or ASN/MN-CSE to enroll to a specified MEF

· The MEF or IN-CSE do not know the address of the device and therefore have no way of initiating contact with the device.  The device has not been factory provisioned with MEF or IN-CSE contact information. An IN-AE may have this information.  In such a scenario, an IN-AE can initiate a request to the IN-CSE to send a “device trigger” to a device.  This request can include the information that the IN-CSE needs to trigger the device.  The “device trigger” message could indicate to an AE or CSE hosted on the device that it should enrol with a MEF.  
· An IN-AE triggering an ADN-AE or ASN/MN-CSE to register to the IN-CSE

· The IN-CSE does not know the address of the device, the IN-CSE also has no way of initiating contact with the device.  Also, the device does not have contact information for the IN-CSE or it does not know that it should register with the IN-CSE. An IN-AE may have this information.  In such a scenario, an IN-AE can initiate a request to the IN-CSE to send a “device trigger” to a device.  This request can include the information that the IN-CSE needs to trigger the device.  The “device trigger” message could indicate to an AE or CSE hosted on the device that it should come register with the IN-CSE.  
· An IN-AE triggering an ADN-AE or ASN/MN-CSE to perform a CRUD operation on a specified targeted resource
· An ADN-AE or a ASN/MN-CSE stores resources on the IN-CSE that holds sensor measurements. An IN-AE is interested in one particular measurement, but the resource has not been updated in 1 week.  The IN-AE would like a more up to date measurement.  However, the cellular device that hosts the ADN-AE or a ASN/MN-CSE sleeps for long stretches of time and is not currently available.  Rather than wait for the device to wake up and execute application layer messaging in order to request that the ADN-AE or ASN/MN-CSE update the resource, the IN-AE requests that a trigger message be sent to the ADN-AE or ASN/MN-CSE and the trigger payload indicates to the ADN-AE or ASN/MN-CSE what resource needs to be updated.  The IN-AE can then subscribe to the resource and receive a notification when it is updated. The updated measurements can then be retrieved.
-----------------------Start of change 1-------------------------------------------
8.3.3 Device Triggering

8.3.3.1
Definition and scope

Device Triggering is a means by which a node in the infrastructure domain (e.g. IN-CSE) sends information to a node in the field domain (e.g. ASN/MN-CSE or ADN-AE) to perform a specific task, e.g. to wake up the device, to establish communication from the field domain towards the infrastructure domain, or when the IP address for the device is not available or reachable by the infrastructure domain. Triggers are only addressed to and received by ASN/MN-CSE’s and ADN-AE’s. Triggers may be used to request an ASN/MN-CSE or ADN-AE take some action such as enrol, or as refresh its PoA, or register, or to request an ADN-AE or a registree AE of the ASN/MN-CSE to perform a CRUD operation.
Underlying Network functionality is used to perform device triggering, for example, using alternate means of communication (e.g. SMS) with the Field Node.

NOTE:
Device Triggering is applicable for the entities which are registered with IN-CSE.

Each Underlying Network type may provide a different way of performing a device triggering. For example 3GPP and 3GPP2 have defined dedicated interfaces for requesting device triggering. The normative references for applicable interfaces are as follows: 3GPP TS 23.682 [i.14] and 3GPP2 X.S0068 [i.17]. Access specific mechanisms are covered in [i.33] and Annexes C.

8.3.3.2
General Procedure for Device Triggering

8.3.3.2.0
Overview
This clause covers different scenarios for device triggering.

8.3.3.2.1
Triggering procedure 
This case describes the scenario where IN-CSE targets an ASN/MN-CSE or ADN-AE  for the Device Triggering request.

Figure 8.3.3.2.1-1 shows the general procedure for Device Triggering and, if required, for establishment of connectivity between an IN-CSE and the Field Node.
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NOTE 1:
The IN and M2M Device are assumed to be connected through the same Underlying Network.

NOTE 2:
The Device Triggering Handler is a functional entity that receives the device triggering request, and it is dependent on the Underlying Network. The Device Triggering Handler is out of scope of the present document.

Figure 8.3.3.2.1-1: General Device Triggering Procedure 
Pre-condition

The ASN/MN-CSE or ADN-AE which is the target of the device triggering may be registered with the IN-CSE, or the IN-CSE may be provisioned with the information necessary to send a trigger to the ASN/MN-CSE or ADN-AE, or an IN-AE can provide the necessary information to the IN-CSE via an IN-AE device trigger request.

Step-1 (Optional): Request to the targeted ASN/MN-CSE or ADN-AE
An IN-AE may issue a device trigger request to an ASN/MN-CSE or ADN-AE by creating or updating a <triggerRequest> resource hosted on an IN-CSE. Alternatively, an IN-CSE may initiate a device trigger request to an ASN/MN-CSE or ADN-AE.  For example, if an IN-CSE receives an IN-AE request to perform a CRUD operation targeting an ASN/MN-CSE or ADN-AE that is not reachable by the IN-CSE, the IN-CSE may generate a trigger request.  

Step-2: Determine if Device Triggering is required
The IN-CSE determines whether or not to send a device trigger to the targeted ASN/MN-CSE or ADN-AE by performing the following ASN/MN-CSE or ADN-AE registration and trigger enable checks.  

· If the ASN/MN-CSE or ADN-AE is not registered to the IN-CSE and the purpose of the trigger is to have the ASN/MN-CSE or ADN-AE register to the IN-CSE or enrol to a MEF, then the IN-CSE sends a trigger request without checking whether trigger functionality is enabled for the ASN/MN-CSE or ADN-AE.  If the ASN/MN-CSE or ADN-AE is already registered and the purpose of the trigger is to have the ASN/MN-CSE or ADN-AE register to the IN-CSE or enrol to a MEF, then the IN-CSE shall not send a trigger request.

· If the purpose of the trigger is to have the ASN/MN-CSE or ADN-AE establish a connection, update its PoA, or perform a CRUD operation, then the IN-CSE shall first checks whether the ASN/MN-CSE or ADN-AE is registered to the IN-CSE.  If the ASN/MN-CSE or ADN-AE is not registered, then the IN-CSE shall not perform the trigger. If registered, the IN-CSE shall check whether the triggerEnable attribute of the corresponding ASN/MN-CSE’s <remoteCSE> or ADN-AE’s <AE> resource is “TRUE”.  If triggerEnable is “TRUE” the IN-CSE may send a trigger request to the ASN/MN-CSE or ADN-AE.       
Step-3: Underlying network selection

The IN-CSE selects the Underlying Network and the mechanism to deliver the triggering request to the Underlying Network according to the configuration for connected Underlying Networks.

For example for 3GPP access network IN-CSE may use Tsp, Tsms and GSMA OneAPI; and for 3GPP2 access networks IN-CSE may use Tsp and SMS. However the preferred mechanism is Tsp.

Step-4: Device Triggering request

IN-CSE issues the device triggering request to the selected Underlying Network.

NOTE 1:
The Underlying Network dependent Device Triggering procedure for 3GPP and 3GPP2 systems are described in [i.33] and Annex C respectively.

Some information provided to the selected Underlying Network for performing device triggering includes:

· M2M-Ext-ID associated with the target ASN/MN-CSE or ADN-AE of the triggering request (see clause 7.1.8).

· Trigger-Recipient-ID associated with the target ASN/MN-CSE or ADN-AE (see clause 7.1.10). For example when 3GPP Underlying Network is used this identifier could map to Application-Port-ID. If there are multiple ADN-AE’s on the node, then they shall use different Trigger-Recipient-ID’s.
· IN-CSE ID which could be used by the Underlying Network to authorize the IN-CSE for device triggering.

· Optional Trigger Payload which includes a triggerPurpose, and   additional payload fields.

· The triggerPurpose field may take the following values 
· establishConnection – The ASN/MN-CSE or ADN-AE shall interpret this as a request to establish a connection and, if the address of the <remoteCSE> (triggerInfo Address) is present in the payload, refresh its PoA
· enrolmentRequest – The ASN/MN-CSE or ADN-AE shall interpret this as a request to enroll with a MEF.
· registrationRequest – The ASN/MN-CSE or ADN-AE shall interpret this as a request to register with a MN/IN-CSE.
· executeCRUD – The ASN/MN-CSE or ADN-AE shall interpret this as a request to execute a particular CRUD operation. When the trigger recipient is an ASN/MN-CSE, the payload shall indicate which Registree AE of the ASN/MN-CSE is being asked to perform the CRUD operation.  The MN/ASN-CSE checks the <AE> resource corresponding to the AE-ID of the ASN/MN-AE that was provided in the trigger payload.  It checks if there is a <subscription> to the <AE> resource.  It then checks if the eventType attribute of the <subscription> resource indicated that the subscription is for a trigger.  If yes, then the MN/ASN-CSE creates the notification and includes the trigger payload in the content of the notification.  The notification is sent to the AE and the AE creates a new CRUD request to the IN-CSE as a result of the trigger.  It is assumed that an AE, who is targeted with this type of trigger has subscribed to its <AE> resource and is provisioned to know how to interpret the payload content.The CRUD operation shall be performed by the Registree AE as governed by rules and constrains detailed in Note 5. When the trigger payload indicates that an ASN/MN-AE is being asked to perform a CRUD operation, its RegistrarSN/MN-CSE may establish connectivity with the IN-CSE immediately or it may postpone establishing connectivity with the IN-CSE until the ASN/MN-AE initiates a CRUD request.
· Depending on the triggerPurpose field, the rest of the trigger payload may contain: 
· When the triggerPurpose field is set to “establishConnection”, the payload contains the resource address of the <remoteCSE> or <AE>  where the PoA needs to be updated (triggerInfoAddress).  If triggerInfoAddress is not provided, the ASN/MN-CSE or ADN-AE assumes that the PoA on its Registrar CSE does not need to be updated.
· When the triggerPurpose field is set to “enrolmentRequest”, the payload contains the  resource address (triggerInfoAddress) of the <MEFBase> that the ASN/MN-CSE or ADN-AE should enrol to, the supported protocol bindings that may be used when contacting the <MEFBase> and the port number that should be used for each binding.
· When the triggerPurpose field is set to “registrationRequest”, the payload contains the  resource address (triggerInfoAddress) of the <cseBase> that the ASN/MN-CSE or ADN-AE should register to, the supported protocol bindings that may be used when contacting the <cseBase> and the port number that should be used for each binding.
· When the triggerPurpose field is set to “executeCRUD”, the payload provides: the type of CRUDN operation  (triggerInfoOperation), the address of the resource that the operation should be performed on(triggerInfoAdress) and the resource type (targetedResourceType). If the trigger recipient is an ASN/MN-CSE, the trigger payload also provides the identity of the ASN/MN-AE that is to perform the CRUD operation (triggerInfoAeId).

NOTE 2:
The M2M-Ext-ID may be pre-provisioned at the IN-CSE along with the associated CSE-ID or AE-ID, or may be sent at registration, or provided to the IN-CSE by an IN-AE via a trigger request (see clause 7.1.8).

NOTE 3:
The above Trigger-Recipient-ID may be pre-provisioned at the IN-CSE along with the associated M2M-Ext-ID, or may be sent at registration, or provided to the IN-CSE by an IN-AE via a trigger request (see clause 7.1.10)..
NOTE 4:
It is left to Stage 3 to develop the bit encoding for the triggerPurpose and the rest of the payload fields.
NOTE 5: The following defaults shall be used by the trigger recipient to construct the operation requested via executeCRUD: 

· All triggered CRUD operations are non-blocking, with nonBlockingRequestSynch responses.
· Operation, To, Resource type (if mandatory): set as directed by the triggerInfoOperation , triggerInfoAddress, and targetedResourceTypes fields in the trigger payload.
· Event Category – set to “immediate”

· Delivery Aggregation – set to “aggregation off”
· From, Request Identifier, Originating timestamp Request Expiration, Result Expiration, Operational Execution Time, Result Persistence – set as per existing local policies.
· All other parameters are Not Present (NP)
Step-5: Underlying Network Specific Device Triggering procedure

Device Triggering processing procedure is performed between the Underlying Network and the target Node.

Step-6: Device Triggering response

The IN-CSE receives a response for the Device Triggering request via the Mcn reference point.

Step-7: ASN/MN-CSE or ADN-AE Receives Device Trigger
If the trigger had no optional trigger payload, the ASN/MN-CSE or ADN-AE assumes that the purpose of the trigger is to cause the ASN/MN-CSE or ADN-AE to establish connectivity with the IN-CSE.  In this case, the address of the IN-CSE is already known to the ASN/MN-CSE or ADN-AE.

If the trigger has an optional trigger payload, the ASN/MN-CSE or ADN-AE uses the triggerPurpose to determine the appropriate action and perform the necessary steps.
Step-8: Perform Trigger Actions
Based on the type of trigger request received, the ASN/MN-CSE or ADN-AE performs the corresponding trigger actions such as establish connectivity with the IN-CSE, enrol with the MEF, register to the IN-CSE, update its PoA, or execute a CRUD request on a specified resource..
8.3.3.2.2 
Support for device trigger recall/replace procedure
Figure 8.3.3.2.2-1 shows a procedure for device triggering recall (i.e. cancel a trigger request) and replace (i.e. update a trigger request) between oneM2M and an Underlying Network.  
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Figure 8.3.3.2.2-1: Device triggering recall/replace procedure

Pre-condition

The IN-CSE has already sent device trigger request to the Underlying Network (e.g. 3GPP) and connectivity is not established yet. IN-CSE has already stored the previous device trigger information, e.g. trigger reference number, etc..
Step-1: (Optional): IN-AE Trigger Recall/Replace Request
The IN-AE issues a request to IN-CSE to recall/replace trigger that results in the IN-CSE generating a trigger recall/replace request to the Underlying Network or the IN-CSE, based on internal policies, decides to recall/replace a trigger that the IN-CSE previously initiated.
Step-2: Device Trigger Recall/Replace request

IN-CSE issues the device trigger Recall/Replace request to the Underlying Network.

In addition to same parameters in the original device trigger request, the following additional parameters for device trigger recall/replace include:

· The old trigger reference number was assigned to the previously submitted trigger message that the IN-CSE wants to recall/replace.

· For trigger replace request, the new trigger reference number which is assigned by the IN-CSE to the newly submitted trigger message.
Step-3: Network Device Trigger Recall/Replace procedure

Device Trigger Recall/Replace procedure is performed in Underlying Network.

Step-4: Device Trigger Recall/Replace response

The IN-CSE receives a response for the Device Trigger Recall/Replace request via the Mcn reference point.
If the IN-CSE receives a success response, the IN-CSE updates the device trigger information as following:
· For device trigger replace success response, the IN-CSE shall store the new trigger reference number replace the old trigger reference number.
· For device trigger recall success response, the IN-CSE shall clear the old trigger reference number.
Step-5: For trigger replace request, deliver new trigger message.
For trigger replace request, the new trigger message will be delivered to the target Node.
-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
9.6.XX
Resource Type triggerRequest
The <triggerRequest> resource is used to initiate a device trigger request.  This resource type shall only be instantiated on an IN-CSE.
The successful creation of a <triggerRequesst> resource results in the IN-CSE initiating a trigger request to a targeted device.   A pending trigger request can be replaced with a new trigger request by updating the <triggerRequesst> resource.  A pending trigger request can be cancelled by deleting the <triggerRequesst> resource.  
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Figure 9.6.XX-1: Structure of <triggerRequest> resource

The <triggerRequest> resource shall contain the child resource specified in table 9.6.XX-1.
Table 9.6.XX-1: Child resources of <triggerReqeust> resource 
	Child Resources of <trafficPattern>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of TS-0001


The <triggerRequest> resource shall contain the attributes specified in table 9.6.XX-2.

Table 9.6.XX-1: Attributes of <triggerRequest> resource
	Attributes of <triggerRequest>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	M2M-Ext-ID
	1
	WO
	M2M External Identifier of the device being triggered. See clause  7.1.8. 
This attribute shall be configured by the  Originator when the resource is created. 

	Trigger-Recipient-ID
	1
	RW
	Trigger-Recipient-ID of the ASN/MN-CSE or ADN-AE that is hosted on the device being triggered. See clause 7.1.10. 

This attribute shall be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.

	triggerPurpose
	1
	RW
	The purpose of the trigger.  See clause 8.3.3.2.1. 

This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. 
The allowed values are:
· establishConnection

· enrolmentRequest

· registrationRequest

· executeCRUD
If not specificied by the Originator when this resource is created, default is "establishConnection".

	triggerPayloadSerialization
	1
	RW
	The type of serialization used to encode the trigger payload (i.e. XML, JSON or CBOR). 
This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.
If not specificied by the Originator when this resource is created, default is "JSON".

	triggerStatus
	1
	RO
	The status of the trigger request.  
The Hosting CSE shall control the value of this attribute.  

The following values are valid values.
· PROCESSING
· ERROR-NSE-NOT-FOUND
· TRIGGER-SUBMITTED
· TRIGGER-DELIVERED
· TRIGGER-FAILED


	triggerValidityTime
	0..1
	RW
	The time duration for which the trigger request is valid.   After this time expires, the trigger shall be recalled (i.e. cancelled) by the Hosting CSE.

This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.

	triggerInfoAE-ID
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable. 

This attribute is configured with the AE-ID of the ASN/MN-AE that should perform the CRUD operation.  

When this attribute is configured, the trigger originator shall also configure the  triggerInfoAddress, triggerInfoOperation and targetedResouceType attributes.  

	triggerInfoAddress
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with an unstructured CSE-Relative-Resource-ID of the resource that the ASN/MN-AE should perform the CRUD operation on.  
When this attribute is configured, the trigger originator shall also configure the  triggerInfoAE-ID, triggerInfoOperation and targetedResouceType attributes.  

	triggerInfoOperation
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with the CRUD operation that the ASN/MN-AE should perform on the targeted resource specified by triggerInfoAddress.
When this attribute is configured, the trigger originator shall also configure the  triggerInfoAE-ID, triggerInfoAddress and targetedResouceType attributes.  

	targetedResourceType
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with the resource type of the targeted resource specified by triggerInfoAddress.  

When this attribute is configured, the trigger originator shall also configure the  triggerInfoAE-ID, triggerInfoAddress and triggerInfoOperation attributes.  


-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3---------------------------------------------
10.2.15.XX
Create <triggerRequest>

This procedure shall be used for creating a <triggerRequest> resource.

Table 10.2.15.XX-1: <triggerRequest> CREATE

	<triggerRequest> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.XX.

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2 with the following modifications:
The CSE shall: 
· Determine which NSE to send the trigger request to.  The CSE may determine which NSE based on locally provisioned information or based on a DNS lookup of the M2M-Ext-ID. If an NSE cannot be determined, the IN-CSE sets the triggerStatus attribute to ERROR-NSE-NOT-FOUND.  Otherwise, the CSE sets the triggerStatus attribute to PROCESSING. 

· The CSE shall submit a trigger request to the appropriate NSE using the appropriate Mcn protocol.  The message shall contain information needed by the NSE to generate a trigger request for the corresponding underlying network.  For example, for a 3GPP trigger request the required information needed within the trigger request message is captured in TS-0026 [11].
· Upon receipt of trigger response(s) from the NSE, the CSE shall set the triggerStatus attribute of the <triggerRequest> resource.  If the CSE receives a confirmation from the NSE that the trigger was accepted, the CSE shall set the triggerStatus attribute to TRIGGER-SUBMITTED.  If the CSE receives an indication that the trigger request was successfully delivered, the CSE shall set the triggerStatus attribute to TRIGGER-DELIVERED.  If the CSE receives an indication that the trigger request was not accepted or the delivery was not successful, the CSE shall set the triggerStatus attribute to TRIGGER-FAILED.  



	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2

	


10.2.15.XX
Retrieve <triggerRequest>

This procedure shall be used for retrieving the attributes of a <triggerRequest> resource.

Table 10.2.15.XX-1: <triggerRequest> RETRIEVE

	<triggerRequest> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.XX.

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.15.XX
Update <triggerRequest>

This procedure shall be used for updating attributes of a <triggerRequest> resource.

Table 10.2.15.XX-1: <triggerRequest> UPDATE

	<triggerRequest> UPDATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.XX.

	Processing at Originator before sending Request
	According to clause 10.1.4
The Originator determines that a trigger that is still being processed needs to be updated (i.e. replaced). The Originator initiates a device trigger replace by updating the <triggerRequest> resource.    

	Processing at Receiver
	According to clause 10.1.4 with the following modifications:
The CSE shall  
· Check whether the trigger request can be updated or not by checking the triggerStatus.  If the triggerStatus is PROCESSING, the CSE shall continue to process the UPDATE request.  Otherwise, the CSE shall return an error response to the Originator and shall not update the triggerStatus attribute.  

· Determine which NSE to send the trigger update request to.  The CSE may determine which NSE based on locally provisioned information or based on a DNS lookup of the M2M-Ext-ID. If an NSE cannot be determined, the IN-CSE sets the triggerStatus attribute to ERROR-NSE-NOT-FOUND.  
· The CSE shall submit a trigger update request to the appropriate NSE using the appropriate Mcn protocol.  The message shall contain information needed by the NSE to update the trigger request for the corresponding underlying network.  For example, for a 3GPP trigger update request the required information needed within the trigger request message is captured in TS-0026 [11].
· Upon receipt of trigger update response(s) from the NSE, the CSE shall determine whether to set the triggerStatus attribute of the <triggerRequest> resource.  If the CSE receives a confirmation from the NSE that the trigger update was accepted, the CSE shall update the applicable <triggerRequest> attributes included in the request and set the triggerStatus attribute to TRIGGER-SUBMITTED.  If the CSE receives an indication that the trigger update request was not accepted, the CSE shall return an error response to the Originator and shall not update the <triggerRequest> resource.  



	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4

	


10.2.15.XX
Delete <triggerRequest>

This procedure shall be used for deleting a <triggerRequest> resource.
Table 10.2.15.XX-1: <triggerRequest> DELETE

	<triggerRequest> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.5
The Originator determines that a trigger, that is still being processed needs to be deleted (i.e. recalled). The Originator initiates a device trigger recall by deleting the <triggerRequest> resource.    

	Processing at Receiver
	According to clause 10.1.5 with the following modifications:
The CSE shall
· Check whether the trigger request can be recalled or not by checking the triggerStatus.  If the triggerStatus is PROCESSING, the CSE shall continue to process the DELETE request.  Otherwise, the CSE shall return an error response to the Originator and shall not update the triggerStatus attribute.  

· Determine which NSE to send the trigger recall request to.  The CSE may determine which NSE based on locally provisioned information or based on a DNS lookup of the M2M-Ext-ID. If an NSE cannot be determined, the IN-CSE sets the triggerStatus attribute to ERROR-NSE-NOT-FOUND.  
· The CSE shall submit a trigger recall request to the appropriate NSE using the appropriate Mcn protocol.  The message shall contain information needed by the NSE to recall the trigger request for the corresponding underlying network.  For example, for a 3GPP trigger recall request the required information needed within the trigger request message is captured in TS-0026 [11].
· Upon receipt of trigger recall response(s) from the NSE, the CSE shall determine whether to set the triggerStatus attribute of the <triggerRequest> resource.  If the CSE receives a confirmation from the NSE that the trigger recall was accepted, the CSE shall delete the applicable <triggerRequest> resource and return a successful response to the Originator.  If the CSE receives an indication that the trigger recall request was not accepted, the CSE shall return an error response to the Originator and shall not update the <triggerRequest> resource.  



	Information in Response message
	According to clause 10.1.5

	Processing at Originator after receiving Response
	According to clause 10.1.5

	Exceptions
	According to clause 10.1.5


-----------------------End of change 3---------------------------------------------
-----------------------Start of change 4---------------------------------------------
9.6
Resource Types

9.6.1
Overview

9.6.1.1
Resource Type Summary

Table 9.6.1.1-1 introduces the normal and virtual resource types and their related child or parent resource types. Details of each resource type follow in the remainder of this clause.

Table 9.6.1.1-1 lists each specified ordinary – i.e. not announced – resource type. An addition of suffix "Annc" to the respective resource type identifier indicates the associated announced resource type. Resource types that can occur as child resources of announced resources are summarized in Table 9.6.26.1-1 "Announced Resource Types".
Among the resource types listed in Table 9.6.1.1-1, the following are termed "Content Sharing Resources" in oneM2M Specifications for the purpose of referring to any of those resource types:

· container;

· contentInstance;

· flexContainer;

· timeSeries;
· timeSeriesInstance.
Table 9.6.1.1-1: Resource Types 

	Resource Type 
	Short Description
	Child Resource Types
	Parent Resource Types
	Clause

	…
	…
	…
	…
	…

	AE
	Stores information about the AE. It is created as a result of successful registration of an AE with the Registrar CSE
	subscription, container, 
flexContainer,
group, accessControlPolicy, 
schedule, pollingChannelsemanticDescriptor,
timeSeries,

triggerRequest
	CSEBase
	9.6.5

	…
	…
	…
	…
	…

	triggerRequest
	Used by an AE to initiate, replace or recall a device trigger request 
	subscription
	AE
	9.6.XX


-----------------------End of change 4---------------------------------------------
-----------------------Start of change 5---------------------------------------------
Resource Type AE

An <AE> resource shall represent information about an Application Entity registered to a CSE.
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Figure 9.6.5-1: Structure of <AE> resource

The <AE> resource shall contain the child resources specified in table 9.6.5-1.

Table 9.6.5-1: Child resources of <AE> resource

	Child Resources of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>

<flexContainerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<schedule>
	0..1
	See clause 9.6.9
	<scheduleAnnc>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21

When the AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the parent resource
	None

	trafficPattern
	<trafficPattern>
	0..n
	See clause 9.6.41
	<trafficPatternAnnc>

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40
	None

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>

<timeSeriesAnnc>

	[variable]
	<triggerRequest>
	0..n
	See clause 9.6.XX
	None


The <AE> resource shall contain the attributes specified in table 9.6.5-2.

Table 9.6.5-2: Attributes of <AE> resource

	Attributes of 
<AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3. Contains the AE-ID-Stem of the AE (see clause 7.2 on identifier formats and clause 10.2.2.2 for AE registration procedure).
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	appName
	0..1
	RW
	The name of the application, as declared by the application developer(e.g. "HeatingMonitoring").

Several sibling resources may share the appName.
	OA

	App-ID
	1
	WO
	The identifier of the Application (see clause 7.1.3).
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.8 where this attribute is described. This attribute is used only for the case of dynamic association of M2M-Ext-ID and AE-ID.
	NA

	trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of dynamic association of M2M‑Ext-ID and AE-ID.
	NA

	triggerReferenceNumber
	0..1
	RW
	This is to identify device trigger procedure request. This attribute is used only for device trigger and assigned by the IN-CSE. 
	NA

	pointOfAccess
	0..1 (L)
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the Hosting CSE.

If this information is not provided and the <pollingChannel> resource does exist, the AE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the AE without using the PoA.
	OA

	ontologyRef
	0..1
	RW
	A URI of the ontology used to represent the information that is managed and understood by the AE.
	OA

	requestReachability
	1
	RW
	If the AE that created this <AE> resource can receive a request, this attribute is set to "TRUE" otherwise "FALSE"
	OA

	nodeLink
	0..1
	RW
	The resource identifier of a <node> resource that stores the node specific information of the node on which the AE represented by this <AE> resource resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request from its registrar CSE. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	e2eSecInfo
	0..1
	RW
	See clause 9.6.1.3.
	MA

	triggerEnable
	0..1
	RW
	When set to “TRUE”, trigger requests may be sent to the AE represented by this <AE> resource. When set to “FALSE” trigger requests shall not be sent to this AE.  
	OA


-----------------------End of change 5---------------------------------------------
-----------------------End of change 6---------------------------------------------
9.6.4
Resource Type remoteCSE

A <remoteCSE> resource shall represent a Registree CSE that is registered to the Registrar CSE. <remoteCSE> resources shall be located directly under the <CSEBase> resource of Registrar CSE.

Similarly <remoteCSE> resource shall also represent a Registrar CSE. <remoteCSE> resource shall be located directly under the <CSEBase> resource of Registree CSE.

For example, when CSE1 (Registree CSE) registers with CSE2 (Registrar CSE), there will be two <remoteCSE> resources created: one in CSE1: <CSEBase1>/<remoteCSE2> and one in CSE2: <CSEBase2>/<remoteCSE1>.
Note that the creation of the two resources does not imply mutual registration. The <CSEBase1>/<remoteCSE2> does not mean CSE2 registered with CSE1 in the example above.
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Figure 9.6.4-1: Structure of <remoteCSE> resource

The <remoteCSE> resource shall contain the child resources specified in table 9.6.4-1. The <remoteCSE> resource may contain <remoteCSEAnnc> child resources.

Table 9.6.4-1: Child resources of <remoteCSE> resource

	Child Resources of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description
	<remoteCSEAnnc> Child Resource Types

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> 

	[variable]
	<containerAnnc>
	0..n
	Announced variant of <container>. See clause 9.6.6
	<containerAnnc>

	[variable]
	<flexContainer>
	0..n
	See clause 9.6.35
	<flexContainer>



	[variable]
	<flexContaineAnnc>
	0..n
	Announced variant of <flexContainer>. See clause 9.6.35
	<flexContainerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

	[variable]
	<groupAnnc>
	0..n
	Announced variant of <group>. See clause 9.6.13
	<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

	[variable]
	<accessControlPolicyAnnc>
	0..n
	Announced variant of <accessControlPolicy>. See clause 9.6.2
	<accessControlPolicyAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21. If requestReachability is FALSE, the CSE that created this <remoteCSE> resource should create a <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the node. See clause 9.6.9 for <schedule>.
	<scheduleAnnc>

	[variable]
	<nodeAnnc>
	0..n
	Announced variant of <node>. This announced resource is assoiated with a <node> resource that is hosted on a CSE which is represented by the parent <remoteCSE> or <remoteCSEAnnc> resource. See clause 9.6.18 for <node>.
	<nodeAnnc>

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.40
	

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36
	<timeSeries>

	[variable]
	<timeSeriesAnnc>
	0..n
	Announced variant of <timeSeries>. See clause 9.6.36
	<timeSeriesAnnc>

	[variable]
	<remoteCSEAnnc>
	0..n
	Announced variant of <remoteCSE> defined in the present clause 9.6.4.
	<remoteCSEAnnc>

	[variable]
	<AEAnnc>
	0..n
	Announced variant of <AE>. See clause 9.6.5
	<AEAnnc>

	[variable]
	<locationPolicyAnnc>
	0..n
	Announced variant of <locationPolicy>. See clause 9.6.10
	<locationPolicyAnnc>


The <remoteCSE> resource shall contain the attributes specified in table 9.6.4-2.

Table 9.6.4-2: Attributes of <remoteCSE> resource

	Attributes of <remoteCSE>
	Multiplicity
	RW/

RO/

WO
	Description
	<remoteCSEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	cseType
	0..1
	WO
	Indicates the type of CSE represented by the created resource.

· Mandatory for an IN-CSE, hence multiplicity (1).

· Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.
	OA

	pointOfAccess
	0..1 (L)
	RW
	For request-reachable remote CSE it represents the list of physical addresses to be used to connect to it (e.g. IP address, FQDN). 

If this information is not provided and <pollingChannel> resource does exis, the CSE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the CSE without using the PoA.
	OA

	CSEBase
	1
	WO
	The address of the <CSEBase> resource represented by this <remoteCSE> resource.
	OA

	CSE-ID
	1
	WO
	The CSE identifier of the remote CSE represented by this <remoteCSE> resource in SP-relative CSE-ID format (clause 7.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.

See clause 7.1.8 where this attribute is described. This attribute is used only for the case of dynamic association of M2M-Ext-ID and CSE-ID.
	NA

	Trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of dynamic association of M2M‑Ext-ID and CSE-ID.
	NA

	requestReachability
	1
	RW
	If the CSE that created this <remoteCSE> resource can receive a request from other AE/CSE(s), this attribute is set to "TRUE" otherwise "FALSE" (see note)
	OA

	nodeLink
	0..1
	RW
	The resource identifier of a <node> resource that stores the node specific information of the node on which the CSE represented by this <remoteCSE> resource resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA

	e2eSecInfo
	0..1
	RW
	See clause 9.6.1.3.
	MA

	triggerReferenceNumber
	0..1
	RW
	This is to identify device trigger procedure request. This attribute is used only for device trigger and assigned by the IN-CSE. 
	NA

	descendantCSEs
	0..1(L)
	RW
	This attribute contains a list of identifiers of descendent CSEs of the Registree CSE represented by this <remoteCSE> resource. A descendant CSE is a CSE that either registers to the CSE represented by this <remoteCSE>, or registers to another CSE which is a descendant CSE of this <remoteCSE>.  The Registree CSE represented by this <remoteCSE> shall configure this attribute with a list of descendent CSEs upon creation of the <remoteCSE> resource.  The Registree CSE shall update this attribute whenever a new descendent CSE either registers or de-registers. The Registree CSE shall detect when a descendent CSE registers or de-registers by monitoring its <remoteCSE> resources and the descendentCSEs attribute(s) of these <remoteCSE> resources.  

For a <remoteCSE> resource representing a Registrar CSE this attribute shall not be set.


	OA

	multicastCapability
	0..1(L)
	RW
	Indicates the oneM2M node multicast Capability, pre-defined values are:
· MBMS
IP
	OA

	externalGroupID
	0..1(L)
	RW
	Supported when Registrar CSE is IN-CSE. It is the External-Group-ID as specified in 3GPP TS23.682 [i.14] clause 4.6.3. It is the globally unique ID exposed by the underlying network that is mapped to an internally used identifier for a specific group related services.
	OA

	triggerEnable
	0..1
	RW
	When set to “TRUE”, trigger requests may be sent to the CSE represented by this <remoteCSE> resource. When set to “FALSE” trigger requests shall not be sent to this CSE.  
	OA

	NOTE:
Even if this attribute is set to "FALSE", it does not mean it AE/CSE is always unreachable by all entities. E.g. the requesting AE/CSE is behind the same NAT, so it can communicate within the same NAT.


-----------------------End of change 6---------------------------------------------
-----------------------Start of change 7---------------------------------------------
2
References

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.

[1]
oneM2M TS-0011: "Common Terminology".

[2]
oneM2M TS-0003: " Security Solutions".
[3]
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[4]
W3C RDF 1.1 Concepts and Abstract Syntax.
[5]
W3C SPARQL 1.1 Query Language.
[6]
oneM2M TS-0012: "oneM2M Base Ontology".
[7]
oneM2M TS-0021: "oneM2M and AllJoyn Interworking".

[8]
oneM2M TS-0023: "Home Appliances Information Model and Mapping".
[9]
oneM2M TS-0016: “Secure Environment Abstraction”
[10]
oneM2M TS-0022: "Field Device Configuration".
[11]
oneM2M TS-0026: "3GPP Interworking".
-----------------------End of change 6---------------------------------------------
CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
[image: image10.png]


ASN/MN -CSE or
ADN-AE
Device Triggering Handler
IN-CSE
IN-AE
NSE
Mcc/Mca
Field Domain
Infrastructure Domain
Mca
1b. CRUD Request  to ASN/MN-CSE or ADN-AE
3. Underlying Network selection
.
4. Device Triggering 
request
6. Device Triggering 
response
5. Underlying Network Specific Device Triggering Procedure
7. ASN/MN-CSE or ADN-AE receives trigger
-
8. Perform Trigger Actions
Mcn
1a. Device Trigger Request
2. Determine if Device Triggering is Required



_1560082245.vsd

_1560082958.vsd

_1560082387.vsd

ASN/MN -CSE  or ADN-AE
Device Triggering Handler
IN-CSE
IN-AE
NSE
Mcc/ Mca
Field Domain
Infrastructure Domain
Mca
The IN-CSE has already send device trigger request to Underlying Network and connectivity is not established yet.
Mcn
2. Device Trigger
Recall/Replace Request
3. Underlying Network Device Trigger Recall/Replace Procedure
4. Device Trigger 
Recall/Replace Response
5. For trigger replace request, deliver new trigger message
1. Device Trigger
Recall/Replace Request



ASN/MN -CSE  or ADN-AE
Device Triggering Handler
IN-CSE
IN-AE
NSE
Mcc/ Mca
Field Domain
Infrastructure Domain
Mca
The IN-CSE has already send device trigger request to 3GPP network and connectivity is not established yet.
Mcn
1. Device Trigger
Recall/Replace Request
2. Underlying Network Device Trigger Recall/Replace Procedure
3. Device Trigger 
Recall/Replace Response
4. For trigger replace request, deliver new trigger message



<triggerRequest>
1
Trigger-Recipient-ID
0..1
triggerValidityTime
0..1
triggerInfoAE-ID
<subscription>
0..n
1
triggerPayloadSerialization
1
triggerStatus
1
M2M-Ext-ID
1
triggerPurpose
0..1
triggerInfoAddress
0..1
triggerInfoOperation
0..1
targetedResourceType



ASN/MN -CSE or
ADN-AE
Device Triggering Handler
IN-CSE
IN-AE
NSE
Mcc/Mca
Field Domain
Infrastructure Domain
Mca
1. Request  to targeted ASN/MN-CSE or ADN-AE
2. Underlying Network selection
.
3. Device Triggering 
request
5. Device Triggering 
response
4. Underlying Network Specific Device Triggering Procedure
6. ASN/MN-CSE or ADN-AE receives trigger
-
7. User Plane Interaction
Mcn



_1558881248.vsd

