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Introduction
The contentInfo attribute is introduced to <contentInstance> resource by ARC-2014-1670R01 since TS-0001-V1.3.0

TS-0001 specifies contentInfo at clause 9.6.7 as follows:

Information on the content that is needed to understand the content. 
This attribute is a composite attribute. 
It is composed first of an Internet Media Type (as defined in the IETF RFC 6838) describing the type of the data, and second of an encoding information that specifies how to first decode the received content. 
Both elements of information are separated by a separator defined in [i.2]
ARC-2014-1670R01 explains at introduction as following.

For example, we would have: “application/json; encoding: plain” or “application/xml; encoding: base64”
On the other hand, data type of contentInfo specifies at clause 6.3.3 in TS-0004.

A string consisting of a media type followed by a m2m:encodingType and optional m2m:contentSecurity, each separated by ':' character. 
If the m2m:contentSecurity value is not present, then the preceding ':' shall also be not present. If the m2m:contentSecurity value is not present then this has the same interpretation as a value of 0 for m2m:contentSecurity.
Internet Media Type is defined in the RFC 6838.
A list of media type can be found at https://www.iana.org/assignments/media-types/media-types.xhtml
Encoding Type is defined at clause 6.3.4.2.28 in TS-0004. It is enumerated data type as specified at Table 6.3.4.2.28-1 as following.

	Value
	Interpretation
	Note

	0
	Plain - no transfer encoding is applied
	

	1
	base64 encoding (see [9]) is applied on string data 
	

	2
	base64 encoding (see [9]) is applied on binary data
	


Content Security is defined at clause 6.3.4.2.38 in TS-0004. It is enumerated data type as specified at Table 6.3.4.2.38-1 as following.

	Value
	Interpretation
	Note

	0
	ESData has not been applied to the content data.
	

	1
	ESData using JWE and/or JWS with Compact Serialization has been applied to the content data with no subsequent transfer encoding. See note 2.
	See Note 3 

	2
	ESData using JWE and/or JWS with JSON Serialization has been applied to the content data with no subsequent transfer encoding. 
	See Note 4

	3
	ESData using JWE and/or JWS with JSON Serialization has been applied to the content data and subsequent base64 encoding (see [9]) has been applied. 
	See Note 4

	4
	ESData using XML encryption and/or XML-Signature has been applied to the content data has been applied with no subsequent transfer encoding.  
	See Note 5

	5
	ESData using XML encryption and/or XML-Signature has been applied to the content data and subsequent base64 encoding (see [9]) has been applied. 
	See Note 5

	NOTE 1:
See oneM2M TS-0003 [7] for details on these security protocols

NOTE 2:
JWE and/or JWS with Compact Serialization is almost entirely base64URL encoded by default - see m2m:e2eCompactJWS and m2m:e2eCompactJWE in Table 6.3.3. Consequently, there is no option for additional base64 encoding of JWE and/or JWS with Compact Serialization.

NOTE 3:
The ESData envelope (see oneM2M TS-0003 [7]) in this case has media type application/jose.

NOTE 4:
The ESData envelope in this case has media type application/jose+json.

NOTE 5:
The ESData envelope in this case has media type application/xenc+xml or application/xml (the latter is the media type for XML Signature).


Problem 
The contentInfo attribute is not consistent between TS-0001 and TS-0004.

A description of  contentInfo is:
· TS-0001
Media Type (RFC 6838) encoding information
· TS-0004 
Media Type (RFC 6838): encoding information (encodingType):contentSecurity
An example of  contentInfo is:
· TS-0001
“application/json; encoding: plain”
· TS-0004 
application/xml:1

application/xml:1:0

application/xml:1:5
Example
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Figure 1 : A conceptual example of procedures for <contentInstance> to create

The Figure 1 shows a conceptual example of procedure for <contentInstance> to create operation.

An Originator can send a Request message at step 1 in Figure 1 as an example 1 which is an example of  json serialization. It is not clear contentInfo attribute at current specification.

A Receiver processes for Request message at step 2.  After that Receiver responses as an example 2 at step 3. 

{


"rqp": {



"to": "//example.net/C190XX7T",

 

"fr": "C2345",



"op":  1,



 "rqi": "A1234",



"rt": 4, 



"pc": { 




"m2m:cin": {





"rn": "car",





"lbl": "speed",





"dgt": "20170616T112032",





"contentInfo":  "not clear",





"con": {






"thing": "car", 






"status": "drive", 






 "speed":"100"





}




}



}


}

}
Example 1 <code for Request message to create> 
{

"rsp": {


"rsc": 2001, 


 
"rqi": "A1234"

}
}

Example 2 <code for Response message to create> 
The content information at the example 1 and example 4 has following information implicitly. 
Case A:  

· Media type is “application/json”

· Encoding type is “Plain”

· contentSecurity is none

{


"thing": "car",


"status": "drive",


"speed": "100"

}

However, there are many ways to respresent content in accordance with Media type, Encoding type and content security.
Case B:  

· Media type is “application/json”

· Encoding type is “Base64”
· contentSecurity is none

ew0KCSJ0aGluZyI6ICJjYXIiLA0KCSJzdGF0dXMiOiAiZHJpdmUiLA0KCSJzcGVlZCI6ICIxMDAiDQp9
Case C: 

· Media type is “application/xml”

· Encoding type is “Plain”

· contentSecurity is none

<con>


<thing>car</thing>


<status>drive</status>


<speed>100</speed>

</con>
Case D:  

· Media type is “application/XML”

· Encoding type is “Base64”
· contentSecurity is none

PGNvbj4NCgk8dGhpbmc+Y2FyPC90aGluZz4NCgk8c3RhdHVzPmRyaXZlPC9zdGF0dXM+DQoJPHNwZWVkPjEwMDwvc3BlZWQ+DQo8L2Nvbj4=
Case E: 

· Media type is “text/csv”

· Encoding type is “Plain”

· contentSecurity is none

car, drive, 100
Case D:  

· Media type is “test/csv”

· Encoding type is “Base64”
· contentSecurity is none

Y2FyLCBkcml2ZSwgMTAw
If the Receiver provides information to understand value of content attribute, the Originator can use this resource easily.

Discussion & Proposal 
Discussion on delimeter either semi-colon or colon

ARC-2014-1670R01 has not been considered data type at the discussion.

Protocol WG is specified data type with ‘:’ character as of delimeter. 

Discussion on multiplicity

 It should be mandatory not optional. Because any of elements is not defined by default. If this is optional and absent, content instance may not understand between Originator and Receiver.
If it should be optional, then a default value should be specified.

This CR includes a results of the discussion on ARC-2017-0288 at ARC29.4
A contentInfo attribute at <timeSeries> is more efficient than conteintInfo at every <timeSeriesInstance> in terms of processing and communication bandwidth.

A delimeter is responsible for PRO WG. Therefore, ARC WG describes just reference.

A defult value has discussed and contentInfo attribute is optional (multiplicity is 0..1)
-----------------------Start of change 1-------------------------------------------
9.6.7
Resource Type contentInstance
The <contentInstance> resource represents a data instance in the <container> resource. The content of the contentInstance can be encrypted.

Unlike other resources, the <contentInstance> resource shall not be modified once created. An AE shall be able to delete a contentInstance resource explicitly or it may be deleted by the platform based on policies. If the platform has policies for contentInstance retention, these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge attributes in the <container> resource. If multiple policies are in effect, the strictest policy shall apply.

The <contentInstance> resource inherits the same access control policies of the parent <container> resource, and does not have its own accessControlPolicyIDs attribute.
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Figure 9.6.7-1: Structure of <contentInstance> resource
The <contentInstance> resource shall contain the child resources specified in table 9.6.7-1.

Table 9.6.7-1: Child resources of <container> resource

	Child Resources of <contentInstance>
	Child Resource Type
	Multiplicity
	Description
	<contentInstanceAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>


The <contentInstance> resource shall contain the attributes specified in table 9.6.7-2.

Table 9.6.7-2: Attributes of <contentInstance> resource

	Attributes of <contentInstance>
	Multiplicity
	RW/

RO/

WO
	Description
	<contentInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	WO
	See clause 9.6.1.3.
	MA

	expirationTime
	1
	WO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.

The stateTag attribute of the parent resource should be incremented first and copied into this stateTag attribute when a new instance is added to the parent resource.
	OA

	announceTo
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	contentInfo
	0..1
	WO
	This attribute contains information to understand the contents of content attribute. It shall be composed of two mandatory components consisting of Internet Media Type (as defined in the IETF RFC 6838) and an encoding type. In addition, an optional content security component may also be included. The format of this attribute is defined in oneM2M TS‑0004 [3].
If not present, the default shall be a media type of XML, an encoding type of plain text and no optional content security.
	OA

	contentSize
	1
	RO
	Size in bytes of the content attribute.
	OA

	contentRef
	0..1
	RW
	This attribute contains a list of name-value pairs. Each entry expresses and associative reference to a <contentInstance> resource. The name of the entry indicates the relationship and the value of the entry the indicates reference (URI) to the resource.
	OA

	ontologyRef
	0..1
	WO
	A reference (URI) of the ontology used to represent the information that is stored in the contentInstances resources of the <container> resource. If this attribute is not present, the contentInstance resource inherits the ontologyRef from the parent <container> resource if present (see note).
	OA

	content
	1
	WO
	Actual content of a contentInstance. This content may be opaque data for understandable with the help of the contentInfo. This may, for example, be an image taken by a security camera, or a temperature measurement taken by a temperature sensor.
	OA

	NOTE:
Access to this URI is out of scope of oneM2M.


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

10.2.4.7
Create <contentInstance> 
This procedures shall be used for creating a <contentInstance> resource.
Table 10.2.4.7-1: <contentInstance> CREATE

	<contentInstance> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.7.

	Processing at Originator before sending Request
	According to clause 10.1.2.

	Processing at Receiver
	According to clause 10.1.2.

If the newly created <contentInstance> resource violates any of the policies defined in the parent <container> resource (e.g. maxNrOfInstances or maxByteSize), then the oldest <contentInstance> resources shall be removed from the <container> to enable the creation of the new <contentInstance> resource.
If the contentInfo is set, a content shall be created based on contentinfo. 

If not, a content shall be created based on default value of a contentinfo.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

· Content: Address of the created <contentInstance> resource, according to clause 10.1.2.

	Processing at Originator after receiving Response
	According to clause 10.1.2.

	Exceptions
	According to clause 10.1.2.


-----------------------End of change 2---------------------------------------------
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