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Introduction
As per TS0001v2_15_0, section 9.6.2.4 accessControlObjectDetails functionality is limited to create operation only. This contribution extends this functionality for other primitive operation as well. i.e. DISCOVER, RETRIEVE, UPDATE and DELETE.

----------------------- Start of change 1 -----------------------
9.6.2.4
accessControlObjectDetails

The accessControlObjectDetails is an optional parameter of an access control rule that may be used to specify the types of resources and/or child resources that the access control rule applies to.  For example, allow deletion of subscription resources but not container resources.  The accessControlObjectDetails parameter shall consist of the elements listed in table 9.6.2.4-1. 
For the case when accessControlOperations includes DISCOVER, RETRIEVE, UPDATE or DELETE, accessControlObjectDetails specifies a subset of resource types to which the DISCOVER, RETRIEVE, UPDATE or DELETE access control rule applies.  For this case, the resourceType and specialization elements shall specify the type of resource or specialization for which the DISCOVER, RETRIEVE, UPDATE or DELETE access control rule applies. The childResourceType shall not be verified for these operations.
For the case when accessControlOperations includes CREATE, the accessControlObjectDetails specifies a subset of child resource types of the targeted resource for which the CREATE access control rule applies.  For this case, the childResourceType element shall specify the type of child resources or specializations for which the CREATE access control rule applies.  The resourceType and specialization elements are optional in this case. If either the resourceType or specialization element is present in accessControlObjectDetails, the CSE shall match the type of resource or specialization of the targeted resource with the value specified in the resourceType or specialization element.  Further checking of childResourceType shall be done only if the resourceType or specialization match occurs. However, if the resourceType and specialization elements are not provided, only childResourceType match shall be performed.  Once a child resource is created, the Access Control Policies assigned directly to it shall apply.   

Table 9.6.2.4-1: Types of Parameters in accessControlObjectDetails
	Name
	Description

	resourceType
	List of Identifiers of the resource types to which this access control rule applies    

	specialization
	When the resourceType is mgmtObj or flexContainer, list of the identifiers of the specializations as defined by mgmtDefinition or containerDefinition attribute, respectively, shall be specified.

	childResourceType
	List of child resource types and/or the identifiers of the specializations. The identifiers of the specializations shall be specified when the resourceType is mgmtObj or flexContainer. This shall be used only when, one of the accessControlOperations is CREATE.




	
	

	
	

	
	

	
	


----------------------- End of change 1 -----------------------
CHECK LIST
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