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Introduction
After acceptance of ACR-20170410R01 on OCF interworking, detailed description of interworking procedures in TS-0024 are still missing. This CR proposes to partially close that gap.
-----------------------------------Start of change 1-------------------------------------------
2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M TS-0011: "Common Terminology".

[2]
oneM2M TS-0001: "Functional Architecture".

[3]
OIC-Core-Specification-V1.0.0: "OIC Core Specification".

[4]
oneM2M TS-0003: "Security solutions".
[5]
oneM2M TS-0033: "Interworking Framework".
[6]

oneM2M TS-0023: “Home Appliances Information Model and Mapping”.

[7]
OCF-Core-Specification-V1.3.0.

NOTE:
Available at https://openconnectivity.org/specs/OCF_Core_Specification_v1.3.0.pdf 
[8]
OCF Device-Specification-V1.3.0.

NOTE:
Available at https://openconnectivity.org/specs/OCF_Device_Specification_v1.3.0.pdf
[9]
OCF Security-Specification-V1.3.0.

NOTE:
Available at https://openconnectivity.org/specs/OCF_Security_Specification_v1.3.0.pdf
-----------------------------------End of change 1-------------------------------------------
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8
OCF Interworking Procedures

8.1
Procedures supporting exposure of OCF Functions to the oneM2M System
8.1.1 
Determination of OCF Functions to be exposed to the oneM2M System

In an OCF Proximal IoT Network, the specific setup and security parameters to be used by OCF Clients or OCF Servers – such as credentials to be used – are provisioned during an onboarding procedure. This onboarding procedure also includes provisioning of credentials and roles etc. as described in OCF Security-Specification-V1.3.0 [9]. In order to perform that onboarding procedure, an onboarding tool is used. An OCF-IPE which intends to expose OCF Functions of OCF Servers in the OCF Proximal IoT Network to the oneM2M System needs to go through such an onboarding process as well. During the onboarding procedure that provisions the OCF-IPE with appropriate credentials and parameters to interact with OCF Servers in the OCF Proximal IoT Network. For the OCF-IPE to properly support the intended exposure of OCF Services, it needs to be determined which particular OCF Servers are meant to be exposed via the OCF-IPE being onboarded. The set of OCF Servers to be exposed shall be identified by a set of “piid” property values (Protocol Independent ID) of the device resource with the pre-defined URI “/oic/d” of the respective OCF Servers, see OCF Core-Specification-V1.3.0 [7].
In what follows three different concepts of selecting the set of OCF-Servers to be exposed to the oneM2M System are differentiated. However, it is not in the scope of the present specification to define details on how to implement these concepts:

· Pre-Provisioning: The set of OCF Servers to be exposed to the oneM2M System is determined before the OCF-IPE is initiated. The details of the selection procedure are not specified in the present specification. The resulting selection is provided to the OCF-IPE by means of configuration information – see circle termed “Configuration” in Figure 6.1.2-1 –  stored statically in storage accessible by the OCF-IPE such as a configuration file or a set of <contentInstance> resources. It is not in the scope of this specification to define any details the storage mechanism such as storage location, format, serialization etc. of the selected set of OCF-Servers. Upon initiation of the OCF-IPE it shall verify that the configured OCF Servers to be exposed to oneM2M are actually accessible on the OCF Proximal IoT Network by correlating the configured “piid” values with the results of a direct resource discovery procedure targeting the pre-defined URI “/oic/d” or a corresponding indirect discovery procedure targeting the the pre-defined URI “/oic/rd” in a multicast request in the OCF Proximal IoT Network, see clause 11.3 of OCF Core-Specification-V1.3.0 [7]. In case that configured OCF Servers are not discoverable in the OCF Proximal IoT Network, the corresponding entries need to be removed from the configuration information of the OCF-IPE
· Discovery: When the OCF-IPE is initiated, in will act as an OCF Client and trigger a discovery of OCF Servers in the OCF Proximal IoT Network. Among the discovered OCF Servers, a set of OCF Servers to be exposed will be selected by the stakeholder responsible for the OCF-IPE deployment. This selection may be implemented by a user-facing interface (GUI) or by other means and is not in the scope of the present specification. Discovery results may also get filtered by the OCF-IPE before selecting the OCF Servers to be exposed to oneM2M. For example, the set of discovered OCF Servers can be filtered in order to limit the exposure to oneM2M to a specific set of OCF Servers with a given manufacturer name or a specific model name as indicated by the “dmn” property (Manufacturer Name) or the “dmno” property (Model Number) of the OCF device discovery resource with the pre-defined URI “/oic/d” of the respective OCF Device as defined in [7]. In line with the described discovery and selection process, the OCF-IPE needs to be onboarded to the OCF Proximal IoT Network as an OCF Client with credentials that are sufficient to access the selected OCF Servers intended to be exposed to oneM2M.
· On demand determination: This selection concept is very similar that the one described in the previous paragraph, except that the discovery of OCF Servers to be exposed to the oneM2M system would be triggered by means of changing the state of a oneM2M resource – see the dashed box termed “Resource instances to trigger discovery of OCF Functions to be exposed to oneM2M” in Figure 6.1.2-1. This specification does not define details for this triggering mechanism which is an implementation choice. In the remainder of this paragraph and example is given. For instance a <container> resource may get created by the OCF-IPE when it starts and a subscription to that <container> resource would be established to get the OCF-IPE notified about creation of any new <contentInstance> resources in that <container> along with ACPs that would control which entities are authorized to trigger the OCF discovery. Upon creation of a new <contentInstance> child resource in that <container> resource, the OCF-IPE would get notified. The information in the content attribute of the new <contentInstance> resource may be used to define parameters for the discovery to be executed such as filtering OCF discovery with a specific “dmn” property (Manufacturer Name) or the “dmno” property (Model Number) of the OCF device discovery resource with the pre-defined URI “/oic/d” of the respective OCF Device as defined in [7]. The notification would then result in the OCF-IPE initiating a new discovery and selection procedure as described in the previous paragraph. After that is completed, the resource used to trigger the discovery and selection process may need to get cleaned up – i.e. the <contentInstance> resource may need to get removed.
Independent of which of the described selection concepts is implemented, the onboarding of the OCF-IPE as an OCF Client needs to result in appropriate credentials being provisioned to the OCF-IPE so that the OCF-IPE is authorized to interact as intended with the selected OCF Servers. 
For instance if the OCF-IPE will act as an OCF Client with the intent to be able to switch on or off a set of lights implemented as OCF Servers, the onboarding procedure needs to result in provisioning of credentials that provide the OCF-IPE sufficient access rights to actually switch on or off the intended set of lights. 
The present specification does not contain any details on how such consistency between the onboarding procedure for the OCF-IPE and the selection of the OCF Servers to interact with can be achieved since this is implementation dependent. The stakeholder responsible for deploying and onboarding the OCF-IPE needs to be aware that the selected set of OCF Servers for which the OCF-IPE will get provisioned with credentials that allow access to that set of servers will actually be exposed to the oneM2M system. On the oneM2M side, appropriate Access Control Privileges need to be setup in order to control which oneM2M entities are authorized to consume the services provided by the set of exposed OCF Servers.
In order to avoid a loop of exposing services from one oneM2M SP domain to an OCF Proximal IoT Network and back to the same oneM2M SP domain, the OCF-IPE needs to verify that none of the selected OCF Servers to be exposed to oneM2M is actually an instantiation of an OCF Server that was previously instantiated by an OCF-IPE interfacing to the same oneM2M SP domain. This can be identified by inspecting the “dmno” (Model Number) property of the pre-defined URI “/oic/d” of the respective OCF Device defined in [7]. As specified in clause 8.2.2 of the present specification, OCF Servers instantiated by OCF-IPEs shall use a value for the “dmno” (Model Number) property that starts with the string “oneM2M-“ followed by a concatenation of the M2M-SP-ID of the OCF-IPE that instantiated the OCF Server and a the value for a model number as detailed in clause 8.2.2. If any of the OCF Servers selected for exposure to oneM2M uses a value for the “dmno” (Model Number) property in its “/oic/d” resource that starts with “oneM2M-“ and is followed by an M2M-SP-ID which is the same as the of the OCF-IPE intended to expose that OCF Server, the OCF Server shall be removed from the set of OCF Servers to be exposed to oneM2M.
As a result of onboarding and selection of the set of OCF Servers to be exposed, it is assumed in the remainder of the present specification that the following applies:

· The OCF-IPE got onboarded as an OCF Client with appropriate credentials to access the set of OCF Servers selected by the stakeholder responsible for the OCF-IPE deployment for exposure to the oneM2M system
· A valid set of OCF Servers to be exposed to oneM2M is determined including avoidance of loopback of services from a oneM2M SP domain to an OCF Proximal IoT Network and back to the same oneM2M SP domain
· The set of “piid” property values (Protocol Independent ID) of the OCF device resource with the pre-defined URI “/oic/d” of the respective OCF Servers to be exposed is known to the OCF-IPE.






8.1.2
Creation / Deletion of oneM2M Resource representing exposed OCF Functions
8.1.2.1

<AE> resource representing an OCF-IPE and the associated set of exposed OCF Servers
When an OCF-IPE completes registration with its Registrar CSE, an <AE> resource representing that OCF-IPE has been created as a result of that registration. As specified in clause 7.1.2.2, the labels attribute this <AE> resource shall reflect the fact that this AE is an OCF-IPE by adding a Key:Value pair set to “Iwked-Technology:OCF”, see Table 7.1.2-1. The registration of the OCF-IPE including a successful creation of the <AE> representing the OCF-IPE is a pre-requisite for creating any other oneM2M Resources representing exposed OCF Functions.
oneM2M resources representing services provided by exposed OCF Servers which are exposed by a specific OCF-IPE shall be created as child resources of the <AE> resource representing that OCF-IPE. 
For each OCF Server that is exposed to oneM2M by a specific OCF-IPE, the value of the “piid” property (Protocol Independent ID) of the device resource with the pre-defined URI “/oic/d” of the respective OCF Server as defined in the OCF Core Specification [7] shall be added to the list of IDs under the Key “Iwked-Entity-IDs” in the labels attribute of the <AE> resource representing that OCF-IPE as defined in Table 7.1.2-1.
When the OCF-IPE detects that a specific OCF server is not accessible any longer – e.g. when the device resource with the pre-defined URI “/oic/d” of the respective OCF Server cannot be accessed any longer because it was removed from the OCF Proximal Network – the OCF-IPE shall remove the “piid” property value (Protocol Independent ID) of that specific OCF Server from he list of IDs under the Key “Iwked-Entity-IDs” in the labels attribute of the <AE> resource representing that OCF-IPE. In this case the OCF-IPE also needs to remove any child resources of that <AE> resource representing services provided by the respective OCF Server that is not accessible any longer, see also clause 8.1.2.2. It is an implementation choice of the OCF-IPE to choose an appropriate timeout for detecting absence of an OCF Server after an attempt to access it has not resulted in a valid response. Furthermore, it is also an implementation choice of the OCF-IPE to re-try to discover and expose OCF Servers which have previously been discovered and exposed to oneM2M but got removed from exposure due to inability to access them.
When an OCF-IPE is going to terminate, it shall properly de-register with its Registrar CSE, i.e. it shall delete the corresponding <AE> resource representing the OCF-IPE. With that deletion any child resources of this <AE> resource will also be deleted, terminating the exposure of any of the exposed OCF Functions.
8.1.2.2 
<node> and [deviceInfo] resources representing OCF Devices
TBD
8.1.2.3

[flexContainer] resources representing services provided by exposed OCF Servers
TBD
8.1.3
Mirroring state of exposed OCF Functions in oneM2M Resources
TBD
8.1.4
Detection of requests to execute OCF Functions and invocation thereof

TBD
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