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Introduction
This contribution describes limitations of oneM2M primitive when supporting constrained IoT devices.
-----------------------Start of change 1-------------------------------------------
6.X  Limitations of oneM2M Messages and Potential Requirements
6.X.1  Introduction of oneM2M Messages

Figure 6.X.1-1 from oneM2M TS-0001 shows the general communication flow in oneM2M that governs the information exchange over Mca, Mcc, and Mcc’ reference points  (i.e. between an Applicaton Entity (AE) and a Common Service Entity (CSE) or between two CSEs), which is based on the use of Request and Response messages. Such communications can be initiated either by the AEs or by the CSEs depending upon the operation in the Request message. For example, an AE can send a request message to a hosting CSE for application registration; then, the AE can send another request message to the hosting CSE to subscribe to certain resources; lastly, the hosting CSE may send request messages (i.e. notifications) to the AE when the status of subscribed-to resources has been changed.   
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Figure 6.X.1-1: General Flow in oneM2M
oneM2M provides several advanced features for processing a request message and generating a corresponding response message via some new request parameters as described in Table 6.X.1-1. For example, the parameter “Request Expiration Timestamp”, if included in a request message, indicates when the request message expires. Similarly, each response message contains some response parameters as listed in Table 6.X.1-2. For instance, the parameter “Result Expiration Timestamp ”, if contained in a response message, indicates when the response message expires. In addition, the parameter “Content” contains a resource representation, which can be present in a request message for creating/updating a resource or in a response message for retrieving a resource. The resource representation includes the attributes of the targeted resource. 

Table  6.X.1-1: Summary of Request Parameters in oneM2M (Adapted from oneM2M TS-0001)
	Request Message Parameters

	

	Mandatory
	Operation - operation to be executed

	
	To - the address of the target resource on the target CSE

	
	From - the identifier of the message Originator

	
	Request Identifier - uniquely identifies a Request message

	Operation dependent
	Content - to be transferred

	
	Resource Type - of resource to be created

	Optional
	Originating Timestamp - when the message was built

	
	Request Expiration Timestamp - when the request message expires

	
	Result Expiration Timestamp - when the result message expires

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE

	
	Response Type - type of response that shall be sent to the Originator

	
	Result Persistence - the duration for which the reference containing the responses is to persist

	
	Result Content - the expected components of the result

	
	Event Category - indicates how and when the system should deliver the message

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group

	
	Filter Criteria - conditions for filtered retrieve operation

	
	Discovery Result Type - format of information returned for Discovery operation

	
	Security Info - information about the Content if it contains security parameters

	
	Token Request Indicator - indicating that the Originator may attempt Token Request procedure (for Dynamic Authorization) if initiated by the Receiver

	
	Tokens - for use in dynamic authorization

	
	Token IDs - for use in dynamic authorization

	
	Role IDs - for use in role based access control

	
	Local Token IDs - for use in dynamic authorization


 Table 6.X.1-2: Summary of Response Parameters in oneM2M (Adapted from oneM2M TS-0001)
	Response Message Parameters

	

	Response Status Code  - successful, unsuccessful, ack

	Request Identifier - uniquely identifies a Request message

	Content - to be transferred

	To - the identifier of the Originator or the Transit CSE that  sent the corresponding non-blocking request

	From - the identifier of the Receiver

	Originating Timestamp - when the message was built

	Result Expiration Timestamp  - when the message expires

	Event Category - what event category shall be used for the response message

	Security Info - information about the Content if it contains security protocols


6.X.2  Limitations of oneM2M Messages

Request and response parameters as listed in Table 6.X.1-1 and Table 6.X.1-2 could make a oneM2M request or response message large. In the meantime, multiple consecutive request (or response) messages could contain the same request (or response) paramters with the same value; in another case, resource attributes contained in the “Content” parameter could be unexpected by the requestor or redundant in multiple consecutive messages. Such a large request or response message could be a burden for constrained IoT devices and/or networks with limited communication bandwidths. For example, the maximum layer-2 frame size for LoRaWAN at both US 915 MHz and EU 868 MHz band is 250 bytes, and the frame size in IEEE 802.15.4 netowrk is up to 127 bytes. The length of an oneM2M message if containing various request and response messages could easily go beyong the maximum frame size which can be supported by the underlying Low-Power Wide Area Networks (LPWAN) like LoRaWAN or Low-Power Wireless Personal Area Networks (LoWPAN) such as IEEE 802.15.4. 

Figure 6.X.2-1 illustrates a smart metering use case, where each cellular UE smart meter uses low-power wide-area access technologies such as 3GPP Narrow-Band Internet of Things (NB-IoT) to communicate with a Server where an IoT service layer resides for storing and managing meter data from various UEs; the Server could be deployed by an electricity company. Basically, there could be a smart meter application running on each UE to periodically send meter readings to the Server. In addition, multiple smart meters (e.g. deployed in the same community) may report their readings to the Server in the same way (e.g. reporting frequency, how request messages shall be processed by the Server, etc.). As such, each smart meter may repeatedly send similar request messages to the Server, and multiple meters may also send similar request messages to the Server at different times. These two aspects are abstracted and discussed furthermore in Figure 6.X.2-2 and Figure 6.X.2-3.      


[image: image2.emf]Radio 

Access 

Nework

User 

Equipment

(UE1)

Server

(with an IoT 

Service Layer for 

storing and 

managing data 

from UEs)

User 

Equipment

(UE2)

User 

Equipment

(UE3)

Cellular Core Network

Cellular access 

technologies for low-power 

wide area networks (e.g. 

3GPP NB-IoT)

Smart Metering Scenario: Each smart meter as a User Equipment (UE) uses low-

power wide-area access technologies such as 3GPP Narrow-Band Internet of Things 

(NB-IoT) to periodically report its meter readings to the Server where an IoT service layer 

resides for storing and managing meter data from various UEs.     


Figure 6.X.2-1: Smart Metering Use Case based on Cellular IoT

Figure 6.X.2-2 illustrates interactions between an application and a service layer. In this example, the application (e.g. smart meter application on a smart meter in Figure 6.X.2-1) repeatedly sends request messages to the service layer. Each request message contains a set of request parameters; likewise, the corresponding response message contains response parameters. In addition, the application may request the same services/resources from the service layer during certain time durations; thus, each repeated request message includes the same set of request parameters.

Figure 6.X.2-3 shows another example, where multiple applications (e.g. smart meter applications on smart meters in Figure 6.X.2-1) interact with the same service layer. In this scenario, although three (or more) applications could access different service/resources, they may instruct the service layer to process their request messages in the same way. For example, they may indicate to the service layer: the same request message expiration time, the same result expiration time, etc. Therefore, the request message from each application may contain the same set of request parameters.
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Figure 6.X.2-2: Interactions between an Application and a Service Layer
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Figure 6.X.2-3: Interactions between Multiple Applications and a Service Layer

The following limitations of oneM2M communication flow for constrained IoT devices are identified:

1)  If a  oneM2M request (or response) message contains too many request (or response) parameters, it cannot be sent in one layer-2 frame, which causes high message overhead and increases message transmission latency. 

2)  If a oneM2M request (or response) message is contained in multiple layer-2 frames, the loss of one layer-2 frame will results in the failure of oneM2M message delivery. 

3)  Even if a oneM2M request (or response) message can be completely contained in one layer-2 frame, the large size of the oneM2M message increases the message loss probability over the wireless channel. 

4)  Parameters contained in multiple consecutive oneM2M request (or response) messages could be the same and  redundant, which inceases message overhead unneccessrily. 

5)  The resource represention in the “Content” parameter may contain some extra attributes which are not expected or required by the requestor. 

6)  The resource representation in the “Content” parameter from multiple consecutive oneM2M request (or response) messages may contain the same or redundant attributes, which causes extra message overhead unneccessrily. 

7)  Most existing header compression protocols (e.g. IETF RFC 3095 for robust header compression) have been designed for network layer, transport layer, and application protocol layer, but they are transparent to oneM2M service layer. None of them is directly applicable for oneM2M service layer. 
6.X.3  Potential Requirements

1)  The oneM2M System shall support efficient request/response message interaction between a service layer and a constrained IoT device with low latency.
2)  The oneM2M System shall support efficient request/response message interaction between a service layer and a constrained IoT device with low communication overhead.
3)  The oneM2M System shall support efficient approaches to minimize request message size.
4)  The oneM2M System shall support efficient approaches to minimize response message size.
5)  The oneM2M System shall support efficient approaches to remove unrequired or redundant attributes from the resource representation as contained in the “Content” parameter. 
-----------------------End of change 1-------------------------------------------
© 2018 oneM2M Partners






















Page 1 (of 1)

Service Layer
Application

Request #1 (Request Parameters)

Response #1 (Response Parameters)

Request #2 (Request Parameters)


Request #N (Request Parameters)

Response #2 (Response Parameters)
Response #N (Response Parameters)



_1581249082.vsd
Originator


Receiver


Request message


Response message



Service Layer
Application
1

Request #1 (Request Parameters)

Response #1 (Response Parameters)

Request #2 (Request Parameters)


Request #3 (Request Parameters)

Response #2 (Response Parameters)
Response #3 (Response Parameters)
Application
2
Application
3



Radio Access Nework
User Equipment
(UE1)
Server

(with an IoT Service Layer for storing and managing data from UEs)
User Equipment
(UE2)
User Equipment
(UE3)
Cellular Core Network
Cellular access technologies for low-power wide area networks (e.g. 3GPP NB-IoT)
Smart Metering Scenario: Each smart meter as a User Equipment (UE) uses low-power wide-area access technologies such as 3GPP Narrow-Band Internet of Things (NB-IoT) to periodically report its meter readings to the Server where an IoT service layer resides for storing and managing meter data from various UEs.



