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Introduction
R01 is revised based on offline discussion and information from:

A data model for device triggering is describes in 3GPP TS 29.122 as following.
5.7.2.1.2
Type: DeviceTriggering

This type represents device triggering request. The same structure is used in the request and response.

Table 5.7.2.1.2-1: Definition of type DeviceTriggering

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE)

	id
	string
	0..1
	SCEF-chosen identifier of this device triggering transaction. Shall be absent in POST requests to create a resource, and shall be present otherwise.
	

	scsAsId
	ScsAsId
	1
	Identifies the SCS/AS
	

	tltrId
	TltrId
	0..1
	SCS/AS-chosen correlator. May be provided by the SCS/AS in the request to create a resource. Shall be provided in the body of all subsequent request and response if it was present in the body of the resource creation request.
	

	self
	Id
	0..1
	Link to this resource. This parameter shall be supplied by the SCEF in HTTP responses that include an object of DeviceTriggering type
	

	triggerReferenceNumber
	integer
	1
	The reference number is allocated by the initiator of a transaction and is used in all subsequent messages related to that transaction.
	

	validityPeriod
	DurationSec
	1
	The validity time in seconds for the specific action requested.
	

	priority
	Priority
	0..1
	Identifies the priority of the device trigger.
	

	applicationPortId
	Port
	0..1
	This is used to uniquely identify the triggering application addressed in the device.
	

	triggerPayload
	binary
	1
	The device triggering payload.
	

	notificationDestination
	Link
	0..1
	A URI indicating the notification destination for T8 notifications.
	

	requestTestNotification
	boolean
	0..1
	Set to true by the SCS/AS to request the SCEF to send a test notification as defined in subclause 5.2.5.3. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in subclause 5.2.5.4.
	Notification_websocket

	deliveryResult
	DeliveryResult
	0..1
	The delivery result shall be included in the HTTP responses that indicate the delivery status of the device triggering.
	

	NOTE:
Properties marked with a feature as defined in subclause 5.7.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.


Editor´s note: It is FFS if trigger reference number is made redundant by the tltrId

5.7.2.1.3
Type: DeviceTriggeringDeliveryReportNotification

This type represents device triggering delivery report notification. 

Table 5.7.2.1.4-1: Definition of type DeviceTriggeringDeliveryReportNotification

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE)

	transactionId
	string
	1
	Identifier of the related device triggering transaction resource, as defined by the "id" attribute of the "DeviceTriggering" data type. 
	

	transaction
	Link
	1
	Link to the related device triggering transaction resource to which this notification is related.
	

	tltrId
	TltrId
	0..1
	SCS/AS-chosen correlator for the related device triggering transaction resource. Shall be present if it was provided when the related device triggering transaction resource was created.
	

	result
	DeliveryResult
	1
	OK, unknown or diverse failures
	

	NOTE:
Properties marked with a feature as defined in subclause 5.3.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.





	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	










	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


5.2.5.3
Notification Test Event
If the optional "Notification_test_event" feature is supported, the SCS/AS may test whether notifications can be received by subscribing to the notification of a test event by providing a "requestTestNotification" attribute set to "true" in the HTTP request to create or update a subscription for a notifications. In any other HTTP request or response, this attribute shall retain the value that was provided upon subscription resource creation.
Upon receiving the "requestTestNotification" attribute as part of a subscription creation or update request, the SCEF shall send immediately after establishing the notification delivery mechanism a test notification containing a body formatted according to the "TestNotification" data type as defined in subclause 5.2.1.2.12. If the SCS/AS does not receive the test notification within a configured time, the SCS/AS knows that the notification delivery with the selected method is not possible and may take corrective actions.
5.2.5.4
Notification Delivery using Websocket

The procedures in the present subclause only apply if SCS/AS and SCEF support the "Notification_websocket" featuture. If the feature "Notification_websocket", is supported, the feature "Notification_test_event" shall also be supported.

If a delivery of notifications is required for an API and the SCS/AS does not know from previous interactions with the SCEF whether delivery of notifications over a separate HTTP connection works, the SCS/AS should initially request the SCEF to try to establish a separate HTTP connection for notification delivery according to subclause 5.2.5.2 by providing a URI to the SCEF designating where to send HTTP Notifications, and shall also subscribe to the notification of a test event as  in to subclause 5.2.5.3.

If the SCS/AS does not receive the requested notification of the test event during a configured period after the subscription, the SCS/AS may configure the subscription to request the SCEF to provide a URI for an HTTP connection to upgrade to Websocket, setting the "requestWebsocketUri" attribute to "true" as specified in subclause 5.2.1.2.13. The SCS/AS may also request the SCEF to provide a URI in a new subscription creation request, and should in this case terminate the original subscription.

NOTE 1:
If the SCS/AS has requested the delivery of notifications to a separate entity, it needs to be informed by that separate entity about the receipt of the test notification. That communication between the separate entity and the SCS/AS is out of scope of the present document.

When the SCEF receives a subscription creation or update request to use Websockets to deliver notifications (i.e. with the "requestWebsocketUri" attribute set to "true"), it shall assign a Websocket URI where to receive a Websocket connection establishment and shall provide this URI in the "websocketUri" attribute in the response as defined in subclause 5.1.2.1.13. Once such a Websocket URI has been assigned for a particular subscription resource, subsequent update requests to this resource that ask for the assignment of a new Websocket URI for that subscription shall be rejected by the SCEF.
Upon the reception of the Websocket URI from the SCEF in the "websocketUri" attribute as specified in subclause 5.2.1.2.13-1 in the subscription creation or subscription update response, the SCS/AS or a separate entity that is intended to receive the notification shall establish an HTTP connection towards that URI and shall upgrade that connection to the Websocket protocol (IETF RFC 6455 [32]) using the HTTP upgrade mechanism defined in IETF RFC 7230 [16].

NOTE 2:
For delivery of Notifications to a separate entity, the SCS/AS needs to provide the Websocket URI to that separate entity. That communication between the SCS/AS and the separate entity is out of scope of the present document. 

The following framing of the request and response shall be used when delivering a notification or acknowledging its delivery through Websockets. 

NOTE 3: The framing is aligned as much as possible with HTTP delivery in order to simplify implementations.

To deliver a notification towards the SCS/AS, the SCEF shall embed the following structure in a separate Websocket data frame with 0x2 (Binary) opcode in the following order:

1)
The string "3GPP-WS-Notif-Seq:", followed by a blank, followed by a four-byte sequence number, encoded as decimal number in ASCII, followed by CRLF

2)
The following HTTP headers in any order, with the syntax and semantics as defined in IETF RFC 7230 [16] and IETF RFC 7231 [17]: Content-Type (mandatory), Content-Encoding (optional), Content-Length (mandatory). Every HTTP header line shall be ended by CRLF. 

3)
CRLF to end the headers section.

4)
The payload body of the notification, as defined in the individual APIs. 

NOTE 4:
The payload body is the same as the one that would be used if delivering the notification as defined in subclause 5.2.5.3.

To acknowledge the reception of a notification message towards the SCEF, the SCS/AS shall embed the following structure in a separate Websocket data frame with 0x2 (Binary) opcode in the following order:

1)
The string "3GPP-WS-Notif-Seq:", followed by a blank, followed by the four-byte sequence number of the notification to be confirmed, encoded as decimal number in ASCII, followed by CRLF.

2)
The HTTP status code (e.g. 204) and status message (e.g. No Content) as defined for HTTP delivery of the notification in the individual APIs, separated by a single blank character, and ended by CRLF.

3)
Conditionally, as defined in IETF RFC 7230 [16] and IETF RFC 7231 [17], the following HTTP headers in any order: Content-Type, Content-Encoding, Content-Length. Every HTTP header line shall be ended by CRLF.

4) CRLF to end the headers section.5)
The payload body of the response, if applicable based on the status code and the HTTP headers, as defined in IETF RFC 7230 [16] and IETF RFC 7231 [17].

NOTE 5:
The status code, the status message and the payload body (if applicable), are the same as if delivering the notification as defined in subclause 5.2.5.3.

Use of CRLF is defined in IETF RFC 7230 [16].

The SCEF need not wait for the confirmation of each notification before delivering the next notification. The SCEF shall determine whether a notification has been delivered successfully by correlating the sent notification with the received acknowledgement by checking the sequence numbers of both for equality. The SCEF may re-send a notification, using the same sequence number, if it has not received an acknowledgement with a matching sequence number after a configurable time-out. The SCS/AS shall consider notifications with the same sequence number that arrive within a configurable time interval as duplicates.

The SCS/AS should send periodic Websocket "PING" frames to keep the connection alive.
NOTE 6: A possible fragmentation and reassembly of large messages will be handled by the TCP layer.

5.2.1.2.13
Type: WebsockNotifConfig
This type represents configuration for the delivery of notifications over Websockets. It shall be supported if the feature "Notification_websocket", as defined for APIs that use notifications, is supported.
Table 5.2.1.2.13-1: Definition of the WebsockNotifConfig data type

	Attribute name
	Data type
	Cardinality
	Description

	websocketUri
	Link
	0..1
	Set by the SCEF to indicate to the SCS/AS the Websocket URI to be used for delivering notifications.

(NOTE 1)

	requestWebsocketUri
	boolean
	0..1
	Set by the SCS/AS to indicate that the Websocket delivery is requested.

(NOTE 2)

	NOTE 1:
A Websocket URI should use the scheme "wss" (Websocket Secure) for encrypted delivery and may use the scheme "ws" (Websocket) for unencrypted delivery. If the WebsockNotifConfig data type is used in an HTTP response, this attribute shall be present. If the WebsockNotifConfig data type is used in an HTTP request, this attribute shall not be set by the SCS/AS in a request to create a resource, and shall not be modified by the SCS/AS in a request to modify a resource.
NOTE 2:
In a request to create or update a resource, this attribute shall be set to true by the SCS/AS to request the SCEF to provide a Websocket URI for the delivery of notifications, and shall be absent otherwise. In any HTTP response, this attribute shall retain the value that was provided upon resource creation or update.










R02:

A value of the triggerStatus attribute is revised based on ARC-2018-0057R03 which is Procedure for 3GPP based Device Triggering
· deliveryResult is included in the HTTP response to indicate one of the following status for delivery:

· TRIGGERED: that request for device triggering request is accepted by the SCEF. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_TRIGGERED

· REPLACED: request for device triggering message is accepted by the SCEF for replace of device triggering. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_REPLACED. 

· EXPIRED: that the validity period expired to process the device triggering message. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_EXPIRED.

· UNCONFIRMED: that request for device triggering message is not confirmed for delivery. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_UNCONFIRMED.

· SUCCESS: that the device triggering delivery is successfully completed. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_DELIVERED.

· UNKNOWN: that indicates any unspecified errors.

· FAILURE: that this trigger encountered an error during delivery or processing and is deemed permanently undeliverable. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_FAILED

· TERMINATE: indicates that the delivery of the device trigger request was terminated by the IN-CSE. In this case the IN-CSE shall update the triggerStatus attribute of the <triggerRequest> to TRIGGER_TERMINATED.

New attribute introduced in accordance with ARC-2018-0057R03
R03:

Existing Trigger-Recipient-ID attribute is application port ID. So, proposed triggerPortID attribute is removed and description is merged to Trigger-Recipient-ID attribute
-----------------------Start of change 1-------------------------------------------
9.6.49
Resource Type triggerRequest
The <triggerRequest> resource is used to initiate a device trigger request.  This resource type shall only be instantiated on an IN-CSE.
The successful creation of a <triggerRequesst> resource results in the IN-CSE initiating a trigger request to a targeted device (e.g. 3GPP UE).   A pending trigger request can be replaced with a new trigger request by updating the <triggerRequesst> resource.  A pending trigger request can be cancelled by deleting the <triggerRequesst> resource.  

The <triggerRequest> resource shall contain the child resource specified in table 9.6.49-1.
Table 9.6.49-1: Child resources of <triggerReqeust> resource 
	Child Resources of <triggerRequest>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of TS-0001


The <triggerRequest> resource shall contain the attributes specified in table 9.6.49-2.

Table 9.6.49-1: Attributes of <triggerRequest> resource
	Attributes of <triggerRequest>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	M2M-Ext-ID
	1
	WO
	M2M External Identifier of the device being triggered. See clause 7.1.8. 
This attribute shall be configured by the Originator when the resource is created. 

	Trigger-Recipient-ID
	1
	RW
	Trigger-Recipient-ID of the ASN/MN-CSE or ADN-AE that is hosted on the device being triggered. See clause 7.1.10. 

This attribute shall be configured by the Originator
. when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.
This attribute is application port ID for device trigger to uniquely identify the triggering application.

	triggerPurpose
	1
	RW
	The purpose of the trigger.  See clause 8.3.3.2.1. 

This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. 
The allowed values are:
· establishConnection

· enrolmentRequest

· registrationRequest

· executeCRUD
· 
If not specified by the Originator, the default is "establishConnection".

	triggerPayloadSerialization
	1
	RW
	The type of serialization used to encode the trigger payload (i.e. XML, JSON or CBOR). 
This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.
If not specified by the Originator, the default is "JSON".

	triggerStatus
	1
	RO
	The status of the trigger request.  
The Hosting CSE shall control the value of this attribute.  

The following values are valid values.
· PROCESSING
· ERROR-NSE-NOT-FOUND
· TRIGGER-TRIGGERED
· TRIGGER-DELIVERED
· TRIGGER-FAILED
· TRIGGER-REPLACED
· TRIGGER-EXPIRED
· TRIGGER-UNCONFIRMED
· TRIGGER-TERMINATED
· TRIGGER-SUCCESS
· 
· 
· 
· 

	triggerValidityTime
	0..1
	RW
	The time duration for which the trigger request is valid.   After this time expires, the trigger shall be recalled (i.e. cancelled) by the Hosting CSE.

This attribute may be configured by the Originator when the resource is created and may also be updated when performing a trigger replace procedure. See clause 8.3.3.2.2.
If this attribute is not set, the CSE may configure the triggerValidityTime attribute  based on local policy.

	triggerInfoAE-ID
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable. 

This attribute is configured with the AE-ID of the ASN/MN-AE that should perform the CRUD operation.  

When this attribute is configured, the trigger originator shall also configure the triggerInfoAddress, triggerInfoOperation and targetedResouceType attributes.  

	triggerInfoAddress
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with an unstructured CSE-Relative-Resource-ID of the resource that the ASN/MN-AE should perform the CRUD operation on.  
When this attribute is configured, the trigger originator shall also configure the triggerInfoAE-ID, triggerInfoOperation and targetedResouceType attributes.  

	triggerInfoOperation
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with the CRUD operation that the ASN/MN-AE should perform on the targeted resource specified by triggerInfoAddress.
When this attribute is configured, the trigger originator shall also configure the triggerInfoAE-ID, triggerInfoAddress and targetedResouceType attributes.  

	targetedResourceType
	0..1
	RW
	When the triggerPurpose is “executeCRUD”, this attribute is mandatory otherwise it is not applicable.

This attribute is configured with the resource type of the targeted resource specified by triggerInfoAddress.  

When this attribute is configured, the trigger originator shall also configure the triggerInfoAE-ID, triggerInfoAddress and triggerInfoOperation attributes.  

	triggerReference
	0..1
	RO
	This attribute is reference number which is allocated by the IN-CSE of a transaction and is used in all subsequent messages related to that transaction to support device triggering.

	
	
	
	

	

	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


-----------------------End of change 1---------------------------------------------
CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�What happen, if SCEF has different port for device triggering?
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