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Introduction
## Background
Since ARC#33 F2F meeting, several issues regarding access control mechanisms have been discussed with “ARC-2018-0008R03
access control discussion”
This CR proposes changes to the issue “accessControlPolicyIDs of container” in the above discussion contribution..
The problem on this issue is the specification conflict when a <container> resource does not have accessControlPolicyIDs attribute value. Note that the container resource type defines accessControlPolicyIDs attribute.
TS-0001 clause 9.6.1.3.2 (see below) defines default behaviour in different situations including the case that a <container> resource does not have the accessControlPolicyIDs attribute value.

	accessControlPolicyIDs
	(partial copy and paste)

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute is not set, or it is set to a value that does not correspond to a valid, existing <accessControlPolicy> resource, or it refers to an <accessControlPolicy> resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the Hosting CSE shall support a default access privilege.  This default shall provide access privileges to only the creator of the resource.  The Hosting CSE shall keep track of the creator of the resource even if the resource does not support a creator attribute.  The default access privilege shall grant the creator unrestricted access to the resource, i.e. it shall include all possible operations for that resource.  All other entities shall be denied access by default.


In the other clauses for the resource type specifications, several resource types define this behaviour differently. For example, in the container resource type:

	See clause 9.6.1.3. If no accessControlPolicyIDs value is configured, the accessControlPolicyIDs of the parent resource shall be applied for privilege checking.


In TS-0004 specifies resource specific handlings as well as generic procedures like as-is TS-0001. This is suggested to be deleted at PRO#34 as well..

	7.3.3.15 Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· If the resource type does not have the accessControlPolicyIDs attribute definition, the Hosting CSE shall evaluate the accessControlPolicyIDs associated with the parent of that resource (e.g. for <schedule>, <oldest>, <latest>, <contentInstance>)

· Some resources provide specific handling for the accessControlPolicyIDs attribute, for such resources these procedures are to be followed (e.g. handling given in TS-0001 clause 9.6 for <container>, <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>).
· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource. In case accessControlPolicyIDs attribute value is not set, or does not point to a valid resource or is not reachable then system default policies shall apply.


## Change Requests

It will be much easier and clearer for app developers as well as the oneM2M platform developers when the spec. defines simpler behaviours. 

So this CR proposes to remove resource specific handlings to use parent’s attribute in case of container, subscription, m2mServiceSubscriptionProfile, serviceSubscribedNode resource types. This will ease the implementation and improve performance of the platform at least.
Then the spec. will have the same/generic rules for the resources which have an attribute definition but the attribute is empty. Eventually each resource instance should have its own access control information, not the one inheritted from the parent. Only the exceptions are the resource types does NOT DEFINE the accessControlPolicyIDs attribute.
Introduction of R01:
With this original CR and other discussion material, the group agreed to remove conflicting specification to look up the parent’s acess privilege information (e.g. parent container’s accessControlPolicyIDs). The only remaining issue was the definition of the default policy, when the accessControlPolicyIDs attribute value is absent, that is specified in clause 9.6.1.3.2. 

There was the objection to use the as-is default policy (i.e. using creator information of each resource) mainly because “creator” is the meta-information for application of the resource not as part of access control mechanism. So the counter proposal was suggested that Hosting CSE creates an <accessControlPolicy> resource, that gives all privileges to the creator or Originator of the resource create request, when the created resource does not include the accessControlPolicyIDs attribute value while the resource type defines it.
After the discussion at SEC/ARC 34.1 joint meeting, this CR proposes to keep the as-is mechanism with clarification on “creator” in the context. The reasons are following:

· If a new <accessControlPolicy> resource gets created by the Hosting CSE, the multiplicity of the accessControlPolicyIDs attribute should be then 1 not 0..1. This breaks the backward compatibility even in the same release. (e.g. v2.18 vs. v2.19)
· When it comes to creator-gone situation after creation before it set its own access policies, using “creator” or Originator information is the same as creating <accessControlPolicy> resource is the same.
· Creating <accessControlPolicy> resource over and over at every resource creation is inefficient for sure.

· The major issue was storing and using “creator” attribute, which is another piece of meta-information, regardless of the resource type (specifying the creator attribute or not) and resource instance (creator is optional to store). 
As confirmed during the discussion, the creator originally meant to be used for meta-information for applications. Even they’re the same information eventually, it should not be called as “creator” attribute of a resource for default policy.
The following is the proposed clarification on the wording “creator” in the description of accessControlPolicyIDs. A better suggestion for rewording is welcome if we can distinguish creator as meta-information with the other as access privilege information.
	(original text) This default shall provide access privileges to only the creator of the resource. The Hosting CSE shall keep track of the creator of the resource even if the resource does not support a creator attribute.  The default access privilege shall grant the creator unrestricted access to the resource,

( (suggested text) This default shall provide all access privileges only to the Originator of the successful resource creation request. For that, the Hosting CSE will keep that Originator information of the resource. 


Intentionally, the second new sentence is informative because internally stored information cannot be tested. It is implementation issue. But what we can test is whether the Originator gets all privileges in such a case.
R01 summary of changes:
1. (change 11) modified the description of accessControlPolicyIDs attribute to resolve the concern on the wording “creator”

2. (change 11) modified the description of accessControlPolicyIDs attribute to remove the other conditions (e.g. network disconnection) to use default policy 
3. (change 5 to 10) added missing resource types that have the same situation (i.e. serviceSubscribedAppRule, notificationTargetMgmtPolicyRef, notificationTargetPolicy, policyDeletionRules, timeSeries, dynamicAuthorizationConsultation) to remove parent resource look-up behaviour for access control
R02: revoked change requests from 5 to 10, leaving that acpi inheritance model in Rel-2 as-is only (Rel-3 will not have it), description of acpi has been updated in change 11
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-----------------------Start of change 11---------------------------------------------

9.6.1.3.2
Common attributes

The following attributes are commonly used in multiple, but not all, resource types which are normal, not virtual or announced. Common attributes for announced resource types are independently defined in clause 9.6.26.3.

NOTE:
The list of attributes in table 9.6.1.3.2-1 is not exhaustive.

Table 9.6.1.3.2-1: Common Attributes

	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers for <accessControlPolicy> resources. The privileges defined in the <accessControlPolicy> resources that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
For an Update or Delete operation to a resource, the update or delete of the  accessControlPolicyIDs attribute, if applicable, shall be performed prior to the update or delete of any other attributes of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update privilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful update of the accessControlPolicyIDs attribute, resource access checking for other attributes to be updated shall use the new privileges defined in the <accessControlPolicy> resource(s) that are referenced by the newly updated accessControlPolicyIDs attribute.

Similarly, to delete this attribute, a Hosting CSE shall check whether an Originator has Update privilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.

After successful deletion of the accessControlPolicyIDs attribute, resource access checking for other attributes to be deleted shall use the default access privileges as described in the following paragraphs.

If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute value is not set in a resource instance, the Hosting CSE shall apply the parent resource’s accessControlPolicyIDs attribute value if it is specified in the resource type (e.g. container). Otherwise, the Hosting CSE shall apply the concept of the default access policy. The default policy shall provide unrestricted access only to the Originator of the successful resource creation request. All other entities shall be denied to access to the resource. For that purpose, the Hosting CSE shall keep that Originator information of the resource. Note that how to keep that information is implementation specific. The default access policy is not applied to a resource which has a value assigned to the accessControlPolicyIDs attribute.
All resources are accessible if and only if the privileges (i.e. configured as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated accessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.


-----------------------End of change 11---------------------------------------------
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