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Introduction
This contribution proposes to add a <serviceSubscribedUserProfile> resource type.  The motivation for defining this new resource type is to support the capability for a M2M Service User profile in the oneM2M architecture.  

This profile can contain information for a given M2M Service User such as its M2M-User-ID.  Additional information is envisioned to be defined in future contributions applicable to this work item which is the justification for defining a new resource type rather than an attribute.

A oneM2M <m2mServiceSubscriptionProfile> resource can have a <serviceSubscribedUserProfile> child resource for each authorized M2M Service User associated with the M2M Service Subscription.  A <serviceSubscribedAppRule> resource can have an allowedUsers attribute that can be configured with a list of <serviceSubscribedUserProfile> resource identifiers, wherein the allowedUsers represent the users that are allowed to originate requests via the registered AEs specified by the <serviceSubscribedAppRule>.        

-----------------------Start of change 1-------------------------------------------

7.2 M2M Service User 
7.2.1 Solution Applicability

The definition of the M2M Service User Identifier is applicable to the current limitation that oneM2M lacks the capability to identify a M2M Service User (i.e. the entity authorized by a M2M Service Subscriber to use M2M Services offered by the M2M Service Provider which the M2M Service Subscriber has established a M2M Service Subscription with).  
7.2.2 Solution Description

7.2.2.1  M2M Service User Identifier (M2M-User-ID)
A M2M Service User is a stakeholder that is authorized by a M2M Service Subscriber to use M2M Services offered by the M2M Service Provider which the M2M Service Subscriber has established a M2M Service Subscription with.  A M2M-User-ID uniquely identifies a M2M Service User and is assigned by a M2M Service Provider.  A M2M-User-ID is globally unique.  When used internally within the M2M Service Provider domain that assigned it, a M2M-User-ID is sufficient to be unique within that M2M Service Provider domain.  When used externally outside the M2M Service Provider domain that assigned it, a M2M-User-ID is extended to make it globally unique.  The IN-CSE can perform this task by adding or removing segments (i.e. the M2M Service Provider Identifier) of the M2M-User-ID.

Table 7.2.2-1: M2M-User-ID Identifier Format

	Identifier Name
	Format
	Format
	Rule of use

	M2M-User-ID
	SP-Relative
	The SP-Relative-M2M-User-ID begins with a slash character '/' and is followed by a sequence of characters that includes any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.3].

The SP-Relative-M2M-User-ID is unique within the context of the M2M-SP Domain to which the M2M Service User has a service subscription with.

The M2M-SP assigns the SP-Relative-M2M-User-ID and is responsible for guaranteeing that the SP-Relative-M2M-User-ID is unique in the context of the M2M-SP Domain.

Examples:

· /bobjones

· /bob123


	On the Mca and Mcc reference points: refers to M2M Service Users from the internal M2M Service Provider Domain 

	
	Absolute
	Concatenation according to the format


{M2M-SP-ID}{SP-Relative-M2M-User-ID}

where {M2M-SP-ID} and {SP-relative- M2M-User-ID} are placeholders for the M2M-SP-ID and the SP-relative-M2M-User-ID format of the M2M-User-ID, respectively.
	On the Mca and Mcc reference points: refers to M2M Service Users from external M2M Service Provider Domains


7.2.2.2 Resource Type serviceSubscribedUserProfile
The <serviceSubscribedUserProfile> resource contains user profile information for a given M2M Service User such as its M2M-User-ID.  A oneM2M <m2mServiceSubscriptionProfile> resource can have a <serviceSubscribedUserProfile> child resource for each authorized M2M Service User associated with the M2M Service Subscription.  A <serviceSubscribedAppRule> resource can have an allowedUsers attribute that can be configured with a list of <serviceSubscribedUserProfile> resource identifiers, wherein the allowedUsers represents the users that are allowed to originate requests via the registered AEs specified by the <serviceSubscribedAppRule>.       
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 Figure 7.2.2-1: < serviceSubscribedUserProfile> Resource

Table 7.2.2-2: Attributes of <serviceSubscribedUserProfile> resource

	Attributes of <serviceSubscribedUserProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	resourceID
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	resourceName
	1
	WO
	See TS-0001 [i.2] clause 9.6.1.3.

	parentID
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	expirationTime
	1
	RW
	See TS-0001 [i.2] clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See TS-0001 [i.2] clause 9.6.1.3. 

	creationTime
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See TS-0001 [i.2] clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See TS-0001 [i.2] clause 9.6.1.3.

	M2M-User-ID
	1
	RW
	The M2M-User-ID that is assigned to this M2M Service User by the M2M Service Provder.


Table 7.2.2-3: New <serviceSubscribedAppRule> resource attributes

	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	allowedUsers
	0..1 (L)
	RW
	A list of <serviceSubscribedUserProfile> resource identifiers.  Each user that corresponds to a referenced <serviceSubscribedUserProfile> resource represents a user that is allowed to register an AE specified by this <serviceSubscribedAppRule> resource and issue requests via the AE.


7.2.2.3 Including M2M-User-ID in From parameter
Requests from an Originator to a Receiver that are sent over the Mca and Mcc reference points contain a From parameter that is configured with the AE-ID of an AE or a CSE-ID of a CSE that originates the request.  When the From parameter is configured with an AE-ID, a M2M-Subscriber-ID or M2M-User-ID can also be appended to indicate a corresponding M2M Service Subscriber or M2M Service User currently using the AE that is originating the request.  For example, /SAE099:/bob123 is a From parameter configured with an AE-ID (i.e. /SAE099) and a M2M-User-ID (i.e. /bob123).  
NOTE 1: In the above example, a colon character is used as a delimiter.  It is left to Stage 3 to define the format of a From parameter that includes an AE-ID and M2M-Subscriber-ID or M2M-User-ID.

NOTE 2: The data type currently used by Stage 3 for the From parameter is m2m:ID which equates to xs:anyURI.  Hence including a M2M-Subscriber-ID or M2M-User-ID should be feasible without having to change the data type of the From parameter.

7.2.2.4 M2M-Subscriber-ID and M2M-User-ID Security Analysis 
NOTE: Analysis of the impacts of M2M-Subscriber-ID and M2M-User-ID on the oneM2M security framework (e.g. credentials, Remote Security Provisioning Frameworks, Security Association Establishment, authorization, etc.) is FFS. 
-----------------------End of change 1---------------------------------------------
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