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1 Introduction

This contribution provides an initial proposal for resource and service offoading to Edge/Fog through enhancing the <Announcement> resource. 
--------------------------------- Start of change 1--------------------------------------------

7.2.3     Scenario 3: Resource and Task offloading to Edge/Fog
7.2.3.1 Introduction
The scenario introduces a case where Cloud IoT server needs to delegate its task and resource to Edge/Fog.

Figure 7.2.3.1-1 shows the scenario of resource offloading to Edge/Fog nodes. The Vulnerable Road User (VRU) detection service is a vehicle domain service to detect pedestrians and cyclists on a road. The VRUs application uses accurate positioning information provided by various traffic participants. The information used for VRU detection services has to be shared by VRUs. The VRUs make their presence/location known through their mobile devices (e.g., smartphone, tablets), along with vehicle’s use of that information. In this example, when the driver of a Host Vehicle (HV) intends to make a left turn, if there is a vulnerable user or cyclist passing the place where HV is going to pass, HV is alerted to the presence of a VRU in a safety and/or awareness message. 
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Figure 7.2.3.1-1: Scenario of resource and tasks offloading 

In this scenario, we can assume an HV is registered to an offloading service. Then when the HV enters to a scenario application zone where MN-CSE (i.e. Edge/Fog) is covering, offloading procedures are performed to move the resources and tasks associated with the HV (in this case, VRU detection service and its managing resources) to the MN-CSE. The IoT Cloud (i.e. IN-CSE) send an indication to to MN-CSE to perform resource offloading. MN-CSE then retrieves all the relevant resources and tasks to its resource tree. As MN-CSE is the nearest node to the HV, it can immediately send a warning notification to HV as soon as it detects VRU on the road. 
An offloading concept locating tasks and resources to a place where close to users can be applied to this VRU detection service. In this case, a service can be provided to users with very short delay. 
Figure 7.2.3.1-2 shows a high-level concept of offloading in oneM2M. Offloading concept in oneM2M allows IN-CSE, a centralized IoT server platform, to transfer relevant resources and tasks to a target Edge/Fog MN node. Then the MN node can directly supports its offloaded service to its serving IoT end devices. 
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Figure 7.2.3.1-2: A high-level concept of Edge/Fog offloading
7.2.3.2 General procedure for triggering Edge/Fog offload
This general procedure for the Edge/Fog offload is based on the Application Entity node that indicates the initiation of offloading procedure to receive its service from the nearest Edge/Fog node. Fgure 7.2.3.2-1 shows this procedure. 
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Figure 7.2.3.2-1: Procedure for triggering Edge/Fog offload

· Step 001: AE-1 requests offloading to IN-CSE with the following information: 
·  Offloading indication, Target offloading resources (a list of target resources), Contact of address of the Destination Edge/Fog (IN-CSE or MN-CSE), Status of offloading resources (block, readable, writable)
· Block – The source resources are invisible while the resources are being offloaded
· Readable – The source resources are readable at the source IN-CSE even they are offloaded to other Edge/Fog nodes
· Writable – The source resources are writable at the source IN-CSE even they are offloaded to other Edge/Fog nodes
· If there is no application logic running on the target Edge/Fog node to handle the VRU discovery service, an algorithm or a service logic or AE for the VRU discovery is also delivered to the Edge/Fog node. 

·  For example, AE sends an offloading request to several resources or group resources to be offloaded
· Step 002: IN-CSE configures offloading resources
·  Each offload resources is marked as an offloaded resource with additional information, e.g. the contact of the offloaded MN-CSE (e.g. Edge/Fog node)
· Step 003: IN-CSE registers its offloaded resources to the destination MN-CSE (PUSH offloaded resources to Edge/Fog MN-CSE)
· Step 004: MN-CSE creates offloading resources based on the request from IN-CSE
· Step 005: AE-2 is now able to retrieve information from the offloaded resources on Edge/fog to perform VRU discovery and warning
· Step 006: AE-2 updates one of offloaded resources (or a set of offloaded resources) This updates can be performed from VRUs as they moved within the service zone.
· Step 007: MN-CSE updates values of the given offload resources from AE-2
· Step 008: MN-CSE updates the updated values to IN-CSE for synchronization. If the resources are blocked to other users, UPDATE (i.e., synchronization) is being paused until the offloaded resources are all released from the MN-CSE.  
· Step 009: AE-1 requests to stop offloading to specific resources with the following information: 

·  Target resources to be stopped 
·  Indication to stop the offloading service
· Step 010: IN-CSE gets information about where the requested resources are stored and retrieves values from the requested resources stored in the given MN-CSE. Edge/Fog deletes the offloaded resources as the offloading service is now stopped. 
· Step 011: IN-CSE updates the values from MN-CSE for synchronization and MN-CSE deletes the offloaded resources as the offloading service is now stopped. 
-------------------------------- End of change 1--------------------------------------------

--------------------------------- Start of change 2--------------------------------------------

8 Analysis

Editor’s Note: This section details Key Issues for employing Edge and Fog technologies for oneM2M deployments. 

8.2 Key Issue 1

Editor’s Note: Each Key Issue description references either optimization scenarios (section 7.2), use-cases from one of the relevant TRs (e.g. TR-0001, TR-0018, etc.) or requirements (TS-002) and concludes with a succinct statement defining the issue.

8.3 Key Issue N (Edge/Fog Offloading)
· How oneM2M System can support Edge/Fog offloading, i.e. transfering resources to Edge/Fog nodes to support oneM2M services at a place close to the End Node? 
· How oneM2M System can synchronize the data between the source resources and offloaded resources

· How oneM2M System can manage offloaded resources based on given properties from the users, e.g., blocking the offloaded resources to be accessed while the resources are offloaded to other oneM2M System
-------------------------------- End of change 2 --------------------------------------------

--------------------------------- Start of change 3 --------------------------------------------

9 Proposed Solutions 

Editor’s Note: The section provides solutions to the Key Issues identified for employing Edge and Fog technologies in oneM2M. 
9.2 Solution for Edge/Fog Offloading using Resource Announcement
Editor’s Note: Each Solution section references one or more Key Issues that it addresses and provides a brief solution description.
A resource can be announced to one or more remote CSEs to inform the remote CSEs of the existence of the original resource. In this case, an announced resource can have a limited set of attributes and a limited set of child resources from the original resource. Through introducing additional attributes to this announced resource, Edge/Fog offloacing can be supported. 
This solution propose a Edge/Fog offloading mechanism allowing a resource can be offloaded to a remote CSE to support Edge/Fog computing. In this case all the selected resources are subjected to be transferred to a given remote CSE. A relationship between the original resource and offloaded resource is specified together with a synchronization mechanism. 
Editor’s Note: Further mechanisms (e.g. using a dedicated resource for offloading) to support offloading need to be investigated. 
9.2.3 Solution Applicability

Editor’s Note: The Solution Applicability states which Key Issues are addressed by the solution.
This solution addresses the key issue N to support. 
9.2.4 Solution Description

Editor’s Note: This section provides a concise description of the solution which provides enough detail for further stage 2 development.
This solution proposes to enhance the resource announcement mechanism standardized in TS-0001 Section 9.6.26 to support Edge/Fog resource offloading.
A set of resources can be offloaded to a remote CSE using resource announcement with additional attributes. This offloacing type announcement transfer all the necessary information to the remote CSEs for Edge/Fog service. An announced resource with offloading attribute can have all the attributes and child resources from the original resource to support the same service as the original resource. The announced resource includes a link to the original resource hosted by the original resource‑Hosting CSE. The original resource includes a link to the announced resource and a synchronization type information. After the origina resources are offloaded to the announced resources at the remote CSE, all the requests to the original resources should be handled by the remote CSE to support full Edge/Fog services. 
All the operations to the offloaded resources (i.e. announced resources) are synchronized with the original resources. The time for synchronization can be various as follows: 
· Periodic: updates to the announced resources are periodically applied to the original resources

· Update: when there is any update to the announced resources, the changes are appliced to the original resources immediately
· Finish: the original resources are updated only at the time the announced resources are deleted from the remote CSE and the Edge/Fog service is terminated. If an Application receiving the Edge/Fog service via the announced resources is moved to another Edge/Fog node, all the announced resources to the remote CSE are transferred to a new remote CSE. Then the link at the original resource is also updated to point the new remote CSE.
In case the announceType attribute is indicated as ‘offload’, the synchronization for the attributes  between the original resource and the announced resource (i.e. offloaded resource) shall be the responsibility of the announced resource Hosting CSE. 

Table 9.2.4-1: Attributes for Edge/Fog offloading
	Attribute Name
	Description

	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.

For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	announceType
	This attributes indicate the type of resource announcement. Possible values are as follows: 

· Announcement: This is the original announcement type

· Offload: This is an announcement type for resource offloading

	synchMode
	This attributes provide information about synchronization mechanisms between the original resource and the announced resource. This attribute shall only be presented when the announceType attributed is indicated as ‘Offload’. 
· Periodic: Synchronization is performed periodically

· Update: Synchronization is performed whenever an update to announcedResource is performed

· Finish: Synchronization is performed when an announcement is finished

	postanncAccessMode
	This attributes provide information about access policy to the original resource. This attribute shall only be presented when the announceType attributed is indicated as ‘Offload’.
· Block: As all the resources are copied and oerpated at the announced resource, all the operations to the original resource are blocked until the announcement is finished. All the requests to the original resource are forwarded to the offloaded resource.
· Readable: Only the RETRIEVE operation is allowed to the original resource. 


Editor’s Note: Consideration of Access Control Policy is TBD
-------------------------------- End of change 3 --------------------------------------------
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