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2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
OMA-AD-DM-V1_3 “Device Management Architecture”
[i.2]
OMA-TS-DM_Protocol-V1_3 “OMA Device Management Protocol”
3.3
Abbreviations

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

OMA
Open Mobile Alliance

MO
Management Object

DM
Device Management

OTA
Over The Air

OBEX
OBject EXchange

WAP
Wireless Application Protocol

WSP
Wireless Session Protocol
IrDA
Infrared Data Association
SIP
Session Initiation Protocol
5
Introduction of existing technologies
5.1
Introduction to OMA DM

5.1.1
Description

OMA DM is a protocol for device management designed by Open Mobile Alliance. It’s widely used in the remote management of mobile devices. It is composed of a number of specifications including protocol, architecture, underlying network binding etc. In the most common scenario, by implementing OMA DM specifications, the DM Server is able to do remote management on devices with DM Clients which are usually mobile phones. The devices could also include sensors, actuators, and gateways as well. With implementing the Management Object and the DM Client, the DM Server can perform remote management on devices such as provisioning, diagnostics, firmware upgrade, and remove, install, activate Software Components.
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Figure 5.1 OMA DM use case

As is shown from Figure 5.1 OMA DM use case, the user of a mobile phone doesn’t know what to do when his mobile is unable to send out MMS. After calling to the Call Center, the operator of the Call Center can remotely upgrade the MMS configuration file via OMA DM Server.
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Figure 5.2 Device Management Protocol

OMA DM protocol deploys management between a DM Client and a DM Server as Figure 5.2. DM Server can send DM commands to DM Client to manage the device. The DM Client can also send command to DM Server to indicate the result corresponding to the commands from DM Server. A group of tree structured Management Objects are used to manage the device.

5.1.2
Architecture
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Figure 5.3 Architecture and reference points

As is shown fromFigure 5.3[i.1], the layout is the architecture of OMA Device Management. Two kinds of functional components compose the DM Enabler which is DM Server and DM Client. Component Smart Card, OTA Provisioning Server and CP Enabler are outside of the DM Enabler used to bootstrap the DM Client.

5.1.3
Reference point

5.1.3.1
Introduction

In this chapter six kinds of interfaces between the reference points on DM Server, DM Client, Smart Card, OTA Provision Server and CP Enabler are introduced. Also the procedures of packages exchanged on these interfaces are also briefly introduced.

5.1.3.2
DM-1 DM Client-Server Notification

This provides an interface over which the DM Servers may send device management notification to the DM Clients. This is an interface that is bearer neutral and can operate over many protocols such as WAP Push and SIP Push.

5.1.3.3
DM-2 DM Client-Server Protocol

This provides an interface over which the DM Servers may send DM Commands to the DM Clients and the DM Clients may return status and alerts to the DM Servers. This is an interface that is bearer neutral and offers many standardized bindings including HTTP and HTTPS. This interface MAY be exposed over an airlink-based data bearer protocol (e.g. GPRS) to provide over-the-air device management capability.
5.1.3.4
DM-3 DM Bootstrap Profile via Smart Card

The DM Client may be initially provisioned via a file on a Smart Card. This file contains a series of DM Commands to set or replace configuration settings in the DM Client. This is a one-way interface with no feedback from the DM Client. The only expected result is the DM Client connecting to the DM Server at the next practical opportunity.

5.1.3.5
DM-4 DM Bootstrap Profile OTA

The DM Client may be initially provisioned via a file sent by some push protocol This file contains a series of DM Commands to set or replace configuration settings in the DM Client. This is a one-way interface with no feedback from the DM Client. The only expected result is the DM Client connecting to the DM Server at the next practical opportunity.

5.1.3.6
CP-1 CP Bootstrap Profile

The DM Client may be initially provisioned via the CP enabler. This is a one-way interface with no feedback from the DM Client. The only expected result is the DM Client connecting to the DM Server at the next practical opportunity.

5.1.3.7
DM-6 DM Server-Server Interface

This provides an interface over which DM Servers may send management commands to other DM Servers and receive responses from other DM Servers for delegation. This is an interface that is bearer neutral and offers many standardized bindings including HTTP and HTTPS.
5.1.3.8
Procedures

The interaction between Client and Server is achieved by Packages. Five kinds of Packages compose the OMA protocol between the reference points. OMA DM Protocol consists of two parts: setup phase (authentication and device information exchange) and management phase. Management phase can be repeated as many times as the DM Server wishes. The setup phase is composed of Pachage#0, Package#1 and Package#2. The management phase is composed of Package#3 and Package#4 as shown in Figure 5.4[i.2].
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Figure 5.4 DM phases

5.1.4
Protocol

5.1.4.1
Protocol Stack
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Figure 5.5 Protocol Stack

As shown in Figure 5.5, the protocol stack of OMA DM is mainly composed of five layers. 

5.1.4.2
Application MO

The Management Object is built on top of the DM Protocol to be transferred to fulfil the management of devices. MO is implemented in the device with DM Client and DM Server to carry on the management. DM Server manages the device by operation to the MO through DM Client. The introduction to the MOs will be shown in chapter 5.1.5
Functions.

5.1.4.3
DM Protocol

DM Protocol is the Packages exchanged between the entities of OMA DM. As is described in the reference point part. OMA DM uses these Packages to exchange the MO between DM Client and DM Server.

5.1.4.4
DM Representation

OMA DM uses DM representation syntax and semantics for device management. The DM representation protocol is defined by a set of messages that are conveyed between entities participating in a DM operation. The messages are represented as an XML document.

The DM representation protocol also can be identified as a MIME content type. MIME is the Internet standard for identifying multipurpose message contents. It provides a useful mechanism for differentiating between different content and document types.

The DM representation protocol supports protocol models that are based on a request/response command structure, as well as those that are based on a "blind push" command structure.

The DM representation protocol embodies the concept of a DM Package. The DM Package performs some set of operations. This conceptual "package" permits either a "batch" of multiple operations put together in a single DM Message or conveyed as separate DM Messages, each containing a single operation. DM Messages are the body of the MIME entities.

A DM Message is a well-formed XML document and adheres to the DTD. 
OMA DM uses SyncML as the container for the DM Message. SyncML was first designed and used by OMA CP, and was reused by OMA DM. SyncML provides a set of tags and syntaxes to mark up the language to be unstandable to both DM Clients and DM Servers.

5.1.4.5
Binding to transports and Transports

OMA DM provides five ways for transporting DM Messages, HTTP, OBEX, WSP, SIP and Push OTA as shown in Figure 5.6 OMA DM Transports.
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Figure 5.6 OMA DM Transports

5.1.5
Functions

5.1.5.1
Introduction

The device management functionalities are achieved by the Management Objects defined by OMA DM and some other third party organizations.

5.1.5.2
The MO tree
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Figure 5.7 MO tree

OMA DM uses Management Object to management the device. The MOs forms a tree structure and the tree is stored with the client. Each MO in the tree is a node. If the MO has child Nodes, the MO is an Interior Node. Otherwise, the MO is a Leaf Node. Nodes in the Management Tree can be either permanent or dynamic. 

Permanent Nodes are typically built in at device manufacture. Permanent Nodes can also be temporarily added to a device by, for instance, connecting new accessory hardware. However, a DM Server cannot create or delete permanent Nodes at run-time. An attempt by a DM Server to delete a permanent Node will return status (405) Command not allowed.  The same status code will also be returned for all attempts to modify the Name property of a permanent Node. 

Dynamic Nodes can be created and deleted at run-time by DM Servers. The Add command is used to create new Nodes. The Delete command is used to delete Dynamic Nodes and all their properties. If a deleted Node has children, i.e., is an Interior Node, the children MUST also be deleted.
5.1.5.2.1
Standard Objects

There are four kinds of MOs that MUST be supported by DM Client and DM Server. The four MOs are to expose the basic information of the DM Client and for the DM Server to perform managements.

Clients implementing OMA DM MUST support DM Account management object, DevInfo management object, DevDetail management object and Inbox management object. OMA DM servers MUST support all four management objects as well.
	Management Object
	Reference
	Description

	DMAcc
	OMA-TS-DM_StdObj-V1_3
	Settings for the DM client in a managed device.

	DevInfo
	OMA-TS-DM_StdObj-V1_3
	Device information for the OMA DM server. Sent from the client to the server.

	DevDetail
	OMA-TS-DM_StdObj-V1_3
	General device information that benefits from standardization.

	Inbox
	OMA-TS-DM_StdObj-V1_3
	Reserved URI where the device SHOULD use the management object identifier to identify the absolute URI.


Table 5.1 Standard Objects

The difference between DevInfo and DevDetail is that the DevInfo parameters are needed by the management server for problem free operation of the OMA DM protocol. The DevInfo object is sent from client to server in the beginning of every session. 

DevDetail contains other device specific parameters that benefits from being standardized and mandatory. The only difference is that these parameters are not sent from client to server automatically. Instead, these parameters are managed by servers as any other parameters and can be manipulated using OMA DM commands.
5.1.5.2.2
Other Management Objects

Besides the four Standard Objects, there may be other Management Objects to carry on further management functionalities as well. Some of the MOs can be seen from the following table.

	Management Object
	Reference
	Description

	SCOMO
	OMA-ERP-SCOMO-V1_1
	Device information collection, remote configuration, software management

	DIAGMON
	OMA-ERP-DiagMon-V1_2
	Diagnostics and monitoring

	DeltaRecMO
	OMA-ERP-DeltaRecMO-V1_0
	The creation of Delta Records on the device to allow for fast synchronization of DM Trees between DM Client and Server, and a mechanism for the DM Server to track changes applied to the Client DM Tree MOs and provide a change log history for the device.

	GwMO
	OMA-ERP-GwMO-V1_0
	Managements to devices throught a gateway.

	SACMO
	OMA-ERP-SACMO-V1_0
	Enable DM operations to be applied according to workflow scripts in the device, whereby any combination of operations on existing Management Objects can be applied and conditionally executed, with just the combined result being reported back to the DM server.

	ListMO
	OMA-ERP-ListMO-V1_0
	The enabler defines the MO to list the Management Objects supported by the OMA DM Client resident on the device and exposed by the device. It would allow a Device Management Server to easily retrieve the list of the supported MOs and specific details.


Table 5.2 Other MOs
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