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2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
OMA-RD-LightweightM2M-V1_0”OMA Lightweight Machine to Machine Requirement” 
[i.2]
OMA-AD-LightweightM2M-V1_0 “OMA Lightweight Machine to Machine Architecture” 
[i.3]
OMA-TS-LightweightM2M-V1_0 “OMA Lightweight Machine to Machine Protocol” (work on progress)
[i.4]
Shelby, Z., Hartke, K., Bormann, C., and B. Frank, "Constrained Application Protocol (CoAP)", draft-ietf-core-coap-14 (work in progress), Sept 2012.
[i.5]
Rescorla, E. and N. Modadugu, "Datagram Transport Layer Security Version 1.2", RFC 6347, January 2012.
3.3
Abbreviations

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

OMA
Open Mobile Alliance

MO
Management Object

UDP
User Datagram Protocol
SMS
Short Message Service

UI
User Interaction

CoAP
Constrained Application Protocol
DTLS
Datagram Transport Layer Security
5
Introduction of existing technologies
5.X
Introduction to OMA LightweightM2M (LWM2M)

5.X.1
Description

OMA Lightweight M2M is a protocol for device and service management for M2M. The main purpose of this technology is to address service and management needs for constrained M2M devices, over a number of transports and bearers. The crucial aspects in this work are:

· The target, that is a variety of devices “constrained” at very different levels 

· Data collection and remote controlling without complex computing and UI operations 

· The optimization of network resources, as a very large numbers of devices may be connected to the communication network simultaneously 

· The fusion of device functionalities management and service manipulation in a single protocol 

From the implementation view, the LWM2M has the following features:

· Suitable for really resource constraint devices 

· Compact binary packet
· Support Binary Data Format and JSON format
· Easy to be implemented (reusing implementation of IETF technologies)
One of typical use cases of using LWM2M technology is a firmware upgrade of streetlight [i.1].
1. A Streetlights supervisor is responsible to manage streetlights system. (There are thousands of streetlights in the city and low-cost LWM2M Devices embedded in the streetlights.)

2. The supervisor needs to remotely upgrade of the firmware of a specific streetlight or a group of streetlights.
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Figure X. Firmware Upgrade of Streetlight of Use Case using LWM2M
5.X.2
Architecture
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Figure X+1. LWM2M Architecture
As shown in the Figure X+1, the layout is the architecture of LWM2M [i.2]. The Components specified by OMA LWM2M compose the LWM2M enabler which specifies the LWM2M Server / LWM2M Client interface. LWM2M Server and LWM2M Client are typically instantiated in an M2M Server and an M2M Device.
Based on the deployment scenario, the LWM2M Server has the bootstrapping capability itself, or the LWM2M Bootstrap Server exists separately for security reasons.
5.X.3
Reference Point

This section introduces the interfaces carried over the reference point consisting of two main components LWM2M Server and LWM2M Client.
5.X.3.1
Functional Components
5.X.3.1.1
LWM2M Server

The LWM2M Server is a logical component which serves as an endpoint of the LWM2M protocol.

5.X.3.1.2
LWM2M Client
The LWM2M Client is a logical component. This LWM2M Client serves as an endpoint of the LWM2M protocol, and communicates with the LWM2M Server to execute the operations from the LWM2M Server and report results of the operations for the device management and the service enablement.

5.X.3.2
Interfaces
There are four interfaces supported by the reference point between LWM2M server and LWM2M Client. The logical operation of each interface is defined as follow.
· Device Discovery and Registration
This interface allows the LWM2M Client do the Device Registration. This procedure lets the Server know the existence and information (e.g., capability) of the LWM2M Device so that LWM2M Server can perform M2M services and device management on the LWM2M Client.

· Bootstrap

This interface is used to initial parameters and configurations on the LWM2M Client so that the Client can register to the Server after bootstrap procedure has completed.
· Device Management and Service Enablement 

This interface allows the LWM2M Server to perform the device management and M2M service enablement. Over this interface, the LWM2M Server can send operations to the Client and gets response of the operations from the Client.
· Information Reporting
This interface allows the LWM2M Client to report resource information to the LWM2M Server. This Information Reporting can be triggered periodically or by events. 
5.X.4
Protocol

5.X.4.1
Protocol Stack
The LWM2M has the protocol stack defined as below.
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Figure X+2. LWM2M Protocol Stack
· LWM2M Objects: LWM2M Objects are designed for each functionality the LWM2M enabler provides. The LWM2M specification [i.3] provides Standard Objects. Other Objects may be added by OMA, external SDOs or vendors to enable certain M2M Services. (E.g. the IPSO alliance has already started developing LWM2M Objects.)
· LWM2M Protocol: LWM2M protocol defines logical operations and mechanisms per each interface. 

· CoAP: The LWM2M utilizes the IETF Constrained Application Protocol [i.4] as an underlying transfer protocol across UDP and SMS bearers. This protocol defines the message header, request/response codes, message options, and retransmission mechanisms. The LWM2M only uses the subset of features defined CoAP. 
· DTLS: DTLS [i.5] is used to provide security channel between the LWM2M Server and the LWM2M Client for all the messages interchanged. 
· UDP Binding with CoAP (Mandatory): NoSec mode and reliability over the UDP transport is provided by the built-in retransmission mechanism of CoAP.

· SMS Binding with CoAP (Optional): CoAP is used over SMS by placing a CoAP message in the SMS payload using 8-bit encoding.
5.X.4.2
Resource Model
In the LWM2M Enabler technical specification [i.3], a simple resource model is described. Basically, a resource made available by resource model of the LWM2M Client is a Resource, and Resources are logically organized into Objects. Figure X+3 illustrates this structure, and the relationship between Resources, Objects, and the LWM2M Client. The LWM2M Client may have any number of Resources, each of which belongs to an Object.
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Figure X+3. LWM2M Resource Model [i.3]
Resources are defined per Object, and each resource is given a unique identifier within that Object. Each Resource is designed to have one or more Operations that it supports. A Resource may contain multiple instances dependent on the Resource definition in Object specification.
An Object defines a grouping of Resources, for example the Firmware Object contains all the Resources used for firmware update purposes. The LWM2M enabler defines standard Objects and Resources and other Objects may be added to enable a certain M2M Services.
Object shall be instantiated either by the LWM2M Server or the LWM2M Client, which is called Object Instance before using the functionality of an Object. After Object Instance is created, the LWM2M Server can access that Object Instance and Resources in the Object Instance.
Note: Support of linking a resource to another object is currently under discussion in OMA.
5.X.4.3
Interface Descriptions

5.X.4.3.1
Device Discovery and Registration
The Device Discovery and Registration Interface are used by a LWM2M Client to register with one or more LWM2M Servers, maintain each registration, and de-register from the Server(s). When registering, the LWM2M Client indicates its Endpoint Name, Client registration lifetime, the list of Objects the Client supports and available Object Instances. The registration is soft state, with a lifetime indicated by the registration lifetime. The LWM2M Client periodically performs an update of its registration information to the registered Server(s). If the lifetime of a registration expires without receiving an update from the Client, the Server removes the registration. Finally, when shutting down or discontinuing use of a Server, the Client performs de-registration.
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Figure X+4. Example of Registration Procedure
5.X.4.3.2
Bootstrap
Bootstrap process is used to provision essential information into the LWM2M Client to make the LWM2M Client be able to register to a certain LWM2M Server. There are four modes for bootstrapping.

· Manufacturer pre-configuration: the LWM2M Client is already provisioned at manufacturer stage. The pre-configuration data can be stored in a storage of the LWM2M Client.
· SmartCard provisioning: When the Device supports a SmartCard and retrieval of bootstrap message from SmartCard is successful, the LWM2M Client processes the bootstrap message from the SmartCard and apply it to the Device configuration

· Client initiated Bootstrap: the LWM2M Client retrieves the bootstrap message from a LWM2M Bootstrap Server in this case the LWM2M Client needs to be pre-provisioned at the manufacturer stage with a bootstrap Server URI.
· Server initiated Bootstrap: the LWM2M Server provision the bootstrap message to the LWM2M Client after recognizing the existence of the LWM2M Device.
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Figure X+4. Four Modes for bootstrapping

5.X.4.3.3
Device Management and Service Enablement
This interface is used by the LWM2M Server to access Resources available from a LWM2M Client using Create, Read, Write, Delete, or Execute operations. The operations that a Resource supports are defined in the definition of its Object.
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Figure X+5. Example of Device Management and Service Enablement Interface
5.X.4.3.4
Information Reporting
This interface is used by a LWM2M Server to observe any changes in a Resource on a LWM2M Client, receiving notifications when new values are available. (Note: this procedure is similar to the operation of notification procedure in M2M service) This observation relationship is initiated by sending an Observe operation to the L2M2M Client for an Object Instance or Resource. An observation ends when a Cancel Observation operation is performed.
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Figure X+6. Example of Information Reporting Interface
5.X.5
Functions
A first set of standard Objects for the LWM2M 1.0 enabler have been developed. The Standard Objects are intended to support a variety of functionalities to manage LWM2M Devices. OMA might create further objects in future. Furthermore, other organizations and companies may define additional LWM2M Objects for their own M2M services using according to LWM2M Object Template and Guideline Annex in [i.3]. 
· Server: data, configuration and security data related to a LWM2M server
· Access Control: to check whether the LWM2M server has access right for performing an operation

· Device: provision of a range of device related information, device reboot and factory reset function

· Connectivity: provision of management of parameters related to underlying network connectivity

· Firmware: provision of firmware management, installing and updating new firmware
· Location: provision of location information of the LWM2M devices
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