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1. Introduction

A smart meter system includes a smart meter, communication infrastructure, and control devices. Smart meters can communicate and execute control commands remotely as well as locally. Smart meters can be used to monitor and also to control all home appliances and devices at the customer’s premises. They can also collect diagnostic information about the distribution grid, home appliances, and can communicate with other meters in their reach. They can measure electricity consumption from the grid, support decentralized generation sources and energy storage devices, and bill the customer accordingly. Keeping in view the advantages of smart meter, it is necessary to have a data access mechanism both for customers and utility companies. The data generated through smart meters should be shared with customers in an effective manner within a certain interval of time. The customer and utility company will then be able to devise their plan on the utilization of electricity by the buildings, homes and individual devices. 

 2. Application Structure for Smart Metering Service
Figure 1 shows the architecture of proposed system. This layered architecture shows that the services run on web server. There are two kinds of services we offered in this prototype model. The push service is used to send the information to the customers without an explicit request made by the users. The users set preferences for receiving push information. The user preferences include; the type of information (average utilization of devices, devices performance, Max, Min etc), the schedule time for information (date & time), the period of information (weekly, bi-monthly monthly etc) and action upon receiving information. Besides the full services are offered on the idea of anytime, anywhere access to information. The customers will be able to retrieve any kind of information.  The customers must make an explicit request for pull services. The requested information will be directed to the requesting customer. The application server is responsible for all the processing of data. The sensor data (smart meter sensors) will be handled at the middleware level, where the missing data, duplicate data and outliers will be handled. 
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Figure 1. Smart Metering System Architecture.
Besides, the raw data can also be passed to database on the application server (we prefer to process the data for effective results). Once data received in the application server’s database, it will be aggregated at the certain parameters. The application server will entertain any request from the web server. The application server will also prepare the utilization reports on the due time and will send to the web server with respective customer information.
The flow diagram is shown in Figure 2. The client application is running on client system while the server application is running on application server. The bridging between the client applications and the application server we use a web server to handle the requests from customers coming from a web application. The device entity will have two functionalities i.e. device control, device utilization status and device functional status. 

The Sequence of processes is as follow:

· Servers running on server providing services to clients.

· The clients/smart meter request server for connection.

· The server allows the connection.

· The smart meter sends information regarding the consumption of energy of each electronic appliance connected to smart meter.

· The smart meter data is processed at the middleware level

· The processed data is stored in the Database at the application server

· The customer can request for two things; a) customer information, b) power consumption (individual devices, consumption during a time period)

· If the power system fails due to fault in customer devices, the user can request the information of each device.

· The server read the requested information from the database and sends it to the customer.

· The server analyzes the data of each device for fault detection within customer appliances.

· The customer can also control the home appliance by switching on or off.
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Figure 2. Flow Diagram of the Smart Meter using Open API
2.1 Web Services for Sharing Information
Until now we just have given access to the users though the interface that links the users with the data server. However this is not enough to make the information available more globally for the other web applications or software agents. Therefore to overcome this issue here we introduce the web services for our system. Similar to web interface web service can be considered another approach to provide information to computational agents and programs. Our web services were designed in C# using Simple Object Access Protocol (SOAP) and were deployed on .Net web application server. SOAP is a simple XML based messaging protocol responsible for transferring data between different web services. It is built using XML and relies on common Internet transport protocol like HTTP to transport its messages. SOAP allows communication among interacting web services by implementing a request/response model and using HTTP to access networks protected by firewalls, which do not currently prevent HTTP and FTP service requests. Figure 4 shows the binding configuration of the devices using SOAP. 

The following APIs are built as a prototype for providing the user and device services to the smart meter customers. 

· Customers Information

· Device Information

· Data processing

· Data aggregation

· Data display to the customers

The customer’s information API is working to handle the customer requests. The customers have to login to the system with their registered login information.  The customer information handling method provides the view to the users with their preferred information.  Besides this API also communicate with the device information API to provide the registered devices with each user. Device information API handles all the processing regarding the devices. The users register the list of their devices connected to the smart meter. Updated information is provided to user at a specified interval of time. Data processing API is working to handle the entire data format. It handles the data provided by the user during registration or providing a query to access some information. The data aggregation API plays a vital role in the system. For the purpose of this prototype system we build only Max, Min and average aggregators. This aggregated data is gathered on the user set interval of time. This API aggregate the data as per the user set preferences and pass those information to the data display API. The data display API show the data to the customers regarding their registered devices and set preferences.  Figure 5 shows the configuration of services. We have configured five services namely TimeService, AddService, SubService, CustomerInformationService and DeviceControlService.  The Time Service is used to read system time, calculate and extract the data from the database using the requested time duration. The add service is used to add the newly arrived data to the database. Sub service is used to aggregate the data based on the requested parameters. The Customer information service is used to fetch the customer information from the database which can be used for various purposes like, sending utilization reports, intimating about device faults etc. The device control service is used to calculate the utilization of each device, alongside finding any device fault based on outliers detected. The device control is also used to control the devices as per the user set preferences. However this service is not fully implemented in this work.

Annex :  Simulation and Results

The proposed services are tested with random data. The two web services i.e. customer service and device service were run on server machine. The client has some device connected to smart meters. The devices send their status and power utilization to the server. The customer is facilitated with the device information like utilization of electricity during a requested interval of time and the status of the device in a given interval of time. The server performs the aggregation of data as per the request of the customers. Figure A-1 shows the services running on the server.
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Figure A-1. Service running
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Figure A-2. File Menu options
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Figure A-4. Fault management service


Figure A-2 shows the file menu. There are 3 options in this menu i.e. customer management, device management and exit. The customer management is used for customer information and the device management is used for device information, current status of the device and usage of a selected device. Exit function is used to terminate the current session.
Figure A-3 show the customer management form, where customer can get the basic information. The customer must select ID for getting the information and will receive the name, address, contact number and last month usage of the electricity units. The server performs the aggregation of the customer’s device utilization and will transfer it to the customer upon his request. The customer will provide the time interval and type of aggregation like average, mean, percentage of the total utilization of single device etc. Besides, the customer can select the device and list of devices, for which he wants to receive the information.

Figure 9 shows the aggregated information over a specified interval of time. The user can view the devices utilization information in different ways, like the user can view the utilization of all the registered devices in a specified interval of time. The aggregation option gives the user an opportunity to view the average utilization of all the devices, minimum utilization and the maximum utilization.
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