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6.2.4.2.1
Device Management Server Interaction

6.2.4.2.1.1
Overview
The DMG CSF has the capability to utilize Device Management Servers from existing device management technologies (e.g. OMA-DM, TR-069) to implement the Device Management Functions. 

A Device Management Server may be located in the Underlying Network using the Z reference point as depicted in Figure 1 or the Device Management Server may be located in the M2M Service Layer as depicted in Figure 2. 
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Figure 1 - Device Management Server in Underlying Network
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Figure 2 - Device Management Server in M2M Service Layer

In Figure 1 and Figure 2, the ms, mc and la interfaces represent the following:

· ms: The interface between the Management Server of the existing device management technology and the DMG.
· mc: The interface between the Management Server and the Management Client of the device management technology. This interface is out-of-scope of this specification as it is completely dependent on the device management technology.
· la: The interface between the Management Client of the device management technology and the DMG. 
The CSE can enable DMG CSF communication via the:
· The Y reference point 

· Over the mc interface via the la and the ms interfaces
The use of the Y reference point for device management is further described in Section zzzz.
The Device Management Server and Device Management Client are depicted with dashed lines as these entities may be implemented as an entity external to the node or they may be implemented as an entity embedded within the node.

The ms interface is functionally the same interface regardless if the Device Management Server resides in the Underlying Network or the Service Layer. The only distinction between Figure 1 and Figure 2 is the determination of the ownership of the resources managed by the Device Management Server. The ownership of the resources for a Device Management Server is determined by associating a Device Management Resource with the Device Management Server. This association occurs when the Device Management Resource is created and maintained. The lifecycle of a Device Management Resource is described in Section zzzz.
Since the selection of a Device Management Server is based on the associated Device Management Resource, the DMG CSF shall be capable of interacting with multiple Device Management Servers in order to implement the Device Management Functions. 

6.2.4.2.1.2
Device Management Server – Access Permissions
When an operation on a Resource is performed the access permissions are checked by the security functions described in the Security CSF. The Security CSF uses the information in the Access Rights associated with the Resource to determine if the requested access to the Resource is granted. When the operation for the Resource utilizes the Device Management Server, the Access Right of the resource shall be used when translating the access permissions of the Resource into the security mechanism utilized by the Device Management Server in order to authorize access to the translated Resource.
The translation procedure using the Access Right is out of scope of this specification as it is dependent on the Device Management technology and implementation of the Device Management Server. 
In addition, implementations should utilize the Role Based Access Control (RBAC) security mechanism described in Section zzzz to authorize access to Resources. The RBAC security mechanism inherently ties the Resource that is being translated to service subscriptions, devices and applications which are useful in translating the access permissions to the Device Management Server implementation for resource authorization.
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