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6.2.4.1.2
Management Server Interaction

6.2.4.1.2.1
Overview

The DMG CSF in the IN has the capability to utilize Management Servers from existing device management technologies (e.g. OMA-DM, TR-069) to implement the Device Management functions. The IN-DMG-MA communicates with the Management Server using the "ms" interface that is provided by the Management Server. Note that "ms" interface is outside the scope of this specification. 
The IN-DMG-MA takes the following roles:

· Protocol Translation between DMG and the Management Server
After the DMG receives the requests from the request Originator, the IN-DMG-MA translates the requests from the request Originator to requests with associated identifiers that can be understood by the Management Server. Likewise the IN-DMG-MA translates events from the Management Server and delivers the events to M2M Entities (e.g., AE, CSE) that are subscribed to the event. When the Management Server is embedded within the IN-DMG, the Management Adapter translates the request and accepts events in the protocol understood by the Management Client.
· Interaction with the Management Server
By using "ms" interface, the IN-DMG-MA can communicate with the Management Server. This is for delivering the requests from the request Originator to the Management Server, or receiving information from the Management Server that will be notified to subscribed M2M Entities (e.g., AE, CSE). The comminication between the IN-DMG-MA and the Management Server requires an establishment of a session. The establishment of a session between the IN-DMG-MA and Management Server shall provide security dimensions for Access control, Authentication, Non-repudiation, Data confidentiality, Communication security, Data integrity and Privacy. The IN-DMG-MA may utilize a policy that defines the circumstances of when a  session between the IN-DMG-MA and Management Server is established and torn down.
· Management Server Selection
When the IN-DMG-MA communicates with multiple Management Servers that have the different level of access rights to resources from the Management Server. The IN-DMG-MA selects the proper Management Server that has the access rights to perform the management requests. In order to obtain the knowledge of which resources are managed by a Management Server, the access right information for resources from Management Servers may be discovered using the "ms" interface.
· Discovery of Technology Specific Resources

When the IN-DMG-MA maintains information (i.e., metadata, values) of the technology specific resources managed by a Management Server using the “ms” interface, the IN-DMG-MA shall be capable of discovering and be kept up to date regarding the technology specific resource’s information that are managed by the IN-DMG and a Management Server.
A Management Server may be located in the Underlying Network using the Mcn reference point as depicted in Figure 6.2.4.1.2.1-1 or the Management Server may be located in the M2M Service Layer as depicted in Figure 6.2.4.1.2.1-2.
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Figure 6.2.4.1.2.1-1: Management Server in Underlying Network
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Figure 6.2.4.1.2.1-2: Management Server in M2M Service Layer
The "ms" interface is functionally the same interface regardless if the Management Server resides in the Underlying Network or the Service Layer. However, the access rights that the Management Server has for resources from the management technology can be different depending whether the Management Server resides in the Underlying Network or in the Services Layer. For example in Figure 6.2.4.2.1.1-1, the Management Server in the Underlying Network controls access of the exposed resources from the management technology while, in the Figure 6.2.4.2.1.1-2, the Management Server in the M2M Service Layer controls access to the resources. 

6.2.4.1.2.2
Management Server – Access Permissions

When an operation on a M2M Service Layer Resource is performed, the access permissions are checked by the security functions described in the Security CSF. The Security CSF uses the information in the Access Rights associated with the Resource to determine if the requested access to the Resource is granted. 

If the access to the Resource is granted and the operation for the Resource utilizes Management Server external to the service Layer, the DMG CSF selects one or more among the authenticated Management Servers necessary to access the requested resources. 

Editor's Note:  The procedure for selecting the Management Server is FFS
6.2.4.1.2.3
Management Server – Technology Specific Resource Discovery

A IN-DMG-MA discovers information of the technology specific resources managed by a Management Server using the “ms” interface. The discovery of this information includes the:

· M2M Devices, devices in the M2M Network and M2M Applications to which the Management Server has access. 
· The metadata associated with the technology specific  resources associated the M2M Devices, devices in the M2M Network and M2M Applications. This metadata would include items such as the supported data/object model.
With the information discovered from a Management Server, the IN-DMG-MA is able to make the appropriate selection of a Management Server when an interaction with a Management Server is required.
The IN-DMG-MA shall be capable of being kept up-to-date of the changes in the M2M Devices, devices in the M2M Network and M2M Applications or the metadata of the technology specific resources associated the M2M Devices, devices in the M2M Network and M2M Applications. The reason that the IN-DMG-MA needs to be kept up-to-date of the changes is that a Management Server has the capability of adding, removing and updating the M2M Devices, devices in the M2M Network and M2M Applications that it manages outside the context of the IN-DMG-MA. So as these managed entities within the Management Server change the Management server will report these changes to the M2M Service Layer.
In addition, the IN-DMG-MA may maintain the value associated technology specific resources associated the M2M Devices, devices in the M2M Network and M2M Applications. As such the IN-DMG-MA may be capable of being kept up-to-date of the changes in the values of technology specific resources associated the M2M Devices, devices in the M2M Network and M2M Applications.
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