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Access Control Attributes: Set of parameters of the originator, target resource, and environment against which there could be rules evaluated to control access.

NOTE:
An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.

Access Control List [i.4]: list of permissions to grant access to an object.
Editor’s note:
Use of “Permissions” or “Privileges” in this definition is FFS.

Access Control Role: Security attribute associated to an entity defining the entity’s access rights or limitations to allowed operations.

NOTE:
One or more operations can be associated to an Access Control Role. An Access Control Role can be associated to one or more entities and an entity can assume one or more Access Control Roles.

Access Decision:  Authorization reached when an entity’s Privileges, as well as other Access Control Attributes, are evaluated.

Abstraction: the process of mapping between a set of Device Information Models and an Abstract Information Model according to a specified set of rules.

Abstract Information Model: Information Model of common functionalities abstracted from a set of Device Information Models.
Analytics: Processing which makes use of data to provide actions, insights and/or inference.
M2M Application: applications that run the service logic and use M2M Common Services accessible via a set of oneM2M specified open interfaces. Specification of M2M Applications is not subject of the current oneM2M specifications.

M2M Application Infrastructure: equipment (e.g. a set of physical servers of the M2M Application Service Provider) that manages data and executes coordination functions of M2M Application Services. The Application Infrastructure hosts one or more M2M Applications. Specification of Application Infrastructure is not subject of the current oneM2M specifications.

M2M Application Service: an M2M Application Service is realized through the service logic of an M2M Application and is operated by the User or an M2M Application Service Provider.

M2M Application Service Provider: is an entity (e.g. a company) that provides M2M Application Services to the User. 

M2M Area Network: Is a form of an Underlying Network that minimally provides data transport services among M2M Gateway(s), M2M Device(s), and Sensing&Actuation Equipment. M2M Local Area Networks can use heterogeneous network technologies that may or may not support IP access. An M2M Area Network technology is characterized by its physical properties (e.g. IEEE_802_15_4_2003_2_4GHz), its communication protocol (e.g. ZigBee_1_0) and potentially a profile (e.g. ZigBee_HA)
Authentication [i.8]: A process that establishes the source of information, or determines an entity’s identity.

Authorization [i.2]: The granting of rights, which includes the granting of access based on access rights.
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