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This document contains Questions about oneM2M Functional Architecture specification, which needs feedback or confirmation from oneM2M.

Scenario Assumption

Assuming the deployment scenario shown in Figure 1, it could be considered as a 802.15.4/IPv6/RPL based Home Automation scenario.
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Figure 1 Use Case

Suppose we deploy Sensors and Gateways in rooms and they are connected using 15.4 technology to Server. Each room is separated by walls to each other which wireless signal cannot pass through. Thus, the wireless connection established is shown in Figure 1 as the lines connecting nodes.

Gateway used here is assumed to use 802.15.4 with IETF IPv6 and RPL routing protocol, so that ALL Gateways and Nodes are directly accessible by the Server (IP End to End Direct Accessibility); the Server could send request to any node directly. 
This underlying IoT network forms a multi-hop wireless sensor network on which we can implement oneM2M Service Layer, and use the OMA LWM2M-based Device Management. For this, some clarifications are sought about some parts of the standard, as described below.
Connectivity/Topology of oneM2M

What we understand from oneM2M Functional Architecture specification is that oneM2M allows both registrations shown in Figure 2 and Figure 3 of the Scenario.
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Figure 2 One Hop Registration

The most common way is that Gateway acts as MN and Sensor acts as ASN. The registration and registration direction follows wireless communication connection towards the Server. It forms a tree-like, multi hop oneM2M network.

In this case, it is natural that oneM2M allows the CSE to communicate with the network layer (e.g. RPL) for routing status and policies through the Mcn reference point. And oneM2M CSE could support Communication Management and Delivery Handling (CMDH) CSF better.
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Figure 3 Direct Registration

Shown in Figure 3, due to the direct, bidirectional accessibility of the network layer (IPv6, RPL), all Gateways and Sensors could act as ASN and all directly register to the Server (IN), which may be allowed by oneM2M.

In this case, oneM2M CSE may still get routing information from Underlying Network Service Layer (NSE, here, maybe RPL), but it will directly access and response to IN.

Needs to be confirmed:

Q1.MAS-2015-0558
· OneM2M allows both CSE registration methods when network direct accessibility is granted.
oneM2M defines Mcn reference point for utilizing Network Service Layer capabilities, but as oneM2M is at higher protocol level, it does not depend on NSL to work properly.

So we think oneM2M allows both CSE registration methods, but it may prefer One Hop Registration method presented as Figure 2. Thus oneM2M could take the advantage of Mcn reference point for better multi hop mechanism support.

Needs to be answered:

Q2.MAS-2015-0558
· If One Hop Registration is used in a direct accessible network, is it allowed that NoDN exists between IN/MN or MN/MN or MN/ASN for network layer forwarding functions only?

Here, consider a simple network shown as Figure 4. The network layer is still based on IPv6 and RPL which enables any node bidirectional end to end accessibility.
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Figure 4 NoDN Existing IoT Network

In this network, it is possible that the operator deploys some nodes for routing function only and has no any other protocol stack support. For IPv6, RPL enabled network, operator could deploy nodes with IPv6, RPL protocol stack only to provide better network connectivity and network coverage. These nodes do not break the end to end direct accessibility of the network, and they are considered as NoDN in oneM2M.

If this happens, the registration relationship of oneM2M and network layer may be shown in Figure 4. There will be topology / connection relationship inconsistency between oneM2M layer and network layer.

This situation could be discovered by oneM2M node by comparing CSE registration information and network routing information coming from Mcn reference point. It also could be discovered when reusing external device management protocol by comparing their network topology.

This situation is not harmful for network. But the inconsistency may cause issues for a not carefully designed oneM2M protocol implementation.

The question here is: is NoDN between IN and MN or MN and MN or MN and ASN allowed in oneM2M architecture? It seems that oneM2M does not provide explicit clauses to prohibit it.

Device Management Procedure Flow

Consider that we are using LWM2M as Device Management protocol under oneM2M. Assuming the scenario shown as Figure 1 and that oneM2M uses one hop registration shown as Figure 2, the architecture could be considered as Figure 5.
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Figure 5 LWM2M under oneM2M with One Hop Registration

In this case, IN-DMG-MS is LWM2M Server (LW/S), MN-DMG-MC and ASN-DMG-MC is LWM2M Client (LW/C). To satisfy LWM2M specification requirements, MN-DMG-MC will cooperate with a LW/S for multi hop support.
Needs to be confirmed:

Q3.MAS-2015-0558
· The Device Management Resources CAN be kept in DMG-MS or DMG-MC when reusing external DM protocol.

For this case, the Device Management Resources CAN be kept in LWM2M side when reusing LWM2M under oneM2M.

When reusing external DM protocol, the oneM2M specification does not define who will keep the DM resources.

From implementation perspective, it makes sense that LWM2M keeps the resources, using LWM2M protocol to maintain them and let oneM2M IN to access them through the only ms reference point. Definitions of TS-0001-§6.2.4.1.2 Management Server Interaction and TS-0001-§6.2.4.1.3 Management Client Interaction do not prohibit such implementation selection.

When the resource is accessed, IN could reach it through DMG-MA and the LWM2M protocol stack.
Needs to be confirmed:
Q4.MAS-2015-0558
· OneM2M side issued DM requests MUST flow through IN-CSE-DMG-MA to IN-DMG-MS.

OneM2M side issued DM requests means that DM requests are issued by IN/MN/ASN-AE or by MN/ASN-CSE but targets DM resources out of itself.

TS-0001-§6.2.4.1.1, paragraph 1, “When the device management technology is used to manage the MN, ASN or ADN, the DMG of the IN translates or adapts the management related requests from other CSEs or from AEs to the device management commands of the corresponding device management technology”. And it is not clear what the sentence “Only one Management Adapter is shown in the DMG although it can interact with Management Server using different management technologies.” means; is it that there could be only one protocol translator and that it should reside in IN-DMG-MA?
From TS-0001-§6.2.4.1.2, Management Server Interaction, IN-DMG-MA could only have protocol translation, message forwarding and external resources discovering capabilities. And from TS-0001-§6.2.4.1.3, Management Client Interaction, MN/ASN-DMG-MA mainly have discovering external resources function.

Furthermore, TS-0001 DM functionality is mainly realized by operations on <mgmtObj> resources. And TS-0001-§10.2.8.1, says that “If external management technologies are used for management, different operations addressing a <mgmtObj> resource shall be translated into existing management commands and procedures performed on the mapped external management object on the managed entity. In this case, the <mgmtObj> resources are hosted on the IN-CSE.” This clause emphasizes that <mgmtObj> in oneM2M domain for all DM requests shall be kept at IN and also hints that the original DM resource could be kept by LWM2M side.
Because oneM2M and LWM2M both select Operations of Resources to realize a specific DM function, e.g. get battery status by Read/Retrieve a battery resource, it is clear there should be a resource existing at the orginal node to represent its physical status.

But “the <mgmtObj> resources are hosted on the IN-CSE” sentence requests oneM2M domain <mgmtObj> to be stored at IN. It means that there will be NO any <mgmtObj> stored at MN and ASN. This results in having the Original DM resource kept by LWM2M side and <mgmtObj> kept at IN.
Therefore, for oneM2M side issued DM requests, it MUST be forwarded to IN node, no matter if the target node is on the route to IN.

The described flow is shown in Figure 6. This flow could be considered as an ASN that wants to know its parent node battery status, and it may change information reporting frequency if needed.
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Figure 6 Procedure Flow through IN

· ASN-AE initiates the DM resource Retrieve procedure. And the request reaches ASN-CSE using Mca reference point.

· ASN-CSE forwards the request to MN-CSE because it does not hold the target resource and MN-CSE is ASN-CSE’s registrar.

· MN-CSE forwards the request to IN-CSE because it does not hold the target resource at oneM2M side and cannot access the resource through Ia reference point. They are discussed before.

· IN-CSE holds the target oneM2M <mgmtObj> resource and could response the request directly.

· If <mgmtObj> cached value is not valid, IN-CSE could issue requests to LWM2M Server using ms reference point and LWM2M Server will fetch the updated data from MN-LWM2M/Proxy.
In this flow, all request goes through IN and there is NO bypass/shortcut for DM procedures.

The procedure flow shown in Figure 7 for the same request discussed above is prohibited by TS-0001 upon its indirect definitions.
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Figure 7 Not Allowed DM Procedure Flow (Bypassed Flow)

The key issue here is how to understand TS-0001-§6.2.4.1.3, Management Client Interaction, which mentions the external resource discovery ability of MN/ASN-DMG-MA.

If the Discovery means only “know external resource Existence”, the DM request will be forward to IN node and compliant with other rules of TS-0001. Issue raised here will be “it seems useless that we know things that exist but can not do anything with them.”

If the Discovery means “know external resource Existence and its Content”, then we have the following question about the content fetching: is it Protocol Translation or NOT?

If content fetching is not protocol translation, CSE accepts a <mgmtObj> request and ALWAYS fetching fresh data from DMG-MC should be considered as “Keep the resource” or “Not keep the resource”? because there is no real <mgmtObj> existing in MN-CSE-DMG but MN-CSE-DMG acts like it has the resource. This leads to allow or prohibit the Bypass Flow.
DM Resource Creating Path Question

At this moment, under the scenario of reusing LWM2M under oneM2M, it is not clear if MN/ASN-CSE has the requirements to initiate a DM procedure to create a DM resource at IN node, especially when DM resource is kept at LWM2M side.

Needs to be answered:

Q5.MAS-2015-0558
· What CSE DMG CSF needs to be implemented when reusing external DM protocol under oneM2M?

It seems that this question is not clarified by TS-0001 itself.

From the procedure flow perspective, if MN/ASN initiated oneM2M domain DM procedure requests must go to IN node, the cleanest implementation decision is that MN/ASN-CSE will not implement any DM function. Forwarding to upstream to IN for processing could be the default behavior of CSE, in this case.

But oneM2M keeps the possibility that MN/ASN-CSE could implement some DM function even when reusing external DM protocol.

Here, we assume it is possible. So, we could assume that ASN-CSE would like to create a DM resource, e.g. a new network connection resource, at IN node for further DM operations. Under this assumption:

Needs to be answered:

Q6.MAS-2015-0558
· When reusing external DM protocol, MN/ASN-CSE initiated DM resource create procedure should go to IN node through oneM2M domain or through external DM protocol domain?
Taking the LWM2M case, the question is: when reusing LWM2M under oneM2M, MN/ASN-CSE initiated DM resource create procedure should go to IN node through oneM2M domain or through LWM2M domain?
If ALL DM functions are implemented by LWM2M, the MN/ASN-CSE will not issue any resource operation requests, and there will be no issue. The question is then being answered. Otherwise, it may be possible to create resources at IN from other nodes.

TS-0001-§6.2.4.1.3.1, section Mapping between the DMG and Management Client, says that “… … The DMG in the MN or ASN can create those resources in the IN-CSE ... … This clause allow the possibility of MN/ASN-CSE to create DM resources at IN-CSE, but it does not declare how to create it.

· One resolution is: the clause mentioned action is all CSE related, so that this resource will be created through Mcc reference point purely in oneM2M domain and then propagated to LWM2M domain through IN-DMG-MA.
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Figure 8 DM Resource Creation Flow through Mcc reference point

· Another resolution is: due to already reusing LWM2M, MN/ASN-CSE local DM resources management should couple with corresponding LWM2M Client, no matter oneM2M MN/ASN-CSE keeps the resource or LWM2M Client keeps the resource. So that the resource creating procedure will not go through oneM2M domain. It will directly go to LWM2M Client through Ia reference point and propagate to IN-CSE through LWM2M domain and then ms reference point.
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Figure 9 DM Resource Creation Flow through LWM2M domain

Figure 8 presented method will not use Ia reference point defined by TS-0001 and cause more complex implementation. Figure 9 is simple and straight if there is a requirement for implementing functions in MN/ASN-CSE even when LWM2M is used.

It seems that the current oneM2M standard allows all these possibilities. 

So we need oneM2M answers, considerations, or recommendations about this question.
We discuss Create preocedure here because TS-0001-§6.2.4.1.3.1 explicitly stated the Create procedure case, but no other procedures. We think Delete, Retrieve, Update procedure also needs to be considered but should be considered after we get the resolution of the Create one.
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