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Introduction

This CR provides corrections to the Field Device Configuration (FDC) specific resource types defined in TS-0022. This aligns TS-0006 with the latest version of TS-0022 and TS-0005.
Changes to TS-0022 with no impact on TS-0006 (it needs to be confirmed that these changes do not impact the html and xml files of the TR069 model):
[registration]:

· Multiplicity of originatorID attribute   1 ( 0..1

[authenticationProfile]:

· Datatype of TLSCiphersuites is a list

· symmKeyValue data type changed from xs:base64Binary ( xs:hexBinary
Revision R01:  improved wording of the proposed text in clause 7.17.2 (as suggested by Tim Carey)
-----------------------Start of change 1-------------------------------------------

7.15
Resource [registration]

The Resource [registration] represents the configuration information needed to register a AE or CSE with a Registrar CSE.

The Resource [registration] is a multi-instance object where the key of the object is the originatorID (i.e., AE-ID, CSE-ID). The following rules are used to determine the object instance based on the originatorID:

· When the originatorID resource is for a CSE-ID, the TR-069 object instance Device.X_oneM2M_org_CSE.{i} shall be used for the specified CSE-ID.

· When the originatorID resource is for an AE-ID, the TR-069 object instance Device.X_oneM2M_org_AE.{i} shall be used for the specified AE-ID. 

The information shall be created using the Add Object RPC of TR-069 [4].

The information shall be deleted using the Delete Object RPC of TR-069 [4]. 

The information shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

The capabilities shall be enabled and disabled using the SetParameterValues RPC of TR-069 [4].

Table 7.15-1: Resource [registration] for CSE
	Attribute Name of [registration]
	BBF TR-181 [6] Parameter (X_oneM2M_org_CSE)

	originatorID
	ID – See description of the type of object to instantiate.

	poA
	PointOfAccess

	externalID
	ExternalID

	triggerRecipientID
	TriggerRecipientID

	mgmtLink [authenticationProfile]
	AuthenticationProfile (TR-069 reference parameter that references a row in the Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile table)


Table 7.15-2: Resource [registration] for AE
	Attribute Name of [registration]
	BBF TR-181 [6] Parameter (X_oneM2M_org_AE)

	originatorID
	ID – See description of the type of object to instantiate.

	poA
	PointOfAccess

	appID
	ApplicationID

	mgmtLink [authenticationProfile]
	AuthenticationProfile (TR-069 reference parameter that references a row in the Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile table)


7.16
Resource [dataCollection]

The Resource [dataCollection] represents data collection (measurement) and transmittal (reporting) properties for an AE.

The information shall be retrieved using the GetParameterValues RPC of TR-069 [4]. 

The capabilities shall be enabled and disabled using the SetParameterValues RPC of TR-069 [4].

Table 7.16-1: Resource [dataCollection]

	Attribute Name of [dataCollection]
	BBF TR-181 [6] Parameter

	containerPath
	ContainerPath

	reportingSchedule
	ReportingSchedule

	measurementSchedule
	CollectionSchedule

	mgmtLink [authenticationProfile]
	AuthenticationProfile (TR-069 reference parameter that references a row in the Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile table)


7.17
Security Solutions
7.17.1
Introduction

This clauses in the section of the this present document contains information on how to map the security specific management resources from TS-0022 [8] to managed objects and parameters as defined in the TR-181 [6] data model or the Remote Procedure Calls (RPCs) in TR-069 [4].
7.17.2
Resource [authenticationProfile]

The Resource [authenticationProfile] represents configuration information regarding establishing mutually-authenticated secure communications. The security principal using this configuration information can be a CSE or AE or the Managed ADN/ASN/MN acting as security principal on behalf of AEs on the Node, see clause 7.1.4 of TS-0022 [8].

The Resource [authenticationProfile] is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile.{i} object. 

The AuthenticationRule instance shall be created using the Add Object RPC of TR-069 [4].

The AuthenticationRule instance shall be deleted using the Delete Object RPC of TR-069 [4]. 

The information of a AuthenticationProfile instance shall be retrieved using the GetParameterValues RPC of TR-069 [4].

The information of a AuthenticationProfile instance shall be updated using the SetParameterValues RPC of TR-069 [4]. 

Table 7.17.2-1: Resource [authenticationProfile]

	Attribute Name of [authenticationProfile]
	Parameters of

Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile.{i}



	SUID
	SUID

	TLSCiphersuites
	TLSCiphersuites

	symmKeyID
	SymmetricKeyID

	symmKeyValue
	SymmetricKeyValue

	MAFKeyRegLabels
	MAFKeyRegLabels

	MAFKeyRegDuration
	MAFKeyRegDuration

	mycertFingerprint
	MyCert (reference)

	rawPubKeyID
	RawPubKeyID

	mgmtLink [trustAnchorCred] or [MAFClientRegCfg]
	TrustAnchorCredentials or

MAFClientRegistration (list of references) 


The parameter MyCert is a TR-069 reference parameter that references a row in the Device.Security.Certificate table where the value of the mycertFingerprint attribute matches the value of a Device.Security.Certficate.{i}.X_oneM2M_org_Fingerprint parameter. The X_oneM2M_org_Fingerprint parameter shall be a unique key for the Device.Security.Certificate table. 

Depending on the setting of the SUID attribute (see clause 7.1.4 of oneM2M TS-0022 [8]), the TrustAnchorCredentials or MAFClientRegistration parameter is used. The TrustAnchorCredentials is a list of references to a row in the Device.X_oneM2M_org_SecuritySolution.TrustAnchorCredential table. The MAFClientRegistration parameter is a reference to a row in the Device.X_oneM2M_org_SecuritySolution.MAFClientRegistration table.


7.17.3
Resource [trustAnchorCred]

The Resource [trustAnchorCred] represents configuration information regarding certificates provided by certificate authorities used be managed entities to authenticate peer endpoints, see clause 7.1.6 of TS-0022 [8].

The Resource [trustAnchorCred] is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.X_oneM2M_org_SecuritySolution.TrustAnchorCredential.{i} object. 

The TrustAnchorCredential instance shall be created using the Add Object RPC of TR-069 [4].

The TrustAnchorCredential instance shall be deleted using the Delete Object RPC of TR-069 [4]. 

The information of a TrustAnchorCredential instance shall be retrieved using the GetParameterValues RPC of TR-069 [4].

The information of a TrustAnchorCredential instance shall be updated using the SetParameterValues RPC of TR-069 [4]. 

Table 7.17.3-1: Resource [trustAnchorCred]

	Attribute Name of [trustAnchorCred]
	Parameters of

Device.X_oneM2M_org_SecuritySolution.TrustAnchorCredential.{i}



	certFingerprint
	Fingerprint

	URI
	RemoteTrustStore


7.17.4
Resource [myCertFileCred]

The Resource [myCertFileCred] represents configuration information regarding certificates presented by the managed entity to remote entities for the establishment of secure communications, see clause 7.1.5 of TS-0022 [8].

The Resource [myCertFileCred] is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.Security.Certificate.{i} object. 

The Certificate instance shall be created either using the Download RPC of TR-069 [4] or via an out-of-band mechanism.
The Certificate instance shall be deleted using using the Download RPC of TR-069 [4] or via an out-of-band mechanism.
The information of a Certificate instance shall be retrieved using the GetParameterValues RPC of TR-069 [4].

The information of a Certificate instance shall be updated using the SetParameterValues RPC of TR-069 [4]. 

Table 7.17.4-1: Resource [myCertFileCred]

	Attribute Name of [myCertFileCred]
	Parameters of

Device.Security.Credential.{i}



	SUIDs
	X_oneM2M_org_SUIDs

	myCertFileFormat
	X_oneM2M_org_Format

	myCertFileContent
	The certificate is downloaded as part of the Download RPC of TR-069


The parameter AuthenticationProfile is a TR-069 reference parameter that references a row in the Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile table where the value of the mycertFingerprint attribute matches the value of a Device.Security.Certficate.{i}.X_oneM2M_org_Fingerprint parameter. The X_oneM2M_org_Fingerprint parameter shall be a unique key for the Device.Security.Certificate table

7.17.5
Resource [MAFClientRegCfg]

The Resource [MAFClientRegCfg] represents configuration information that permits a MAF client to register with a MAF, see clause 7.1.7 of TS-0022 [8].

The Resource [MAFClientRegCfg] is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.X_oneM2M_org_SecuritySolution.MAFClientRegistration.{i} object. 

The MAFClientRegistration instance shall be created using the Add Object RPC of TR-069 [4].

The MAFClientRegistration instance shall be deleted using the Delete Object RPC of TR-069 [4]. 

The information of a MAFClientRegistration instance shall be retrieved using the GetParameterValues RPC of TR-069 [4].

The information of a MAFClientRegistration instance shall be updated using the SetParameterValues RPC of TR-069 [4]. 

Table 7.17.5-1: Resource [MAFClientRegCfg]

	Attribute Name of [MAFClientRegCfg]
	Parameters of

Device.X_oneM2M_org_SecuritySolution.MAFClientRegistration.{i}

	mgmtLink [authenticationProfile\
	AuthenticationProfile (TR-069 reference parameter that references a row in the Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile table)

	Fqdn
	FQDN

	adminFQDN
	AdminFQDN

	httpPort
	HTTPPort

	coapPort
	CoAPPort

	websocketPort
	WebsocketPort

	
	


7.17.6
Resource [MEFClientRegCfg]

The Resource [MEFClientRegCfg] represents configuration information that permits a MEF client to register with a MEF, see clause 7.1.8 of TS-0022 [8].

The Resource [MEFClientRegCfg] is a multi-instance Resource where each instance of the Resource shall map to an instance of Device.X_oneM2M_org_SecuritySolution.MEFClientRegistration.{i} object. 

The MEFClientRegistration instance shall be created using the Add Object RPC of TR-069 [4].

The MEFClientRegistration instance shall be deleted using the Delete Object RPC of TR-069 [4]. 

The information of a MEFClientRegistration instance shall be retrieved using the GetParameterValues RPC of TR-069 [4].

The information of a MEFClientRegistration instance shall be updated using the SetParameterValues RPC of TR-069 [4]. 

Table 7.17.6-1: Resource [MEFClientRegCfg]

	Attribute Name of [MEFClientRegCfg]
	Parameters of

Device.X_oneM2M_org_SecuritySolution.MEFClientRegistration.{i}

	mgmtLink [authenticationProfile\
	AuthenticationProfile (TR-069 reference parameter that references a row in the Device.X_oneM2M_org_SecuritySolution.AuthenticationProfile table)

	Fqdn
	FQDN

	adminFQDN
	AdminFQDN

	httpPort
	HTTPPort

	coapPort
	CoAPPort

	websocketPort
	WebsocketPort

	
	


-----------------------End of change 1---------------------------------------------
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