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Introduction
This CR brings new Management Object [wifiClient] which shall be used to configure WiFi connection on client device.
It also enhances the Data formats for device configuration section with enumeration and  complex data types sections and adds new data types used in [wifiClient] Management Object.
R01: Definitions of data type used in new [wifiClient] Management Object moved from the external CR against TS-0004 to this document. New fields toggleRadioStatus and radioStatus added.
-----------------------Start of change 1-------------------------------------------
7.1.X
Resource wifiClient
This specialization of <mgmtObj> is used to store configuration of WiFi connection on the client device.
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Figure 7.1.X-1: Structure of [wifiClient] resource

The [wifiClient] resource shall contain the child resources specified in table 7.1.X-1.

Table 7.1.X-1: Child resources of [wifiClient] resource

	Child Resources of [wifiClient]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [2] 


The [wifiClient] resource shall contain the attributes specified in table 7.1.X.-2
Table 7.1.X-2: Attributes of [wifiClient] resource

	Attributes of 
[wifiClient]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2]. 

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].. This attribute shall have the fixed value 1027(wifiClient). 



	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [2].

	ssid
	1
	RW
	Indicates ssid of wifi network. This attribute is a specialization of [objectAttribute] attribute.

	credentials
	0..1
	RW
	Indicates encryption type and credentials used to authenticate connection. This attribute is a specialization of [objectAttribute] attribute.

	macAddress
	0..1
	RW
	Indicates MAC address of network’s access point. This attribute is a specialization of [objectAttribute] attribute.

	channel
	0..1
	RO
	Indicates WiFi channel. This attribute is a specialization of [objectAttribute] attribute

	
	
	
	

	connectionStatus
	0..1
	RW
	Indicates current status of the connection. This attribute is a specialization of [objectAttribute] attribute.

	scan
	1
	RW
	The action that allows to scan the environment to find available wifi networks. The action is triggered by assigning value "TRUE" to this attribute.  This attribute is a specialization of [objectAttribute] attribute. This action will provide all the available ssids in scanResult.

	scanResult
	1
	RW
	Indicates list of networks detected by the device. This attribute is a specialization of [objectAttribute] attribute.

	
	
	
	

	
	
	
	

	update
	1
	RW
	The action is to trigger the device to update its Wifi configuration based on the provided values (e.g. ssid, credentials, …).The action is triggered by assigning value "TRUE" to this attribute. This attribute is a specialization of [objectAttribute] attribute.

	updateStatus
	1
	RW
	Indicates status of update operation. This attribute is a specialization of [objectAttribute] attribute.

	
	
	
	

	toggleRadioStatus
	0..1
	RW
	The action that allows to turn on and turn off the wifi sub-syste on wifi client device according to present radioStatus attribute value. The action is triggered by assigning value "TRUE" to this attribute.  This attribute is a specialization of [objectAttribute] attribute. This action will switch radioStatus.

	radioStatus
	0..1
	RW
	Indicates whether the wifi sub-system on wifi client device is turned on or turned off. This attribute is a specialization of [objectAttribute] attribute.


-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------
7.2.X Resource [wifiClient]
7.2.X.1 Introduction
This specialization of <mgmtObj> is used to store configuration of WiFi connection on the client device.
Table 7.2.X.1‑1: Data Type Definition of [wifiClient]
	Data Type ID
	File Name
	Note

	wifiClient
	DCFG-wifiClient-v4_0_0.xsd
	


Table 7.2.X.1‑2: Resource specific attributes of [wifiClient]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	1027 (wifi)

	objectIDs
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	

	ssid
	M
	O
	dcfg:ssid
	

	credentials
	O
	O
	dcfg:wifiCredentials
	

	macAddress
	O
	O
	xs:string
	

	channel
	O
	O
	xs:integer
	

	update
	O
	O
	xs:boolean
	

	scan
	M
	O
	xs:boolean
	

	toggleRadioStatus
	O
	O
	xs:boolean
	

	scanResult
	O
	O
	dcfg:listOfSsids
	

	updateStatus
	O
	O
	m2m:actionStatus
	

	connectionStatus
	O
	O
	dcfg:wifiConnectionStatus
	

	radioStatus
	O
	O
	xs:boolean
	


7.2.X.2 Resource specific procedure on CRUD operations
When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 on 473 oneM2M TS-0004,'<mgmtObj> specific procedures' shall be used. There are no change from the generic procedures in 474 clause 7.2.2 of oneM2M TS-0004 [4] for operations on this resource except retrieve operation which is described below.




-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
7.3
Data formats for device configuration

7.3.1
Introduction

The clause 7.3 defines data formats of resource attributes and parameters used in present document.

Any data types of XML elements defined for use in present document shall be one of name spaces in table 7.3.1-1.

Table 7.3.1-1: Namespaces used in present document

	Name space
	prefix
	Name space definition

	oneM2M protocol CDT
	m2m:
	http://www.onem2m.org/xml/protocol 

	Device Configuration
	dcfg:
	http://www.onem2m.org/xml/deviceConfig 

	oneM2M Security
	sec:
	http://www.onem2m.org/xml/securityProtocols  


7.3.2
Simple oneM2M data types for device configuration

Table 7.3.2-1 describes simple data type definitions specific to security. The types in table 7.3.2-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

Table 7.3.2-1: oneM2M simple data types for device configuration

	XSD type name
	Used for
	Examples
	Description

	dcfg:TLSCiphersuite
	A TLS Ciphersuite identifier
	C0A5
	Four hexadecimal characters representing a TLS Cipher suite identifier. The list of TLS cipher suites identifiers can be found at the IANA TLS Cipher Suite Registry [8]

	dcfg:ListOfTLSCiphersuite
	A list of TLS Ciphersuite identifiers
	
	xs:list of elements of data type dcfg:TLSCiphersuite

	dcfg:niURI
	Identifying information with a hash value
	ni:///sha-256;UyaQV...

ni:///1;UyaQV... ("1" is a short identifier for sha-256)


	An xs:anyURI conforming to the Named Information 'ni' URI scheme specified in IETF RFC 6920 [7], with no authority field.

	dcfg:nihURI
	Identifying information with a human speakable encoding of a hash value
	nih:sha-256-32;53269057;b

nih:sha-256-32;5326-9057;b

nih:6;5326-9057 ("6" is a short identifier for sha-256-32)
	An xs:anyURI conforming to the Human Speakable Named Information 'nih' URI scheme specified in IETF RFC 6920  [7], with no authority field. A checkdigit may be present.

	dcfg:ssid
	SSID of WiFi network
	
	The ssid of wifi network

	dcfg:listOfSsids
	List of SSIDs
	
	xs:list of elements of  data type m2m:ssid. 


7.3.3
Enumerated oneM2M data types for device configuration
7.3.3.1 dcfg:wifiConnectionStatus
Used to indicate  WiFi connection status
Table 7.3.3.1‑1: Interpretation of dcfg:wifiConnectionStatus
	Value
	Interpretation
	Note

	0
	Disconnected
	

	1
	Connected
	

	2
	Idle
	Indicates the state when the device tries to establish the connection to the network. It expires after the set number of unsuccessful attempts or when the connection is established.

	3
	No SSID available
	

	4
	Scan completed
	

	5
	Failed
	

	6
	Lost
	


7.3.3.2 dcfg:wifiEncryptionType

Used for indicating which WiFi encryption protocol is used to provide security in wireless network
Table 7.3.3.2-1: Interpretation of dcfg:wifiEncyrptionType
	Value
	Interpretation
	Note

	1
	none
	

	2
	WEP
	

	3
	WPA Personal
	

	4
	WPA2 Personal
	

	5
	WPA3 Personal
	

	6
	WPA Enterprise
	

	7
	WPA2 Enterprise
	

	8
	WPA3 Enterprise
	


7.3.4 Complex type definitions

7.3.4.1 dcfg:wifiCredentials
Used for credentials  in [wifiClient] Management Object resource. Values contained in username, password, wep.key and wpa.psk attributes shall not be readable. Each Retrieve request shall be forwarded to device and from there the data shall be retrieved.
Table 7.3.4.1-1: Type Definition of dcfg:wifiCredentials

	Element Path
	Element Data Type 
	Multiplicity
	Note

	encryptionType
	dcfg:wifiEncryptionType
	1
	Indicates type of encryption used to provide network security

	username
	xs:string
	0..1
	Indicates username used to authenticate user in WPA-Enterprise, WPA2-Enterprise or WPA3-Enterpise protocols
Only valid if encryptionType=6,7 or 8

	password
	xs:string
	0..1
	Indicates password used to authenticate user in WPA-Enterprise, WPA2-Enterprise or WPA3-Enterpise protocols

Only valid if encryptionType=6,7 or 8

	wep.key
	xs:string
	0..1
	Indicates key in case of WEP encryption.

Only valid if field encryptionType =2 

	wpa.psk
	xs:string
	0..1
	Indicates WPA Pre Shared Key

Only valid if field encryptionType = 3,4 or 5


-----------------------End of change 3-------------------------------------------
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