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1. Rationale
The data which is managed by M2M Platform must be protected against unauthorized access.

In other word, any access to the data on the M2M System must be authorized by owner of the data.

This contribution discusses the issue on authorization for data access, and possible solution.

2. Discussion
As the result of Stage 1 work in oneM2M, we have requirements related with authorization for data access.

	Requirement ID
	Description
	Note

	OSR-004
	M2M system shall support the ability to support session-less application communications for those M2M applications that require it.
	

	OSR-007
	The M2M system shall provide a mechanism for applications to interact with the applications and data belonging to another M2M system, subject to permission.
	

	OSR-017
	The M2M System shall be capable of offering access to different sets of M2M services to M2M Application providers. The minimum set of services are:

· Connectivity management

· Device management (service level management)

· Application Data management

 The M2M System shall facilitate different deployment scenarios by offering access to different sets of services independently, to a group of those or to all of them.
	

	OSR-019
	The M2M System shall support the capabilities to collect/store and report data from one or more M2M Devices or M2M Gateways, in ways requested by the M2M Application Infrastructure as listed below:

· action initiated either by an M2M Device, M2M Gateway, M2M Services Infrastructure, or M2M Application Infrastructure

· when triggered by schedule or event; 

· for specified data

for delivery to one or more M2M Gateways, M2M Services Infrastructure, or M2M Application Infrastructure

Editor’s Note:  Agreed in principle with the understanding that currently undefined terms will be addressed.
	

	OSR-020
	The M2M System shall be able to support policies and their management regarding the aspects of storage and retrieval of data.
	Not sure this is related

	OSR-021
	The M2M system shall provide mechanisms for  storing and enable sharing of  information among multiple M2M Applications, i.e. information provided from M2M Applications (information provider) to be made available to one or more M2M Applications (information consumer), subject to access control.

When sharing information among applications, the M2M system shall provide the capability for an M2M Application to selectively share information (e.g. access control).
	

	OSR-036
	The oneM2M system should provide mechanisms to accept requests from M2M application service providers for compute/analytics services.
	Owner of data may not be same as the user of M2M application service

	SMR-005
	The M2M System shall support the capability to access semantic descriptions which are outside of the M2M System.
	

	SMR-006
	The M2M System shall be able to support capabilities for performing M2M data Analytics based on semantic descriptions from M2M Applications/Systems.
	

	SER-008
	The M2M system shall support countermeasures against unauthorized access toM2M services and M2M application services.
	

	SER-011
	The M2M System shall protect the use of the identity of a stakeholder within the M2M system against discovery and misuse by other stakeholders.
	

	SER-015
	The M2M System should support mechanisms to provide User identity to authorized and authenticated M2M Applications (e.g., police center) when the M2M System has the User’s consent.

Editor’s Note: Definition of User needs to be more clarified to avoid possible misunderstanding of User identification data report.
	


Most of those requirements are generic but some requirements are critical to choose actual requirements. Those are:
1) M2M system shall support the ability to support session-less application communications for those M2M applications that require it.(OSR-004)
2) The M2M system shall provide mechanisms for  storing and enable sharing of  information among multiple M2M Applications, i.e. information provided from M2M Applications (information provider) to be made available to one or more M2M Applications (information consumer), subject to access control. (OSR-021)
For first requirement, ‘session-less application communication’ narrows to choose possible solution, since some of security mechanism requires some steps to authorize request.

Second requirement is more difficult to achieve, because the number of M2M applications are not predictable and  credential data to authorize request cannot be shared with M2M Applications.
3. Recommendation
WG3 members should consider to use OAuth standard for oneM2M protocol.
OAuth is an open standard for authorization. OAuth provides a method for clients to access server resources on behalf of a resource owner (such as a different client or an end-user). It also provides a process for end-users to authorize third-party access to their server resources without sharing their credentials (typically, a username and password pair), using user-agent redirections. (cited from Wikipedia entry)
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Figure 1 Detailed Flow of OAuth2.0 authorization
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Figure 2 Basic Flow Example (cited from dev.opera.com)

In my understanding, OAuth standard is widely accepted as the solution for authorization on sharing data through Web Service APIs. 
We may ask WG4 member for giving comments regarding its feasibilities and potential threats on our requirements. If we can use OAuth as the solution for authorization, that will save time to develop authorization protocol by ourselves.

Additionally, we can learn to design other parts of protocol since there are many existing system with protocol using OAuth.
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