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1 Introduction

In PRO #6.6 (web conference), it was discussed that the description of uniform interface needed to include other protocols since the description was not complete. Thus, in this contribution the description of Bluetooth GATT & BLE, is proposed. 

====START of Proposed text ==== 

7.x 
Bluetooth - Generic Attribute Profile (GATT)
This section outline the background and practical use and charatersitics of Bluetooth with particular focus on the Bluetooth Low Energy version that is well suited to any M2M type of applications. There is also a description of the application layer and attribute protocol based on the GATT (Generic Attribute Profile) interactions and data structure (Services and Charaterstics). Finally the GATT although a general purpose solution and well specified to be interoperable is not immediately available of plain HTTP. For this reason there is a host of developer resources provided by the Bluetooth SIG developer portal that outline how to develop for Bluetooth Low Energy and GATT for various popular OS and platforms. A more recent activity (Whitepaper, publication in process) also present a practical method to transfer and interact with GATT devices using HTTP and JSON data over Internet and Web.

7.x.1
Background

Bluetooth® technology is a wireless communications system intended to replace the cables connecting electronic devices. Bluetooth technology is powerful, low energy and lower in cost to make your development faster and easier.
The Bluetooth Core System consists of an RF transceiver, baseband, and protocol stack. The system offers services enabling the connection of devices and the exchange of a variety of classes of data between these devices. Many features of the core specification are optional, allowing product differentiation. 

The most recent enhancement, Bluetooth v4.0, is like three specifications in one—Classic Bluetooth technology, Bluetooth low energy technology, and Bluetooth high speed technology—all of which can be combined or used separately in different devices according to their functionality.

To use Bluetooth® wireless technology, a device must be able to interpret certain Bluetooth profiles. Bluetooth profiles are definitions of possible applications and specify general behaviors that Bluetooth enabled devices use to communicate with other Bluetooth devices. There is a wide range of Bluetooth profiles describing many different types of applications or use cases for devices. By following the guidance provided by the Bluetooth specification, developers can create applications to work with other Bluetooth devices.

Bluetooth v.1.2 is endorsed and ratified as IEEE 802.15.1; this is based on the standard issued in 2005).  Recent versions of Bluetooth now known as 4.0 – or “Bluetooth Smart” are openly & publically available thought the Bluetooth SIG. The specificatons may be endorsed ratified & published. Publication is an option, if preferred by an SDO or partnership project. The Bluetooth SIG is encourages direct liaison with oneM2M. 
7.x.2
Status

When the Bluetooth® SIG announced the formal adoption of Bluetooth Core Specification version 4.0, it included the hallmark Bluetooth Smart (low energy) feature. This final step in the adoption process opened the door for qualification of all Bluetooth product types to version 4.0.

7.x.3
Category and Architectural Style
The Bluetooth® core system covers the four lowest layers and associated protocols defined by the Bluetooth specification as well as one common service layer protocol, the service discovery protocol (SDP) and the overall profile requirements specified in the generic access profile (GAP). A complete Bluetooth application requires a number of additional services and higher layer protocols defined in the Bluetooth specification.

To use Bluetooth® wireless technology, a device must be able to interpret certain Bluetooth profiles. Bluetooth profiles are definitions of possible applications and specify general behaviors that Bluetooth enabled devices use to communicate with other Bluetooth devices. There is a wide range of Bluetooth profiles describing many different types of applications or use cases for devices. By following the guidance provided by the Bluetooth specification, developers can create applications to work with other Bluetooth devices. 

At a minimum, each Bluetooth profile contains information on the following topics:

· Dependencies on other profiles 

· Suggested user interface formats

· Specific parts of the Bluetooth protocol stack used by the profile. To perform its task, each profile uses particular options and parameters at each layer of the stack and this may include, if appropriate, an outline of the required service record

7.x.4
Intended use

Bluetooth Smart (low energy) technology allows enhancement of devices like watches, toothbrushes or toys with Bluetooth wireless technology. It also provides the ability for developers to incorporate new functionalities into devices already enabled by Bluetooth technology such as sports & fitness, health care, human interface (HIDs) and entertainment devices. For example, sensors in pedometers and glucose monitors will only run low energy technology. These single mode devices benefit from the power savings provided by v4.0 as well as the low cost implementation. Watches take advantage of both low energy technology while collecting data from body-worn fitness sensors and Classic Bluetooth technology when sending that information to a PC, or displaying caller ID information when wirelessly connected to a smartphone. Smartphones and PCs, which support the widest range of use cases for the specification, utilizing the full dual-mode package with Classic, low energy and high speed versions of the technology running side by side.
7.x.5
Deployment Trend (Bluetooth and Bluetooth Smart low energy)
Originally intended to be a wireless replacement for cables on phones, headsets, keyboards and mice, Bluetooth technology now goes way beyond that. Bluetooth technology is bringing everyday devices into a digital and connected world. In the health and fitness market, the use cases vary widely — from sensors that monitor activity levels to medical and wellness devices that monitor healthcare, like a glucometer, inhaler or toothbrush. The top-selling Smartphones, PCs and tablets all support Bluetooth technology. In-vehicle systems give the ability to make phone calls, send texts, and even make dinner reservations. The Bluetooth SIG is also seeing developments where drivers will monitor important information like vehicle diagnostics, traffic, even driver health — all in real time. Bluetooth technology is creating opportunities for companies to develop solutions that make a consumer's life better.

Bluetooth Smart and Bluetooth Smart Ready are extensions of the original Bluetooth brand introduced in 2011. The Smart and Smart Ready designations indicate compatibility of products using the low energy feature of the Bluetooth v4.0 specification. A Bluetooth Smart Ready product connects to both classic Bluetooth and Bluetooth Smart low energy products. By contrast, a Bluetooth Smart product collects data and runs for months or years on a tiny battery. Think of a Smart product as a sensor that works for a long time without changing the battery (like a fitness heart rate monitor) and a Smart Ready product as a collector (like a smart phone or tablet receiving the information and displaying it in an application).
7.x.5.1
Bluetooth Smart (Low Energy) Technology

When the Bluetooth® SIG announced the formal adoption of Bluetooth Core Specification version 4.0, it included the hallmark Bluetooth Smart (low energy) feature. This final step in the adoption process opened the door for qualification of all Bluetooth product types to version 4.0.
Bluetooth Smart (low energy) technology allows enhancement of devices like watches, toothbrushes or toys with Bluetooth wireless technology. It also provides the ability for developers to incorporate new functionalities into devices already enabled by Bluetooth technology such as sports & fitness, health care, human interface (HIDs) and entertainment devices. For example, sensors in pedometers and glucose monitors will only run low energy technology. These single mode devices benefit from the power savings provided by v4.0 as well as the low cost implementation. Watches take advantage of both low energy technology while collecting data from body-worn fitness sensors and Classic Bluetooth technology when sending that information to a PC, or displaying caller ID information when wirelessly connected to a smartphone. Smartphones and PCs, which support the widest range of use cases for the specification, utilizing the full dual-mode package with Classic, low energy and high speed versions of the technology running side by side. 
7.x.6
Key features

· Bluetooth wireless technology is geared towards voice and data applications 

· Bluetooth wireless technology operates in the unlicensed 2.4 GHz spectrum 

· The range of Bluetooth wireless technology is application specific. The Bluetooth Specification mandates operation over a minimum distance of 10 meters or 100 meters depending on the Bluetooth device class, but there is not a range limit for the technology. Manufacturers may tune their implementations to support the distance required by the use case they are enabling. 

· The peak data rate with EDR is 3 Mbps 

· Bluetooth wireless technology is able to penetrate solid objects 

· Bluetooth technology is omni-directional and does not require line-of-sight positioning of connected devices 

· Security has always been and continues to be a priority in the development of the Bluetooth specification. The Bluetooth specification allows for three modes of security 

Bluetooth Smart (low energy) wireless technology features:

· Ultra-low peak, average and idle mode power consumption

· Ability to run for years on standard coin-cell batteries

· Low cost

· Multi-vendor interoperability 

· Enhanced range
Table 7.x.6-1: Table of Blutooth capabilities

<<Table to be inserted here>>
7.x.7
Protocol Stack

The latest Bluetooth specification uses a service-based architecture based on the attribute protocol (ATT). All communication in low energy takes place over the Generic Attribute Profile (GATT). An application or another profile uses the GATT profile so a client and server can interact in a structured way.

The server contains a number of attributes, and the GATT Profile defines how to use the Attribute Protocol to discover, read, write and obtain indications. These features support a service-based architecture. The services are used as defined in the profile specifications. GATT enables you to expose service and characteristics defined in the profile specification. 

The GATT profile is also part of the core and defined in the core specification.
Profiles: The first specification of Bluetooth low energy wireless technology included profiles to optimize its functionality for a specific group of products. 

Adopted GATT based Bluetooth Profiles and Services: The GATT architecture makes it easy to both create and implement new profiles. Many new profiles are under development so this continues to grow. The simplicity of implementing the profiles contributes to a rapid growth of applications and embedded devices supporting these.
Generic Attribute Profile (GATT) is built on top of the Attribute Protocol (ATT) and establishes common operations and a framework for the data transported and stored by the Attribute Protocol. GATT defines two roles: Server and Client. The GATT roles are not necessarily tied to specific GAP roles and but may be specified by higher layer profiles. GATT and ATT are not transport specific and can be used in both BR/EDR and LE. However, GATT and ATT are mandatory to implement in LE since it is used for discovering services 

The GATT server stores the data transported over the Attribute Protocol and accepts Attribute Protocol requests, commands and confirmations from the GATT client. The GATT server sends responses to requests and when configured, sends indication and notifications asynchronously to the GATT client when specified events occur on the GATT server. GATT also specifies the format of data contained on the GATT server. 

Attributes, as transported by the Attribute Protocol, are formatted as services and characteristics. Services may contain a collection of characteristics. Characteristics contain a single value and any number of descriptors describing the characteristic value. 

With the defined structure of services, characteristics and characteristic descriptors a GATT client that is not specific to a profile can still traverse the GATT server and display characteristic values to the user. The characteristic descriptors can be used to display descriptions of the characteristic values that may make the value understandable by the user.  
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Figure 7.x.1-1: Bluetooth Protocol Architecture
Below you can find links to the specification to current list of profiles 

Table 7.x.1-1: Link layer specification
	GATT-Based Specifications (Qualifiable)
	Adopted Versions

	ANP
	Alert Notification Profile
	1.0 [image: image2.png]K





	ANS
	Alert Notification Service
	1.0 [image: image3.png]K





	CTS
	Current Time Service
	1.0 [image: image4.png]K





	DIS
	Device Information Service
	1.0 [image: image5.png]K





	FMP
	Find Me Profile
	1.0 [image: image6.png]K





	HTP
	Health Thermometer Profile
	1.0 [image: image7.png]K





	HTS
	Health Thermometer Service
	1.0 [image: image8.png]K





	HRP
	Heart Rate Profile
	1.0 [image: image9.png]K





	HRS
	Heart Rate Service
	1.0 [image: image10.png]K





	IAS
	Immediate Alert Service
	1.0 [image: image11.png]K





	LLS
	Link Loss Service
	1.0 [image: image12.png]K





	NDCS
	Next DST Change Service
	1.0 [image: image13.png]K





	PASP
	Phone Alert Status Profile
	1.0 [image: image14.png]K





	PASS
	Phone Alert Status Service
	1.0 [image: image15.png]K





	PXP
	Proximity Profile
	1.0 [image: image16.png]K





	RTUS
	Reference Time Update Service
	1.0 [image: image17.png]K





	TIP
	Time Profile
	1.0 [image: image18.png]K





	TPS
	Tx Power Service
	1.0 [image: image19.png]K






The link layer provides low power idle mode operation, simple device discovery and reliable point-to-multipoint data transfer with advanced power-save and encryption functionalities. 

Single mode and dual mode

Bluetooth Smart (low energy) wireless technology contains two equally important implementation alternatives: single mode and dual mode. Small devices like watches and sports sensors use the single mode Bluetooth Smart (low energy) implementation. Dual mode implementations use parts of the Bluetooth hardware, sharing one physical radio and antenna. 
7.x.8
Data Model

The GATT Profile specifies the structure in which profile data is exchanged. This structure defines basic elements such as services and characteristics, used in a profile. The top level of the hierarchy is a profile. A profile is composed of one or more services necessary to fulfill a use case. A service is composed of characteristics or references to other services. Each characteristic contains a value and may contain optional information about the value. The service and characteristic and the components of the characteristic (i.e., value and descriptors) contain the profile data and are all stored in attributes on the server.

A service is a collection of data and associated behaviors to accomplish a particular function or feature of a device or portions of a device. A service may reference other primary or secondary services and/or a set of characteristics that make up the service. 

There are two types of services: primary and secondary. A primary service provides the primary functionality of a device. A secondary service provides auxiliary functionality of a device and is referenced from at least one primary service on the device. 

To maintain backward compatibility with earlier clients, later revisions of a service definition can only add new referenced services or optional characteristics. Later revisions of a service definition are also forbidden from changing behaviors from previous revision of the service definition. Services may be used in one or more profiles to fulfill a particular use case. 

A referenced service is a method incorporating another service definition on the server as part of the service referencing it. When a service references another service, the entire referenced service becomes part of the new service including any nested referenced services and characteristics. The referenced service still exists as an independent service. There are no limits to the depth of nested references. 

A characteristic is a value used in a service along with properties and configuration information about how the value is accessed and information about how the value is displayed or represented. A characteristic definition contains a characteristic declaration, characteristic properties, and a value. It may also contain descriptors that describe the value or permit configuration of the server with respect to the characteristic value. 

7.x.9
Security

Bluetooth® Smart (low energy) technology has some security differences with respect to BR/EDR security features such as Secure Simple Pairing. The association models are similar to Secure Simple Pairing from the user perspective and have the same names but differences in the quality of the protection provided. 

The overall goal of keeping the cost of the controller and the complexity of a slave device to a minimum was used in making compromises on security capabilities in Bluetooth Smart (low energy) technology. 

Bluetooth Smart (low energy) technology uses three association models referred to as Just Works, Out of Band and Passkey Entry. Bluetooth low energy technology does not have an equivalent of Numeric Comparison. Each of these association models is similar to Secure Simple Pairing with the following exception; Just Works and Passkey Entry do not provide any passive eavesdropping protection​. This is because Secure Simple Pairing uses Elliptic Curve Diffie-Hellman and Bluetooth Smart (low energy) does not. The use of each association model is based on the I/O capabilities of the devices in a similar manner as Secure Simple Pairing.

Bluetooth Smart (low energy) technology supports a feature that reduces the ability to track a Bluetooth device over a period of time by changing the address on a frequent basis. The privacy feature is not used in the GAP discovery mode and procedures but it is used when supported during connection mode and connection procedures.

7.x.10
Dependencies

7.x.11
Benefits and Constraints

7.x.11.1
Benefits

7.x.11.2
Constraints

7.x.12
Support of oneM2M requirements

Support of oneM2M Requirements [i.2] by <protocol x> is shown in the following clauses:

Editor’s Note: The requirments listed herein will need review and alignment with the final approved oneM2M Requirements TS-0002 [i.2]

7.x.12.1
Fully Supported Requirements

Editor’s Note: Per discussion in PRO WG3 - TP#6

7.x.12.2
Partially Supported Requirements

Editor’s Note: Added per discussion in PRO WG3 - TP#6

7.x.12.3
Disallowed Requirements

Editor’s Note: Added per discussion in PRO WG3 - TP#6
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The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, OneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

Annex A
List of M2M-related Protocols (Informative)
NOTE:  The following list table has been created for reference from publicly-available sources, and no representation is made regarding the accuracy or timeliness of the information it contains. In addition, the appearance or omission of any M2M-related information in this list does not imply either the intention, or lack of intention, to undertake any normative or other work within oneM2M. 

Table A.1: M2M-related Protocols
Editor’s Note: “Context” Column Added per discussion in PRO WG3 - TP#6
	Short Name
(docs link)
	Full Name /
Description
	Originating org
(source link)
	Context
	Notes

	
	
	
	tbc
	

	1-Wire®
	1-Wire®
	[Dallas-Maxim]
	
	

	6LoWPAN
	IPv6 over Low-Power Wireless Personal Area Networks 
	IETF 6LoWPAN
	
	RFC 4944

	AllJoyn™
	AllJoyn™
	AllJoyn Alliance 
[Qualcomm]
	
	(open source)

	ANSI
	~~
	ANSI
	
	

	ANSI C12.18
	Protocol Specification for ANSI Type 2 Optical Port
	ANSI / NEMA
	
	

	ANSI C12-21
	Protocol Specification for Telephone Modem Communication
	ANSI / NEMA
	
	

	ANSI C12.22
	Interfacing to Data Communication Networks
	ANSI / NEMA
	
	Advanced Metering Infrastructure (AMI)

	ANT+
	ANT+
	ThisIsAnt


 HYPERLINK "http://www.dynastream.com" 

[Dynastream Inc]

	
	

	BACnet™
	Building Automation & Control Network
	ASHRAE SSPC 135
BACnet International
	
	

	BâtiBUS,
	Bâtiment-Bus
-superceded-
	
	
	see KNX

	BitXML
	BitXchange Markup Language
	BitXML
[Your Voice S.P.A.]
	
	

	Bluetooth
	~~
	Bluetooth SIG
	
	IEEE 802.15.1

	Bluetooth HDP
	Bluetooth 
Health Device Profile
	Continua Health Alliance
Bluetooth SIG
	
	Partner Type 2

	Bluetooth 
LE / SMART
	Bluetooth Low Energy / Smart Devices
	Bluetooth SIG
	
	

	C-Bus
	C-Bus
	[Clipsal / Schneider Electric]
	
	

	CANOpen
	Controller Area Network - Open
	CANOpen Forum 
[CiA. e.V.]
	
	EN 50325-4 2002 Part 4

	CC-Link
	CC-Link
	CC-Link Partner Association
[Mitsubishi]
	
	SEMI E54.12-0701E

	CEBus
	Consumer Electronics Bus
	CEA (was EIA)
	
	EIA 600

	CIP
	Common Industrial Protocol
	Open DeviceNet Vendors Association 
[Rockwell Automation]
	
	

	CoAP
	Constrained Application Protocol
	IETF CORE WG
	
	See Clause 7.1

	CompoNet
	CompoNet (CIP) 
on TDMA Technology
	Open DeviceNet Vendors Association
	
	

	Contiki
	Contiki Operating System
	Contiki Project
	
	(open source)

	ControlNet
	ControlNet (CIP) 
on CTDMA Technology
	Open DeviceNet Vendors Association
	
	

	DALI
	Digital Addressable Lighting Interface
	DALI 
	
	IEC 62386

	DLMS
	Device Language Message Specification
	
	
	see IEC 62056

	DASH7
	(ISO 18000) - Dash 7
	DASH7 Alliance
	
	ISO/IEC 18000-7

	DDS
	Data Distribution Service for Real-Time Systems
	OMG
	
	

	DDS-RTPS
	DDS Real-Time Publish-Subscribe
	OMG
	
	

	DECT™ ULE
	Digital Enhanced Cordless Telecommunications - Ultra Low Energy
	ETSI TC DECT
	
	TS 102 939-1

	DeviceNet
	DeviceNet (CIP) 
on CAN Technology
	Open DeviceNet Vendors Association
[Allen-Bradley / Rockwell]
	
	

	DNP
	Distributed Network Protocol
	IEEE / DNP
	
	IEEE Std 1815™

	Dynet 1 / 2
	Dynalite Network
	[Philips Dynalite]
	
	RS-485

	E5
	(Ease, Energy, Efficiency, Environment and Earth) 
Smart Thermostat
	[EarthNetworks]
	
	

	Eclipse
	~~
	Eclipse Foundation
	
	

	Concierge (proposed)
	Lightweight, embeddable OSGi framework
	Eclipse Foundation
	
	(open source)

	Kura
(proposed)
	Java M2M framwork
	Eclipse Foundation
	
	(open source)

	Lua API
	Scripting API
	Eclipse Foundation
	
	(open source)

	Mihini / M3DA
	Mihini/M3DA Specification
	Eclipse Foundation
	
	(open source)

	Paho
	Implementations of Open and Standard Messaging Protocols
	Eclipse Foundation
	
	(open source)

	Ponte
(proposed)
	M2M to REST bridge
	Eclipse Foundation
	
	(open source)

	SCADA
	open Supervisory Control and Data Acquisition
	Eclipse Foundation 
(was openSCADA)
	
	(open source)

	E-DCP
	Ericsson Device Connection Platform
	[Ericsson]
	
	

	EHS
	European Home Systems
-superceded-
	
	
	see KNX

	EIB
	European Installation Bus
-superceded-
	
	
	see KNX

	Energyhub
	Mercury™ smart thermostat platform
	[Energyhub]
	
	

	EnOcean
	EnOcean Weqipment Profiles (EEP)
	EnOcean Alliance 
[EnOcean / Siemens]
	
	EN 50090, 
ISO/IEC 14543

	ETSI M2M
TS 102 921
	Machine-to-Machine communications (M2M);

mIa, dIa and mId interfaces
	ETSI M2M
	
	Partner Type 1
oneM2M Pool Document

	EXALTED
	EXpAnding LTE for Devices
	Exalted consortium 
[Eurescom]
	
	EC FP7, 2010-2013

	FieldBus
	FieldBus
	Fieldbus Foundation
	
	IEC 61158

	FlatMesh
	Remote Condition Monitoring
	[Senceive]
	
	IEEE 802.15.4

	flexWARE
	Flexible Wireless Automation in Real-Time Environments
	flexWARE Interest Group (FIG)
	
	EU FP7

	HBS
	Honeywell Building Solutions
	[Honeywell]
	
	

	IEC
	~~
	IEC
	
	

	IEC 60870-5-xxx
	Telecontrol 
(Supervisory Control and Data Acquisition)
	IEC TC57 WG03
	
	IEC 101
IEC 103
IEC 104

	IEC 61107
	Smart Meter Communications Protocol
	IEC TC57
	
	

	IEC 61850
	Electrical Substation Automation.
	IEC TC57
	
	

	IEC 62056

DLMS/
COSEM
	Device Language Message Specification/Companion Specification for Energy Metering
	IEC TC13 WG 14
DLMS User Association
	
	

	IEC 62351
	Security
	IEC TC57 WG15
	
	

	INSTEON
	Dual-mesh (RF/PL) Home Management Metwork
	Insteon
[SmartLabs, Inc.]
	
	

	IEEE
	~~
	IEEE
	
	

	1451.x
	Smart Transducer Interface for Sensors and Actuators
	IEEE
	
	

	P1451.1.4
	Smart Transducer Interface for Sensors, Actuators, and Devices - XMPP
	IEEE IM/ST - TC9
	
	ISO/IEC/IEEE 
21451-1-4

	802.11a
802.11b
802.11g
802.11n
	Wi-Fi
	IEEE
Wi-Fi Alliance
	
	

	802.11p
	WAVE - Wireless Access in Vehicular Environments
	IEEE
	
	IEEE 1609

	802.11ag
	WiGig
	IEEE
Wi-Fi Alliance 
(was WiGig)
	
	

	802.11ah
(in progress)
	Sub 1 GHz (S1G) Wireless Sensor Network for Smart Metering
	IEEE
	
	

	802.15
	Wireless Personal Area Network (WPAN)
	IEEE
	
	

	802.16
	WiMAX
Wireless Metropolitan Area Networks
	WiMAX Forum
IEEE
	
	

	IETF
	~~
	IETF
	
	

	IP (v4)
	Internet Protocol 
	IETF
	
	RFC791
Updated by:
RFC1349,
RFC2474,
RFC6864

	IPv6
	Internet Protocol version 6
	IETF
	
	RFC2460
Updated by: RFC5095,
RFC5722,
RFC5871,
RFC6437,
RFC6564,
RFC6935,
RFC6946

	TCP
	Transmission Control Protocol
	IETF
	
	RFC793
Updated by:
RFC1122,
RFC3168,
RFC6093,
RFC6528

	UDP
	User Datagram Protocol
	IETF
	
	RFC768

	Instabus
	-superceded-
	
	
	see KNX

	IPDR
	IP Data Record
	TM Forum
	
	

	IrDA
	~
	Infrared Data Association
	
	

	FIR
	Fast IrDA
	Infrared Data Association
	
	

	SIR
	Serial Infrared
	Infrared Data Association
	
	

	IRsimple™
	IrDA Simple 
(high-speed wireless)
	Infrared Data Association
	
	

	ISA100.11a
	ISA100.11a
	ISA
ISA100 Wireless Compliance Institute (WCI)
	
	

	ISO 21215
CALM M5
	Communication Access for Land Mobile
	ISO TC 204/WG 16
	
	

	KNX
	KNX (Konnex)
	KNX Association
	
	ISO/IEC 14543-3
CENELEC EN 50090
CEN EN 13321-1
[CN] GB/Z 20965

	HGI
(in progress)
	~~
	Home Gateway Initiative (HGI)
	
	Partner Type 2

	RWD036
	Smart Home Architecture and System Requirements
	Home Gateway Initiative (HGI)
	
	

	RWD043
	Requirements for RP1 on the Smart Home Platform
	Home Gateway Initiative (HGI)
	
	

	GWD042
	Smart Home Appliance (Device) Model Template
	Home Gateway Initiative (HGI)
	
	

	HL7
	Health Level Seven
	Health Level Seven International 
	
	

	Jabber
	-
	
	
	see XMPP

	LonWorks®
	Control Network Protocol Specification
	LonMark
[Echelon]
	
	ANSI/CEA-709.1-B
SO/IEC 14908-1)

	M2MXML
	Machine-To-Machine XML-based Protocol
	M2MXML Project
	
	(open source)

	Mango
	Mango Automation
	[Serotonin Software]
	
	(open source)

	M-Bus
	Meter Bus
	M-Bus Usergroup
	
	EN 13757-2, -3

	MiWi
	Microchip P2P Wireless Protocol
	[Microchip Tech]
	
	IEEE 802.15.4

	ModBus
	Modicon Bus
	Modbus Organization
[Schneider Automation]
(was Modicon)
	
	

	ModBus TCP
(in progress)
	Modicon Bus TCP/IP
	Modbus Organization 
[Schneider Automation]
	
	

	MyriaNed®
	Self organizing Wireless Sensor Network
	[DevLab]
[Chess]
	
	

	OASIS
	~~
	OASIS
	
	

	AMQP
	Advanced Message Queuing Protocol
	OASIS AMQP TC
[JPMorgan-Chase]
	
	

	MQTT
	Message Queuing Telemetry Transport
	OASIS MQTT TC 
MQTT.org
[IBM/Eurotec (Arcom)]
	
	See Clause 7.2

	oBIX
	Open Building Information Exchange
	OASIS oBIX TC
oBix
	
	

	OMA M2M Enablers
	~~
	Open Mobile Alliance
	
	Partner Type 2

	CPNS
	Converged Personal Network Services
	Open Mobile Alliance
	
	

	DM 1.3
	Device Management
	Open Mobile Alliance
	
	

	DM 2.0
	Device Management
	Open Mobile Alliance
	
	

	GwMO
	Gateway Management Object
	Open Mobile Alliance
	
	

	LWM2M
	Lightweight M2M protocol
	Open Mobile Alliance
	
	

	M2M DC
	M2M Device Classification
	Open Mobile Alliance
	
	

	OCMAPI
	Open Connection Manager API
	Open Mobile Alliance
	
	

	oneNet
	Low Power Wireless Protocol
	ONE-NET
	
	(open source)

	OpenSCADA
	-superceded-
	-
	
	see Eclipse SCADA

	OpenTag
	-superceded-
	-
	
	see DASH7

	OpenWSN
	Open Wireless Sensor Networks
	OpenWSN Project
(was UC Berkeley)
	
	(open source)

	OSGi™ R5
	OSGi R5 for embedded devices
	OSGi™ Alliance
	
	

	OSGP
	Open Smart Grid Protocol
	ETSI 
(was ISG OSG)
	
	GS OSG 001 
Ver. 1.1.1
with ISO/IEC 14908

	OSIAN
	Open Source IPv6 Automation Network
	OSIAN Project
	
	(open source)

	Profibus
	Process Field Bus
	Profibus & Profinet International (PI)
	
	

	RFID
	Radio-Frequency IDentification
	
	
	

	EN 300 220
	ERM Short Range Devices
	ETSI
	
	

	EN 302 208
	ERM Radio Frequency Identification Equipment
	ETSI
	
	

	EPC Gen2
	EPCglobal UHF 
Class 1 Generation 2
	EPCglobal
	
	

	ISO/IEC 14443
	HighFID Proximity Card
	ISO/IEC
	
	

	ISO/IEC 15693
	HighFID non-contact Smart Tags
	ISO/IEC
	
	

	ISO/IEC 18000
	Radio frequency identification for item management
	ISO/IEC
	
	

	ISO/IEC 18092
	Near Field Communication
NFCP-1
	ISO/IEC
	
	

	ISO/IEC 21481
	Near Field Communication
NFCP-2
	ISO/IEC
	
	

	RS-232
	-superceded-
	EIA
	
	see TIA-232-F

	RS-422
	-superceded-
	EIA
	
	see TIA -422

	RS-485
	-superceded-
	EIA
	
	see TIA-485

	RuBee
	High security Wireless Asset Visibility Network
	RuBee
[Visible Assets]
	
	IEEE 1902.1, 1901.2

	Sinec H1
	Siemens Ethernet Control - H1

-legacy-
	[Siemens]
	
	

	SOAP
	Simple Object Access Protocol
	W3C
	
	

	SMART
	-superceded-
	
	
	see Bluetooth SMART

	SmartBus
	SmartBus Home Automation Control (HAC)
	Smart Home Group
[Digitcom Technology]
	
	

	SMS
	Short Message Service
	3GPP
	
	TS 23.040

	SNMP
	~~
	IETF OPSA WG
(was SNMP WG)
	
	

	SNMP v3
	Simple Network Management Protocol v3
	IETF OPSA WG
	
	RFC3411

	SNMP MIB
	Management Information Block
	IETF OPSA WG
	
	RFC3418

	TIA
	~~
	TIA
	
	Partner Type 1

	TIA-232-F
	Interface Between Data Terminal Equipment and Data Circuit-Terminating Equipment Employing Serial Binary Data Interchange
	TIA TR-30
(was EIA RS-232)
	
	

	TIA-422
	Electrical Characteristics of the Balanced Voltage Digital Interface Circuit
	TIA TR-30
(was EIA RS-422)
	
	

	TIA-485
	Electrical Characteristics of Generators and Receivers for Use in Balanced Digital Multipoint Systems
	TIA TR-30
(was EIA RS-485)
	
	

	TIA-4940.020
	Smart Device Communications
Protocol Aspects
	TIA TR-50
	
	Partner Type 1
oneM2M Pool Document

	UPnP
	Universal Plug and Play
	UPnP Forum 
	
	

	TR-069
	CPE WAN Management Protocol
	Broadband Forum (BBF)
	
	Partner Type 2

	VSCP
	Very Simple Control Protocol
	VSCP Project
[Grodans Paradis AB]
	
	(open source)

	WAP
	Wireless Application Protocol
	Open Mobile Alliance 
(was: WAP Forum)
	
	

	WAVE2M
	Open Low-Power Wireless
	WAVE2M
	
	

	Wavenis
	-superceded-
	
	
	see WAVE2M

	Weightless 1.0
	Low-power White-space Wireless Network
	Weightless SIG
[Neul]
	
	

	Wibree
	-superceded-
	
	
	see Bluetooth SMART

	WirelessHART
	Wireless Highway Addressable Remote Transducer
	HART Communication Foundation
	
	IEEE 802.15.4 / 
IEC 62591

	Wireless HD
	Wireless High-Definition Digital Interface
	WirelessHD Consortium
	
	

	Wireless USB
	Wireless Universal Serial Bus
	USB Implementers Forum
	
	

	WorldFIP
	World Factory 
Instrumentation Protocol
	WorldFIP
	
	

	X-10
	X-10
	[X-10 (USA)]
	
	

	xAP
	XAP Home Automation Protocol
	XAP Forum
	
	(open source)

	xPL
	xPL Home Automation Project
	xPL Project
	
	

	XMPP
	eXtensible Messaging and Presence Protocol 
	IETF XMPP WG
	
	RFC6120

	XMPP XEP
	eXtensible Messaging and Presence Protocol Extensions
	XMPP Standards Foundation
	
	

	ZigBee® 
	ZigBee 2012
	ZigBee Alliance
	
	IEEE 802.15.4

	ZigBee IP
	ZigBee IPv6 for Smart Energy
	ZigBee Alliance
	
	

	ZigBee RF4CE
	ZigBee for Consumer Electronics
	ZigBee Alliance
	
	

	SEP 2
	Smart Energy Profile 2.0
	CSEP 
ZigBee Alliance
	
	

	Z-Wave
	Wireless RF-based Communications Technology
	Z-Wave Alliance 
Z-Wave
	
	ITU G.9959

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Annex B
Definitions of Technologies used above for M2M releated Protocols (Informative)

NOTE:  The following definitions are quoted for reference from publicly-available sources, and no representation is made regarding the accuracy or timeliness of the information it contains. In addition, the appearance or omission of any M2M-related information in this list does not imply either the intention, or lack of intention, to undertake any normative or other work within oneM2M. 

Table B-1: Table of Blutooth technology landscape
	
	
	ZigBee
	Bluetooth technology
	802.11b
	802.11g
	802.11a
	802.11n
	UWB

	Throughput
	Mbps
	0.03
	1-3
	11
	54
	54
	200
	200

	Max range 
	ft
	75
	30
	200
	200
	150
	150
	30

	Sweet spot 
	Mbps-ft
	.03@75
	1-3@10
	2@200
	2@200
	36@100
	100@100
	200@10

	Service
	bps-ft2
	530
	314M
	251G
	251G
	1.13T
	3.14T
	62G

	Power
	mW
	30
	100
	750
	1000
	1500
	2000
	400

	BW
	MHz
	0.6
	1
	22
	20
	20
	40
	500

	Spectral efficiency
	b/Hz
	0.05
	1
	0.5
	2.7
	2.7
	5
	0.4

	Power efficiency1
	mW/Mbps
	1000
	100
	68
	19
	27
	10
	2

	Power efficiency2
	mAh/GB
	2211
	67
	46
	12
	18
	7
	1.3

	TTGB
	Time
	3.1 day 
	2.2 hr 
	12 min 
	2.5 min 
	2.5 min 
	40 sec 
	40 sec 

	Price
	US$
	$2
	$3
	$5
	$9
	$12
	$20
	$7

	Note: TTGB: Time To Gene (the time to live for a security session key).


Bluetooth Wireless Technology

· Bluetooth wireless technology is geared towards voice and data applications 

· Bluetooth wireless technology operates in the unlicensed 2.4 GHz spectrum 

· The range of Bluetooth wireless technology is application specific. The Bluetooth Specification mandates operation over a minimum distance of 10 meters or 100 meters depending on the Bluetooth device class, but there is not a range limit for the technology. Manufacturers may tune their implementations to support the distance required by the use case they are enabling. 

· The peak data rate with EDR is 3 Mbps 

· Bluetooth wireless technology is able to penetrate solid objects 

· Bluetooth technology is omni-directional and does not require line-of-sight positioning of connected devices 

· Security has always been and continues to be a priority in the development of the Bluetooth specification. The Bluetooth specification allows for three modes of security 

Ultra-Wideband (UWB)

· UWB technology for Personal Area Networks offers a unique combination of low power consumption (~1mW/Mbps) and high data throughput (up to 480 Mbps). 

· WiMedia UWB is an internationally recognized standard (ECMA-368, ISO/IEC 26970 and ECMA-369, ISO/IEC 26908) and has regulatory approval in major markets worldwide, including US, EU, Korea and Japan. Additional regions, e.g. China and Canada are expecting regulatory approval in the near future. 

· Ideally, it will have low power consumption, low price, high speed, use a wide swath of radio spectrum, carry signals through obstacles (doors, etc.) and apply to a wide range of applications (defense, industry, home, etc.) 

· WiMedia UWB takes a "Common Radio Platform" approach allowing the same radio to be used for a variety of applications. 

· WiMedia UWB allows for data rates up to 480Mbps at ranges of several meters and a data rate of approximately 110 Mbps at a range of up to 10 meters 

· While Wireless USB has initially utilized UWB technology, it is expected that the Bluetooth high speed solution will not suffer the same performance and interoperability issues due to the specification development and qualification process employed by the Bluetooth SIG.

· The Bluetooth SIG announced in May 2005 its intentions to work with UWB to develop a high rate Bluetooth specification on the UWB radio

Certified Wireless USB 

· Speed: Wireless USB is projected to be 480 Mbps up to 2 meters and 110 Mbps for up to 10 meters. Wireless USB hub can host up to 127 wireless USB devices 

· Wireless USB will be based on and run over the UWB radio promoted by the WiMedia Alliance. 

· Allows point-to-point connectivity between devices and the Wireless USB hub 

· Intel established the Wireless USB Promoter Group in February 2004 

· The USB Implementers Forum, Inc. (USB-IF) tests and certifies the "certified Wireless USB" based wireless equipment

Wi-Fi (IEEE 802.11)

· Bluetooth technology costs a third of Wi-Fi to implement 

· Bluetooth technology uses a fifth of the power of Wi-Fi 

· The Wi-Fi Alliance tests and certifies 802.11 based wireless equipment 

· 802.11a: This uses OFDM, operates in the 5 GHz range, and has a maximum data rate of 54 Mbps 

· 802.11b: Operates in the 2.4 GHz range, has a maximum data rate of 11 Mbps and uses DSSS. 802.11b is the original Wi-Fi standard 

· 802.11g: Operates in the 2.4 GHz range, uses OFDM and has a maximum data rate of 54 Mbps. This is backwards compatible with 802.11b 

· 802.11e: This standard will improve quality of service 

· 802.11h: This standard is a supplement to 802.11a in Europe and will provide spectrum and power control management. Under this standard, dynamic frequency selection (FS) and transmit power control (TPC) are added to the 802.11a specification 

· 802.11i: This standard is for enhanced security. It includes the advanced encryption standard (AES). This standard is not completely backwards compatible and some users will have to upgrade their hardware. The full 802.11i support is also referred to as WPA2 

· 802.11k: Under development, this amendment to the standard should allow for increased radio resource management on 802.11 networks 

· 802.11n: This standard is expected to operate in the 5 GHz range and offer a maximum data rate of over 100 Mbps (though some proposals are seeking upwards of 500 Mbps). 802.11n will handle wireless multimedia applications better than the other 802.11 standards 

· 802.11p: This standard will operate in the automotive-allocated 5.9 GHz spectrum. It will be the basis for the dedicated short range communications (DSRC) in North America. The DSRC will allow vehicle to vehicle and vehicle to roadside infrastructure communication 

· 802.11r: This amendment to the standard will improve users' ability to roam between access points or base stations. The task group developing this form in spring/summer 2004 

· 802.11s: Under development, this amendment to the standard will allow for mesh networking on 802.11 networks. The task group developing this formed in spring/summer 2004

WiMAX (Worldwide Interoperability for Microwave Access and IEEE 802.16)

· WiMax is a wireless metropolitan area network (MAN) technology 

· WiMax has a range of 50 km with data rates of 70 Mbps. Typical cell has a shorter range 

· The original 802.16 standard operated in the 10-66 GHz frequency bands with line of sight environments 

· The newly completed 802.16a standard operates between 2 and 11 GHz and does not need line of sight 

· Delays in regulatory approval in Europe due to issues regarding the use of the spectrums in the 2.8 GHz and 3.4 GHz range 

· Supports vehicle mobility for between 20 to 100 km/hr. The 802.16e standard will allow nomadic portability 

· The IEEE 802.16a and the ETSI HIPERMAN (High Performance Radio Metropolitan Area Network) share the same PHY and MAC. 802.16 has been designed from the beginning to be compatible with the European standard 

· Created to compete with DSL and cable modem access, the technology is considered ideal for rural, hard to wire areas

WiBro (Wireless Broadband)

· Portable Internet Service (WiBro) is to provide a high data rate wireless internet access with PSS (Personal Subscriber Station) under the stationary or mobile environment, anytime and anywhere. Primarily based in South Korea based on TTA specifications 

· 2300-2400 MHz, TDD, OFDMA, channel bandwidth 10 MHz, etc

· System shall support mobile users at a velocity of up to 60km/h 

· Throughput (per user) Max. DL / UL = 3 / 1 [Mbps], Min. DL / UL = 512 / 128 [Kbps] 

· Will come online Q1 2006 

Infrared (IrDA)

· IrDA is used to provide wireless connectivity for devices that would normally use cables to connect. IrDA is a point-to-point, narrow angle (30° cone), ad-hoc data transmission standard designed to operate over a distance of 0 to 1 meter and at speeds of 9600 bps to 16 Mbps 

· IrDA is not able to penetrate solid objects and has limited data exchange applications compared to other wireless technologies 

· IrDA is mainly used in payment systems, in remote control scenarios or when synchronizing two PDAs with each other

Radio Frequency Identification (RFID)

· There are over 140 different ISO standards for RFID for a broad range of applications 

· With RFID, a passive or unpowered tag can be powered at a distance by a reader device. The receiver, which must be within a few feet, pulls information off the 'tag,' and then looks up more information from a database. Alternatively, some tags are self-powered, 'active' tags that can be read from a greater distance 

· RFID can operate in low frequency (less than 100 MHz), high frequency (more than 100 MHz), and UHF (868 to 954 MHz) 

· Uses include tracking inventory both in shipment and on retail shelves

Near Field Communication (NFC)

· The NFC Forum is involved in the development and promotion of NFC. The 12 sponsor members of the NFC Forum include MasterCard International, Microsoft, Motorola, NEC, Nokia, Panasonic, Philips, Renesas, Samsung Electronics, Sony, Texas Instruments and Visa 

· Capacity: 212 kbps over a distance from 0 to 20 centimeters over the 13.56 Mhz frequency range 

· The NFC standard is based on RFID technology 

· Applications suggested for NFC include ticketing, payment and gaming. 

· Support for a passive mode of communication leads to savings on battery power

Near-Field Magnetic Communication

· Proprietary wireless technology developed, patented and licensed by Aura Communications. 

· Range: 1.5 to 2 meters; Power: about 100 nanowatts; and frequency: 10 to 15 MHz. Creates a weak magnetic bubble of 4 to 6 feet in diameter in which it works 

· Currently this technology is only used for wireless headsets. An adapter must be attached to the phone since it is not integrated in any handset 

· Only available in the U.S. to-date

HiperLAN

· Speed: HiperLAN 2 = 54 Mbps, and has a 50 to 100 m capacity 

· No present killer application

HIPERMAN

· Fixed wireless access standard developed by the European Telecommunications Standards Institute (ETSI) 

· Operates in the spectrum between 2 GHz and 11 GHz and is compatible/interoperable with the IEEE 802.16a-2003 standard 

802.20

· Considered to be mobile wireless broadband wireless access. 

· Maximum data rate expected to be 1 Mbps, operating in licensed bands below 3.5 GHz 

· Supports vehicle mobility up to 250 km/hr

ZigBee (IEEE 802.15.4)

The promoter companies of the ZigBee Alliance include Philips, Honeywell, Mitsubishi Electric, Motorola, Samsung, BM Group, Chipcon, Freescale and Ember; more than 70 members 

· Capacity of 250 Kbits at 2.4 GHz, 40 Kpbs at 915 Mhz, and 20 Kpbs at 868 Mhz with a range of 10-100 M 

· Its purpose is to become a wireless standard for remote control in the industrial field 

· The ZigBee technology is targeting the control applications industry, which does not require high data rates, but must have low power, low cost and ease of use (remote controls, home automation, etc.) 

· The specification was formally adopted in December 2004 

· Security was not considered in the initial development of the specification. Currently there are three levels of security 
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