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1
Introduction

WebSocket is getting popular as alternatives of TCP in Web Applications. 

This contribution explains basic characteristics of WebSocket. 

=== Proposed Text start from Here ===

7.x
WebSocket Protocol
7.x.1
Description
HTTP protocol is widely used for Web Services in different ways . One of those usages is standardized as WebSocket Protocol.
WebSocket Protocol provides an alternative way to ‘HTTP polling’  for two-way communication, which transmits data with upgrading established HTTP connection with remote host.
WebSocket Protocol was originally introduced as part of HTML5 specification, but later the transport protocol specification is standardized as the extension for HTTP in IETF.

7.x.2 
Status

WebSocket Protocol specification is published as RFC6455 (PROPOSED STANDARD) by IETF in 2011.
SIP over WebSocket and XMPP over WebSocket are under development.
7.x.3
Intended Use

WebSocket Protocol provides relatively simple transport for two-way communication with remote host, which can coexist with HTTP and deployed HTTP infrastructure. 
Unlike HTTP 2.0 which also possible to two-way communication over HTTP connection, WebSocket is designed for being used in Ajax application.
7.x.4
Deployment Trend

.
Following are some of implementation which includes WebSocket support:

[Server-Side]
· Apache Tomcat 7 (or later)
· Jetty 8 (or later)

· Tornado

· em-websocket (Ruby)
· gevent-websocket (Python)
· Node.js
[Client-Side]

· Google Chrome 14.0 (or later)
· Firefox 10.0 (or later)

· Safari 6.0 (or later)

· Internet Explorer 10.0 (or later) 
· Cordova (AKA PhoneGap)

7.x.5
Key Features

(cited from Section “1.5 Design Philosophy” of RFC6455 )

The WebSocket Protocol is designed on the principle that there should  be minimal framing (the only framing that exists is to make the protocol frame-based instead of stream-based and to support a distinction between Unicode text and binary frames).  It is expected  that metadata would be layered on top of WebSocket by the application layer, in the same way that metadata is layered on top of TCP by the application layer (e.g., HTTP).

Conceptually, WebSocket is really just a layer on top of TCP that does the following:

   o  adds a web origin-based security model for browsers

   o  adds an addressing and protocol naming mechanism to support  multiple services on one port and multiple host names on one IP  address

   o  layers a framing mechanism on top of TCP to get back to the IP packet mechanism that TCP is built on, but without length limits

   o  includes an additional closing handshake in-band that is designed  to work in the presence of proxies and other intermediaries

   Other than that, WebSocket adds nothing.  Basically it is intended to be as close to just exposing raw TCP to script as possible given the constraints of the Web.  It's also designed in such a way that its servers can share a port with HTTP servers, by having its handshake  be a valid HTTP Upgrade request.  One could conceptually use other protocols to establish client-server messaging, but the intent of WebSockets is to provide a relatively simple protocol that can coexist with HTTP and deployed HTTP infrastructure (such as proxies)   and that is as close to TCP as is safe for use with such infrastructure given security considerations, with targeted additions  to simplify usage and keep simple things simple (such as the addition  of message semantics).

   The protocol is intended to be extensible; future versions will  likely introduce additional concepts such as multiplexing.
7.x.6
Security

Security feature on WebSocket can be independent, but HTTP can provide necessary protections in  transport layer. 
7.x.7
Dependency
· WebSocket Protocol  depends on HTTP (1.1 or later) protocol.
· TCP stack should be provided for HTTP communication.
7.x.8
Benefits and Constrains

[Benefits]
· Allowing co-exist with existing Web infrastructures 

· Reuse security solutions which is applied on HTTP Servers

· HTML5 browser can supports WebSocket natively (seamless integration on HTTP based application)
[Constrains]

· Leaving  WebSocket connection opened for long time periods may cause DoS attack risk

· Server-side WebSocket  implementation can host limited number of connections
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