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We suggest the following additions (in revision marks below) to Section 7.1 of the Protocol Analysis TR, as highlighted below (2 additions in 7.1.9 “Security” and one in 7.2.11.2 “Constraints”).
7.1
CoAP - Constrained Application Protocol
· […]
7.1.9
Security
As CoAP realizes a subset of the features in HTTP/1.1, the security considerations of [RFC2616] are also pertinent to CoAP. This section analyzes the possible threats to the protocol.  There are a number of security limitations with CoAP, and this section will describe those in detail.  These will include:

· Protocol Parsing, Processing URIs

· Proxying and Caching

· Risk of amplification

· IP Address Spoofing Attacks

· Cross-Protocol Attacks

· Constrained node considerations

COAP uses DTLS1.2 and security keys generated by DTLS are used to protect CoAP level messages. Some constraints associated with DTLS are as follows:

· It may be challenging to support DTLS in constrained M2M devices that have limited memory (such as RAM ~ 10 KB) and processing power. This is the reason for the current IETF initiative “DTLS In Constrained Environments” (DICE) initiative (http://www.ietf.org/proceedings/87/slides/slides-87-dice-0)
· Use of DTLS (handshake protocol) results in high overhead in the network and that may not be desirable.

· No clear standardized definition of a constrained DTLS profile

No efficient support of multicast with IP DTLS. The multicast suitability of CoAP are lost when using DTLS (point-to-point). On this aspect, there are also initiatives attempting  to find solutions, e.g. “DTLS-based multicast security for Low power Lossy Networks” (http://tools.ietf.org/id/draft-keoh-tls-multicast-security-00.txt)
· No standardized approaches for (dynamic) key management for group based communication

7.1.11
Benefits and Constraints
7.1.11.1  Benefits
· It is a lightweight application layer protocol designed for constrained devices (such as devices with 8-bit microcontroller and limited memory) and constrained  networks (such as low power, low data rate, lossy networks that use IEEE802.15.4)

· It runs over UDP and avoids overhead of TCP

· It is easy to do HTTP – CoAP translation

Editor’s Note: To be completed

7.2.11.2 Constraints

· Constraints associated with DTLS (as listed in the Security subsection) 
· No standardized framework for authorization and access control for CoAP exists as of now. The IETF draft “Access Control Framework for constrained environments” (http://datatracker.ietf.org/doc/draft-selander-core-access-control/?include_text=1)  attempts to resolve this issue.
· No explicit support for real-time IoT application at present. 
Editor’s Note: To be completed
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