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7.x
RESTful Network APIs defined by OMA and GSMA
7.X.1
Background
This section is intended for analysing Network APIs defined in OMA (Open Mobile Alliance) and GSMA (Global System for Mobile Communications Association) that are used to open up service capabilities and assets in the Underlying Network to Applications. Although those APIs are provided either as RESTful style or SOAP Web Services style, this section focuses on the RESTful style.
OMA and GSMA have defined standardized Network APIs for application developers to easily make use of existing mobile network capabilities such as messaging, location, payments, device capability discovery, call control, etc. for mobile application development. Many mobile operators already support some of these OMA/OneAPI standardized Network APIs in addition to proprietary APIs. As an option for service layer communicating with underlying network, oneM2M service layer can leverage these standardized APIs for the Mcn reference point to communicate with underlying networks for required services that networks provide.
The majority of the OMA Network APIs are the RESTful bindings of the existing Parlay X Web Service APIs. Additionally, OMA has defined and is still defining other required network APIs such as Customer Profile, Anonymous Customer Reference, Autho4API (i.e. usage of OAuth 2.0 in conjunction with the RESTful network APIs), Network Message Storage API, PushREST API, etc. based on the requirements obtained from another fora (e.g. GSMA OneAPI, RCS, etc.).
7.X.2
Status of Network APIs Defined by OMA and GSMA oneAPI
7.X.2.1

Status of OMA RESTful Network APIs
This section describes the brief description and status of the RESTful Network APIs defined by OMA. As mentioned previously, the most of OMA Network APIs are based on the existing Parlay X Web Service to provide the RESTful HTTP binding, but OMA has defined Network APIs by itself.
The table 7.X.2-1 shows the brief description of each OMA RESTful Network API.
Note: The detail information (e.g. the relationship between OMA RESTful Network APIs and existing Parlay X APIs) each Network APIs can be found at "http://www.openmobilealliance.org/API/APIsInventory.aspx".


Table 7.X.2-1: OMA RESTful Network APIs
	API Name
	Rel
	Description

	File Transfer [i.41]
	1.0
	This specification introduces methods for a client to send files toward a server and to manage file transfer sessions.

	Presence [i.42]
	1.0
	This specification introduces methods for a watcher (an application) to manage and retrieve presence information of a presentity. 

	Notification Channel [i.43]
	1.0
	This specification introduces methods for a client (e.g., a native application) to receive asynchronous notifications from a Notification Server about the events the client has subscribed to with one or more Enabler Servers.

	Chat [i.44]
	1.0
	This specification introduces methods for a client chat application to send and receive 1-1 chat messages and manage the chat session. 

	Short Messaging
[i.45]
	1.0
	This specification introduces methods for a client to send SMS messages to a terminal attached in the underlying network and to receive text messages. Additionally, checking delivery status and incoming messages is also included. 

	Third Party Call 

[i.46]
	1.0
	This specification introduces methods for a client to make and terminate a call session between calling participant and one or more called participant(s) and to obtain information regarding a call session and participant(s).

	Address Book [i.47]
	1.0 
	This specification introduces methods for a client to manage contacts and subscriptions to contact changes.

	Messaging [i.48]
	1.0
	This specification introduces methods for a client to send MMS messages to a terminal attached in the underlying network and to receive text messages. Additionally, checking delivery status and incoming messages is also included.

	Payment [i.49]
	1.0
	This specification introduces methods for a client to charge, refund, reserve and split amount to an end user’s account and to retrieve payment transactions.

	Device Capabilities
[i.50]
	1.0
	This specification introduces methods for a client to retrieve device capabilities, such as device information and profiles, and push device configuration to a device. 

	Audio Call [i.51]
	1.0
	This specification introduces methods for a client to play audio and video messages to one or more call participants.

	Call Notification 

[i.52]
	1.0
	This specification introduces methods for a client to manage subscriptions for call notifications, call direction notifications and media interaction notifications, and manage call event monitors.

	Terminal Status [i.53]
	1.0
	This specification introduces methods for a client to retrieve the current device status information including accessibility, roaming, and connection type. 

	Image Share [i.54]
	1.0
	This specification introduces methods for a client to manage image share sessions and subscriptions to image share related event notifications.

	Terminal Location 

[i.55]
	1.0
	This specification introduces methods for a client to obtain information about geographical location of a terminal. 

	Video Share [i.56]
	1.0
	This specification introduces methods for a client to manage video share sessions and subscriptions to video share related event notifications.

	Customer Profile 

[i.57]
	1.0
	This specification introduces methods for a client to retrieve customer profile metadata (e.g., country, region, locality, area, and age).

	
	
	

	ACR
(Anonymous Customer Reference)
[i.58]
	1.0
	This specification introduces methods for a client to create an ACR and query the status of an ACR.

The ACR represents a unique identifier replacing a subscriber’s secure information, such as MSISDN or phone number, ensuring privacy when interacting with web applications.

	Capability Discovery
[i.59]
	1.0
	This specification introduces methods for a client to retrieve own registered service capabilities and register/de-register service capabilities.

	
	
	

	Converged Address Book
[i.60]
	1.0
	This API allows applications to manage contacts in a contact collection, and members in member lists (e.g. an address list for presence or a group). The API also allows applications to refer to members in different member lists/groups from a contact. Applications can subscribe for notifications on changes in contacts and member lists. In addition, the API allows applications to enable a user to share contacts and member lists with other users, subject to user-defined authorization rules..

	PushREST
[i.61]
	1.0
	This specification defines the following operations.
The Push Initiator (PI) is able to initiate the following operations to the Push Proxy Gateway (PPG):

- Push Submission

- Push Submission with Replace

- Push Cancellation

- Status Query

- Client Capabilities Query

The PPG is able to initiate the following message to the PI:

- Result Notification

	Network Message Storage [i.62]
	1.0
	Currently under development in OMA

	Voice and Video over IP [i.63]
	1.0 
	Currently under development in OMA
Support of WebRTC voice and/or video calls.


7.X.2.1

Status of GSMA OneAPI
The GSMA OneAPI project is addressing deployment and operational considerations for 3rd party applications, and is re-using a subset of the Parlay X and OMA RESTful Network APIs for this. The table 7.X.2-2 shows the brief description of each GSMA OneAPI, and the details can be found at "http://www.gsma.com/oneapi/".
Table 7.X.2-2: GSMA OneAPI
	API Name
	Rel
	Relevant OMA RESTful 
Network APIs

	ACR
(Anonymous 
Customer Reference)
	
v4
	· RESTful Network API for Anonymous Customer Reference Management V 1.0

	Customer Profile
	
v4
	· RESTful Network API for Customer Profile V 1.0

	Data Connection Profile
	v3
	· RESTful Network API for Terminal Status V 1.0

	Device Capability
	v3
	· RESTful Network API for Device Capabilities V 1.0

	Payment
	v3
	· RESTful Network API for Payment V 1.0

	Location
	v3
	· RESTful Network API for Terminal Location V 1.0

	MMS
	v3
	· RESTful Network API for Messaging V 1.0

	SMS
	v3
	· RESTful Network API for Short Messaging V 1.0

	Voice Call Control
	v3
	· RESTful Network API for Third Party Call V 1.0
· RESTful Network API for Call Notification V 1.0

· RESTful Network API for Audio Call V 1.0

	Zonal Presence
	v3
(Beta)
	· None
Note: the relevant Network API is under the discussion in OMA.


	
	
	· 

	
	
	· 


7.X.3
Intended Use
With those Underlying Networks (for example 3GPP and 3GPP2 networks) which support OMA Network APIs, network capabilities/services are exposed as resources on the northbound interface of networks. So the common service layer can make use of the APIs, perform defined operations on Mcn reference point for required services that networks support. 

This section describes several intended use cases for RESTful Network APIs as examples. 
7.X.3.1

Location
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With the underlying networks (for example 3GPP and 3GPP2) which support OMA Network APIs for terminal location or OMA Mobile Location Protocol, the user location is exposed as a resource over the Mcn reference point. When the location information of a target M2M Node needs to be stored in a container, the CSE can request the location using the RESTful Network API over the Mcn reference point. In this use case, the RESTful Network API for Terminal Location can be used and the CSE transforms the oneM2M configuration into the appropriate Network API configuration.
7.X.4
Deployment Trend

Many mobile operators already support some of these OMA/OneAPI Network APIs in addition to proprietary APIs.
7.X.5
Key Features
The brief features of each RESTful Network API are described in the section 7.X.2.
7.X.6
Security

Since RESTful Network APIs in OMA/GSMA OneAPI are technically identical to RESTful-HTTP protocol, these APIs are prone to the same vulnerabilities as standard web applications, including broken authentication, injection attacks, and cross-site scripting and cross-site request forgery.

Fortunately, many HTTP security practices can be successfully applied for securing RESTful Network APIs as well.
7.X.7
Dependencies

RESTful Network APIs defined in OMA/GSMA OneAPI use HTTP as an application protocol for distributing state information and TCP/IP as a transport protocol to provide basic network connectivity.
7.X.8
Benefits and Constraints

This section is listing the benefits of utilizing RESTful Network APIs defined in OMA and GSMA over Mcn reference point for supported services.
· Simple RESTful interface
· Requests and Responses of Network APIs do not require complex processing or validation
· For underlying network operators, lowers the barrier to entry and avoiding fragmentation
· For oneM2M service providers, reducing integration time and facilitating easy integration
7.X.9
Support of oneM2M Requirements

	Supported
Requirements
	Rationale
	Related
OMA RESTful NetAPI
	Related
GSMA OneAPI

	OSR-006
	The requirement states that oneM2M system shall be able to reuse the services offered by Underlying Networks by means of open access models.
	ACR V 1.0
Customer Profile V 1.0
Terminal Status V 1.0
Device Capability V 1.0
Payment V 1.0
Terminal Location V 1.0
Messaging V 1.0
Short Message V 1.0
Third Party Call V 1.0
Call Notification V 1.0
Audio Call V 1.0
	ACR
Customer Profile
Data Connection Profile
Device Capability
Payment
Location
MMS
SMS
Voice Call Control

	

	
	
	

	

	
	
	

	OSR-047


	The requirement states that oneM2M system shall report the geographical location information of M2M Devices/Gateways.
	Terminal Location V 1.0
	Location
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