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We propose addition to Section 6 of the TR-0009 as highlighted below.
6.x
ISA100.11a Protocol
The following clauses describe the ISA100.11a  protocol.
6.x.1
Background
ISA100 committee was formed in 2005 to define family of industrial wireless automation standards. ISA100.11a is the industrial wireless automation standard for process plants and it was officially released in 2009.  ISA100 WG3 worked on this. Release 1 of ISA100.11a  addresses performance needs for control and monitoring applications where latencies on the order of 100 ms can be tolerated. Future releases to address critical and more delay sensitive applications such as emergency actions to ensure safety.  

ISA100 Wireless Compliance Institute (WCI) functions as an operational group within The Automation Standards Compliance Institute (ASCI). As one of its activity, it certifies ISA100 compliant devices and systems.  It provides feedback to standard committee for improvement in standards and has also specified certain application level profiles. As per http://www.isa100wci.org/en-US/About-WCI/Member-Roster  WCI members include the following: Agiliad, Apprion, Aramco Services Co, Armstrong International, Azbil, BP, Centero, Chevron, Control Data Systems, COSASCO, Crack Semiconductor, Eltav, ExxonMobil, Forbes Marshall, Flowserve, Fuji Electric, GasSecure, General Electric, Honeywell, New Cosmos Electric Co., Nexcom, Nivis, Pepperl+Fuchs, Perpetuum, R3 Sensors, Riken Keiki, S

 HYPERLINK "http://www.spiraxsarco.com/" \t "_blank" pirax Sarco, Scott Technologies, Shell Global Solutions,  TLV Company Ltd., Yokogawa

6.x.2
Status
ISA100.11a-2009 has been approved by the ISA Standards and Practices Board in 2009.

6.x.3
Category and Architectural Style
ISA100.11a networks are IP based multi-hop mesh networks that are built using IEEE802.15.4 PHY and MAC layers.  It also supports other topologies such as Star topology. As shown in Figure 1, ISA100.11a adds an upper data link layer and an application layer. This upper data link layer provides support for mesh routing, channel hopping and TDMA.  These networks have built in mechanisms for time synchronization.
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Figure 1: ISA100.11a Stack
ISA100.11a application layer consists of the following:

· Upper Application Layer: It contains User Application Processes (UAPs) and Management Processes (MPs).  Some UAPs are standardized and more can be added.
· Application Sub-Layer: It enables object oriented communication between peer objects in the same (or different) UAP(s). It also provides communication services to management processes.
Some standard objects specified by ISA100.11a include the following: 1 object per UAP for management purposes, device management object, UploadDownload object, Concentrator object, Alert reporting object, Alert receiving objects, and Gateway cache object. Application layer of ISA100.11a  allows to tunnel non-ISA100.11a protocol packets and a Tunnel object is supported for this.

WCI specified ISA100 objects for temperature and pressure profiles. WCI uses device descriptor files that describe the capabilities and data structures of devices. A device descriptor file provides description of each application object in that device. It helps a user to understand semantics of data.
6.x.4
Intended use
· Designed for use in process automation industry. Example application include equipment monitoring (e.g. alerting, logging) and closed (or open) loop control
· ISA100.11a based solutions can be deployed in the areas such as Oil & Gas,  Mining, Chemicals, Life Sciences, Refining, Pulp & Paper.

· Performance expectations of ISA100.11a:

· Periodic monitoring where latency on the order of 100 ms can be tolerated

· High Reliability: 99.9%

· Sample intervals in few seconds

· 2-5 years battery life on end-devices

· Low data rate

· Range ~ 50 m

· Intended to cover large number of  nodes
6.x.5
Deployment Trends

ISA100 products from companies such as Gas Secure, GE Measurement and Control, Honeywell, Yokogawa, Apprion, Eltav, Cisco and Nivis are listed at http://www.isa100wci.org/en-US/End-User-Resources/ISA100-Wireless-Registered-Products .
Some ISA100 success stories are provided at http://www.isa100wci.org/en-US/End-User-Resources/Company-Success-Stories . Over 1 billion hours of operations for ISA100 devices around the world has been reported.
6.x.6
Key Features
Following are some of the key features of ISA100.11a:
· ISA100.11a supports variety of mechanisms to ensure that data communication is reliable and secure.
· Each ISA100.11a device communicates at a pre-defined time and frequency. ISA100.11a stack supports variable length time slots with TDMA.
· Supports client-server model at application layer.
· ISA110.11a  provides following basic services:
· Publish / Subscribe service: Publishing is normally done via concentrator objects.  A concentrator object collects various types of data from the device and packages that together for reporting.  It supports assembly and disassembly of multiple values in the same ISA100.11a message.
· Alert service where an alarm message is sent when some condition is satisfied (e.g. value of observed variable goes above a threshold) and another message is sent when this condition is cleared
· ISA100.11a tunnel capability at application layer allows carrying protocol messages of existing protocols such as HART, Modbus, Profibus and others.
· It supports establishment of a service contract before a device can start transmitting data.

· WCI has defined extensions for more complex applications.

6.x.7
Protocol Stack

ISA100 defines stacks for reliable and secure communication between field device and a gateway. It supports security mechanisms at MAC as well as transport layer.  ISA100.11a supports IPv6 addressing and uses IETF’s IPv6 over Low rate Personal Area Network (6LoWPAN) standard and its transport layer is based on UDP.  ISA100.11a application layer consists of Upper Application Layer and Application Sub-Layer.
6.x.8
Data Model
Native application layer of ISA100.11a supports reporting of analog data (such as pressure), binary data and block data (such as for waveform or firmware image).  
Upload / Download object to communicate large amount of data (such as to transmit block of data representing a waveform from a field device to a gateway) is supported.
6.x.9
Security
Some security related features of ISA100.11a are listed below:

· Supports message and device authentication, data confidentiality and data integrity. 

· Hop-by-hop security is provided at MAC layer (using IEEE802.15.4 link layer methods)

· Message Integrity Code is computed at UDP layer to provide end-to-end message integrity at transport layer
· Supports AES-128 based encryption. 

· Provides protection against relay attacks. Transport layer security uses time stamps in the nonce (for AES) that indicates when that packet was created. If packet is stale (e.g. if it was created more than T sec back), it is discarded.
· Use of symmetric keys is supported.  
· Support of asymmetric key certificates is optional

· Supports dynamic key distribution using asymmetric keys based on public key cryptography. It enables over-the-air provisioning as well as automated re-keying.
· A Security Manager in the network manages and distributes keys.

6.x.10
Dependencies
ISA100.11 stack is built using  IEEE802.15.4 PHY/MAC and IETF’s 6LoWPAN. 
6.x.11
Benefits and Constraints
6.x.11.1  Benefits
· Application layer is object oriented, flexible, modular and extensible.

·  ISA100.11a application layer supports tunneling of other protocols. Thus, it allows data to be transferred via Modbus, Profibus, HART, Foundation Fieldbus or any other protocol.
· WCI object profiles are similar to that used by Foundation Fieldbus and that makes it easier to integrate these two types of systems.
6.x.11.2 Constraints
6.x.12
Support of oneM2M requirements

6.1.12.1  Fully Supported Requirements

OSR-001, OSR-002, OSR-003, OSR-004, OSR-005, OSR-008, OSR-012, OSR-014, OSR-015, OSR-022, OSR-024, OSR-028, CRPR-001, OPR-001, SER-002, SER-003, SER-009, NFR-002.
6.1.12.2   Partially Supported Requirements

OSR-006, OSR-007, OSR-009, OSR-010, OSR-011, OSR-013, OSR-015, OSR-016, OSR-019, OSR-020, OSR-021, OSR-023, OSR-025, OSR-026, OSR-027,OSR-029, OSR-030, OSR-032, OSR-033, OSR-034, OSR-035, OSR-036, OSR-037, OSR-038, OSR-039, OSR-040, OSR-041, OSR-042, OSR-043, OSR-044, OSR-045, OSR-046, OSR-047, OSR-048, OSR-049, OSR-050, OSR-051, OSR-052, OSR-053, OSR-054, OSR-055, OSR-056, OSR-057, OSR-058, OSR-059, OSR-060, OSR-061, OSR-062, OSR-063, OSR-064, OSR-065, OSR-066, OSR-067, OSR-068, OSR-069, OSR-070, OSR-071, OSR-072, CRPR-002, CRPR-003, CRPR-004, CRPR-005
Note: One can enhance ISA100.11a based protocols and systems to do variety of things that are not fully supported at present.
6.1.12.3
Unsupported Requirements

OSR-018 (This requirement is for cellular  devices)
OPR-004 (ISA100.11a  system is specified for IEEE802.15.4 based devices though theoretically one could consider supporting other interfaces as well),
SER-004 to SER-006 (these are for UICC based devices. Some enhancements needed if one wants to support UICC based devices with ISA100.11a systems).
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