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6.3. oneM2M  API Introduction

6.3.1
 Primitives and Procedures

6.3.1.1. Description of Generic Procedures
The following procedures have been defined to detail common steps to be performed in processing requests and responses. 
6.3.1.1.1  Generic Resource Create Request Procedure

A Generic Resource Create Request Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing these actions and providing additional steps

The Originator shall execute the following steps in order:

Orig-C-1.0: It shall generate the “Generic Resource” representation ( Editor’s note: add references to operations from PRO-2014-151R01 in all steps)
Orig-C-2.0: It shall generate  and send the “Generic Primitive”.
Orig-C-3.0: It shall wait for the response .
If the Receiver is not the Target of the procedure, it shall only forward the request and not perform any of the following steps.

If the Receiver is the Target of the Procedure it shall execute the following steps in order

Rcv-C-1.0: It shall check existence of the “Generic Resource”. 
Rcv-C-2.0: It shall check authorization of the requesting entity. 

Rcv-C-3.0: It shall check the syntax of received message.

Rcv-C-4.0: It shall check validity of “Generic Resource” representation for CREATE.
Rcv-C-5.0: It shall create the “Generic Resource” 

Rcv-C-6.0: It shall create and send a successful response
In case of error in any of the steps above the Receiver shall proceed with the following steps in order:

Rcv-CErr-1.0: It shall create and send an unsuccessful response
6.3.1.1.2  Generic Resource Retrieve Request Procedure

A Generic Resource Retrieve Request Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing this procedure and providing additional steps.

The Originator shall execute the following steps in order:

Orig-R-1.0: It shall generate and send the “Generic Primitive”.
Orig-R-2.0: It shall wait for the “Generic Response Primitive”.
If the Receiver is not the Target of the procedure, it shall only forward the request and not perform any of the following steps.

If the Receiver is the Target of the Procedure it shall execute the following steps in order

Rcv-R-1.0: It shall check existence of the “Generic Resource”. 
Rcv-R-2.0: It shall check authorization of the requesting entity. 

Rcv-R-3.0: It shall check the syntax of received message.

Rcv-R-4.0: It shall read the “Generic Resource.
Rcv-R-5.0: It shall create and send a successful response
In case of error in any of the steps above the Receiver shall proceed with the following steps in order:

Rcv-RErr-1.0: It shall create and send an unsuccessful response
6.3.1.1.3  Generic Resource Update Request Procedure

A Generic Resource Retrieve Update Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing this procedure and providing additional steps.

The Originator shall execute the following steps in order:

Orig-U-1.0: It shall generate and send the “Generic Primitive”.
Orig-U-2.0: It shall wait for the “Generic Response Primitive”.
If the Receiver is not the Target of the procedure, it shall only forward the request and not perform any of the following steps.

If the Receiver is the Target of the Procedure it shall execute the following steps in order

Rcv-U-1.0: It shall check existence of the “Generic Resource”. 
Rcv-U-2.0: It shall check authorization of the requesting entity. 

Rcv-U-3.0: It shall check the syntax of received message.
Rcv-U-4.0: It shall check the validity of the resource representation for UPDATE.
Rcv-U-4.0: It shall update the “Generic Resource.
Rcv-U-5.0: It shall create a successful “Generic Response primitive”.

Rcv-U-6.0: It shall create and send a successful response
In case of error in any of the steps above the Receiver shall proceed with the following steps in order:

Rcv-UErr-1.0: It shall create and send an unsuccessful response
6.3.1.1.4  Generic Resource Delete Request Procedure

A Generic Resource Retrieve Delete Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing this procedure and providing additional steps.

The Originator shall execute the following steps in order:

Orig-D-1.0: It shall generate and send the “Generic Primitive”.
Orig-D-2.0: It shall wait for the “Generic Response Primitive”.
If the Receiver is not the Target of the procedure, it shall only forward the request and not perform any of the following steps.

If the Receiver is the Target of the Procedure it shall execute the following steps in order

Rcv-D-1.0: It shall check existence of the “Generic Resource”. 
Rcv-D-2.0: It shall check authorization of the requesting entity. 

Rcv-D-3.0: It shall check the syntax of received message.
Rcv-D-4.0: It shall delete the “Generic Resource.
Rcv-D-5.0: It shall create and send a successful response
In case of error in any of the steps above the Receiver shall proceed with the following steps in order:

Rcv-DErr-1.0: It shall create and send an unsuccessful response
6.3.1.2 Use of Generic Primitives and Procedures as reference

References to the Generic procedures follow the following format:

GenericProcedure using SpecificResource resource andSpecificPrimitive primitive

shall be interpreted as section x.x.x.x. where:

· The text “Generic Resource” is replaced by the given SpecificResource
· The text “Generic Primitive” is replaced by the given SpecificPrimitive
· The text “Generic Response Primitive” is replaced by the given SpecificResponsePrimitive
For example the text:

Generic Resource Retrieve Request Procedure using <mgmtCmd> resource andMGMTCMD_CREATE primitive 
shall be interpreted as follows (see section y.y.y.y. Generic Resource Create Request Procedure for comparison):
“The Originator shall execute the following steps in order:

Orig-R-1.0: It shall generate and send MGMTCMD_CREATE.

Orig-R-2.0: It shall wait for the response.

If the Receiver is not the Target of the procedure, it shall only forward the request and not perform any of the following steps.

If the Receiver is the Target of the Procedure it shall execute the following steps in order

Rcv-R-1.0: It shall check existence of the <mgmtCmd>. 

Rcv-R-2.0: It shall check authorization of the requesting entity. 

Rcv-R-3.0: It shall check the syntax of received message.

Rcv-R-4.0: It shall read the <mgmtCmd>
Rcv-R-5.0: It shall create and send a successful response

In case of error in any of the steps above the Receiver shall proceed wit’h the following steps in order:

Rcv-RErr-1.0: It shall create and send an unsuccessful response”
6.3.1.3 Use of Generic Procedures with Non-generic Steps

When specific procedures involve steps not contained in the Generic Procedures any additional step is specified using a label and index number specifying its place in the sequence, with index 0 specifying steps preceding the first generic step

For example, the following text:

Generic Resource Create Request Procedure using <mgmtCmd> resource and MGMTCMD_CREATE primitive , and with the additional procedure specific step:

Rcv-C-0.1: If the Originator is an ASN/MN-CSE (i.e. a remote entity), the Originator shall generate the <mgmtCmd> resource representation based on the information of management commands available on the remote entity.
Shall be interpreted as follows (see section y.y.y.y. Generic Resource Create Request Procedure for comparison):
“The Originator shall execute the following steps in order:

Orig-C-1.0: It shall generate the <mgmtCmd> representation 

Orig-C-2.0: It shall generate and send  MGMTCMD_CREATE
Orig-C-3.0: It shall wait for the response.

If the Receiver is not the Target of the procedure, it shall only forward the request and not perform any of the following steps.

If the Receiver is the Target of the Procedure it shall execute the following steps in order

Rcv-C-0.1: If the Originator is an ASN/MN-CSE (i.e. a remote entity), the Originator shall generate the <mgmtCmd> resource representation based on the information of management commands available on the remote entity.
Rcv-C-1.0: It shall check existence of the <mgmtCmd>
Rcv-C-2.0: It shall check authorization of the requesting entity. 

Rcv-C-3.0: It shall check the syntax of received message.

Rcv-C-4.0: It shall check validity of <mgmtCmd> representation for CREATE.

Rcv-C-5.0: It shall create the <mgmtCmd>” 

Rcv-C-6.0: It shall create and send a successful response

In case of error in any of the steps above the Receiver shall proceed with the following steps in order:

Rcv-CErr-1.0: It shall create and send an unsuccessful response”

6.4. oneM2M Device Management  API

<Text>

The following text is to be used when appropriate:

6.4.1. Introduction
This section describes the management specific primitives and procedures to communicate across the Mca and Mcc reference points.

6.4.2. Management Data Types

This section describes the data types that are extensions of the data types defined in section 6.2.1 and are specific to the management resource and subresources.
6.4.3. <mgmtObj> Resources and Procedures

This section describes the primitives and data types necessary to communicate the <mgmtObj> resource and subresources across the Mca and Mcc reference points.

6.4.3.1. <mgmtObj> Resources

This section describes the definition of the <mgmtObj> resource and subresources. In addition, the policy (e.g., mandatory, optional) related to the presence of a resource’s attributes with respect to the primitives is documented in this section.

6.4.3.2. <mgmtObj> Primitives and Procedures

This section describes the primitive and associated procedures for the <mgmtObj> resource and subresources.

6.4.4. <mgmtCmd> Resources and Procedures

This section describes the primitives and procedures to communicate the <mgmtCmd> resource and subresources across the Mca and Mcc reference points.

6.3.4.1
<mgmtCmd> Resource

The  <mgmtCmd> detailed description can be found in clause 9.6.17 in Architecture TS.
Table 6.3.4.1-1: Data type definition of mgmtCmd 
	Data Type ID
	File Name
	Note

	Actual Data Type ID
	CDT-<<resource name>>-v1_0_0-<<date of published>>.xsd
	some note texts can be added here


Table 6.3.4.1-2: Optionality of mgmtCmd Operations by Reference Point
	Operations
	Mca 
	Mcc
	Mcc’
	

	Create
	M
	N/A
	N/A
	

	Retrieve
	M
	N/A
	N/A
	

	Update
	M
	N/A
	N/A
	

	Delete
	M
	N/A
	N/A
	


Table 6.3.4.1-2: Description of mgmtCmd specific attributes 

	Attribute

Name
	Data Type

	cmdType
	xs:enumeration

	execEnable
	xs: anyURI 

	Description
	xs:string

	execReqArgs
	xs:anyArg


Table 6.3.4.1-2: mgmtCmd child resourced
	Child Resource Type Name
	Data Type ID
	Ref. in ArchTS

	<execInstance>
	Array of <<data type ID2>>
	


6.3.4.2
<mgmtCmd> Operations

6.3.4.2.1
mgmtCmdCreate
This procedure is based on the Generic Resource Create Request Procedure (sec x.x.xx.)  using <mgmtCmd>  resource and MGMTCMD_CREATE_REQUEST primitive and with the following additional procedure specific step:
Rcv-C-0.1: If the Originator is an ASN/MN-CSE (i.e. a remote entity), the Originator shall generate the <mgmtCmd> resource representation based on the information of management commands available on the remote entity.

 The primitive attributes shall comply with the following table.
Table 6.3.4.2.1-2: mgmtCmdCreate
	Primitive attribute
	Mandatory/Optional
	Description

	requestingEntity
	M
	AE or ASN/MN-CSE that requests the creation of an <mgmtCmd> resource

	targetID
	M
	The URI of the target entity where the <mgmtCmd> resource shall be created


6.3.4.2.2
mgmtCmdRetrieve
This procedure is based on the Generic Resource Retrieve Request Procedure (sec x.x.xx.)  using <mgmtCmd>  resource and MGMTCMD_RETRIEVE_REQUEST primitive.
The primitive attributes shall comply with the following table.
Table 6.3.4.2.2.1-2: mgmtCmdRetrieveRequest

	Primitive attribute
	Mandatory/Optional
	Description

	requestingEntity
	M
	Entity which requests the retrieving 

	resourceURI 
	M
	The URI of the <mgmtCmd> resource to be retrieved


6.3.4.2.3
mgmtCmdUpdate
This procedure is based on the Generic Resource Update Request Procedure (sec x.x.xx.)  using <mgmtCmd>  resource and MGMTCMD_UPDATE_REQUEST primitive.
The primitive attributes shall comply with the following table.
Table 6.3.4.2.3.1-2: mgmtCmdUpdateRequest

	Primitive attribute
	Mandatory/Optional
	Description

	requestingEntity
	M
	Entity which requests the updating

	resourceURI 
	M
	The URI of the <mgmtCmd> resource to be updated


6.3.4.2.4
mgmtCmdDelete

This procedure is based on the Generic Resource Delete Request Procedure (sec x.x.xx.)  using <mgmtCmd>  resource and MGMTCMD_DELETE_REQUEST primitive and with the following additional procedure specific steps:
Rcv-D-3.1: If the Originator is an IN-AE and the requested <mgmtCmd> resource includes pending management commands previously initiated on the remote entity and the pending command is cancellable, the Receiver shall perform steps Rcv-D-3.2 to Rcv-D-3.5; otherwise it shall continue to step Rcv-D-4

Rcv-D-3.2: It shall identify the managed remote entity and the management protocol
Rcv-D-3.3: It shall establish a management session with the remote entity.
Rcv-D-3.4: It shall perform management command conversion and execution resulting in cancellation of the pending management command.
Rcv-D-3.5: It shall delete the addressed resource.
The primitive attributes shall comply with the following table.
Table 6.3.4.2.4.1-2: mgmtCmdDeleteRequest

	Primitive attribute
	Mandatory/Optional
	Description

	requestingEntity
	M
	Entity which requests the deleting

	resourceURI
	M
	The URI of the <mgmtCmd> resource to be deleted


6.3.4.2.5
mgmtCmdExecute

This procedure is based on the Generic Resource Update Request Procedure (sec x.x.xx.)  using <mgmtCmd>  resource and MGMTCMD_EXECUTE_REQUEST primitive and with the following additional procedure specific steps:
Rcv-U-4.1: It shall identify the managed remote entity and the management protocol
Rcv-U-4.2: It shall establish a management session with the remote entity.
Rcv-U-4.3: It shall perform management command conversion and execution.
The primitive attributes shall comply with the following table.

Table 6.3.4.2.5.1-2: mgmtCmdExecuteRequest

	Primitive attribute
	Mandatory/Optional
	Description

	requestingEntity
	M
	AE which requests to execute a management command represented by an <mgmtCmd> resource

	 resourceURI
	M
	The URI to address the "execEnable" attribute of an <mgmtCmd> resource, or the URI provided as the value of the "execEnable" attribute


6.3.5
<execInstance> Resources and Procedures

6.3.5.1
<execInstance> Resource

6.3.5.2
<execInstance> Operations

----------------------- End of proposed text 1 -------------------------------------------
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x.x.x.
Types
<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.org/2001/XMLSchema" targetNamespace="http://uri.etsi.org/m2m"


xmlns:tns="http://uri.etsi.org/m2m" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <element name="execReqArgs" type="tns:ExecReqArgsListType"/>
  <complexType name="ExecReqArgsListType">
    <sequence>
      <element name="execReqArg" type="tns:ExecReqArgsType" minOccurs="0" maxOccurs="unbounded"/>
    </sequence>
  </complexType>
  <complexType name="ExecReqArgsType">
    <choice>
      <element name="Download" type="tns:DownloadArgsType"/>
      <element name="Upload" type="tns:UploadArgsType"/>
      <element name="Reboot" type="tns:RebootArgsType"/>
      <element name="Reset" type="tns:ResetArgsType"/>
      <element name="AnyArg" type="tns:AnyArgsListType" minOccurs="0"/>
    </choice>
  </complexType>
  <complexType name="DownloadArgsType">
    <sequence>
      <element name="FileType" type="string"/>
      <element name="URL" type="anyURI"/>
      <element name="Username" type="string"/>
      <element name="Password" type="string"/>
      <element name="Filesize" type="string"/>
      <element name="TargetFile" type="string"/>
      <element name="DelaySeconds" type="int"/>
      <element name="SuccessURL" type="anyURI"/>
      <element name="StartTime" type="dateTime"/>
      <element name="StartTime" type="dateTime"/>
      <element name="AnyArg" type="tns:AnyArgsListType" minOccurs="0"/>
    </sequence>
  </complexType>
  <complexType name="UploadArgsType">
    <sequence>
      <element name="FileType" type="string"/>
      <element name="URL" type="anyURI"/>
      <element name="Username" type="string"/>
      <element name="Password" type="string"/>
      <element name="AnyArg" type="tns:AnyArgsListType" minOccurs="0"/>
    </sequence>
  </complexType>
  <complexType name="RebootArgsType">
    <sequence>
      <element name="anyArg" type="tns:AnyArgType" minOccurs="0" maxOccurs="unbounded"/>
    </sequence>
  </complexType>
  <complexType name="ResetArgsType">
    <sequence>
      <element name="anyArg" type="tns:AnyArgType" minOccurs="0" maxOccurs="unbounded"/>
    </sequence>
  </complexType>
  <complexType name="AnyArgsListType">
    <sequence>
      <element name="anyArg" type="tns:AnyArgType" minOccurs="0" maxOccurs="unbounded"/>
    </sequence>
    </complexType>
    <complexType name="AnyArgType">
      <sequence>
        <element name="name" type="string"/>

 <element name="type" type="string"/>
        <element name="value" type="anyType"/>
      </sequence>
    </complexType>
  </schema>
-----------------------End of proposed text 2  -------------------------------------------
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