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Annex B (normative):
Device Triggering

B.1 Providing Device Triggering service by means of 3GPP networks

B.1.1 Introduction

3GPP Underlying Network has defined a dedicated interface for requesting device triggering. The normative references for applicable interfaces are as follows: 3GPP TS 23.682 [15]. The specification for the interface Tsp is described in 3GPP TS 29.368 [16]. Tsp interface uses Diameter Base Protocol as specified in IETF RFC 3588 [13]
, in order to use such an interface the CSE shall act as a Diameter client as described in IETF RFC 6733 [14].
B.1.2 Device Action Request command

When a CSE needs to issue a device triggering request from MTC-IWF, the CSE shall send a Device-Action-Request (DAR) command (see [16]). The following tables provide an overview of the parameters and the parameter values needed for the DAR command.

NOTE:
The values of the parameters indicated in the "Value" column need to be mapped to the specific 3GPP data type.

Table B.1.2‑1: AVPs in Device Action Request (DAR) command

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	Session-Id
	It is used to identify a specific session (see [13])
	UTF8String
	263
	M
	CSE implementation specific

	Auth-Application-Id
	This parameter transport the Tsp application identifier as specified in [16], clause 6.1.3
	Enumerated
	274
	M
	16777309

	Auth-Session-State
	The Tsp session is terminated after each request/answer pair and in accordance with [16] the parameter shall indicate that the session state shall not be maintained
	Enumerated
	277
	M
	NO_STATE_MAINTAINED (see [16])

	Origin-Host
	It identifies the endpoint that originated the Diameter message (see [13])
	DiamIdent
	264
	M
	CSE implementation specific

	Origin-Realm
	It identifies the Realm of the originator of  theDiameter message (see [13])
	DiamIdent
	296
	M
	CSE implementation specific

	Destination-Realm
	It identifies the realm the message is to be routed to. (see [13])
	DiamIdent
	283
	M
	Domain Identifier part from M2M-Ext-ID

	Destination-Host
	The absence of the Destination-Host causes the message to be sent to any Diameter server supporting the application within the specified realm. (see [13])
	DiamIdent
	293
	O
	NULL

	Origin-State-Id
	It is an increasing value that is advanced whenever a Diameter entity restarts with loss of previous state, for example upon reboot (see [13])
	Unsigned32
	278
	O
	CSE implementation specific

	Device-Action
	It contains the specific action for the device (see [16])
	Grouped
	3001
	O
	Specific format described in table B.1.2-2

	Proxy-Info
	It's a grouped AVP which provides the proxy state and host (see [13])
	Grouped
	284
	O
	CSE implementation specific

	Route-Record
	The  identity added in this AVP is be the same as the one received in  the Origin-Host (see [13])
	DiamIdent
	282
	O
	Not applicable


Table B.1.2-2: AVPs in Device Action AVP (Grouped AVP)

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	External-Id
	It is the identifier of the device as specified in [TS 29.336
]
	UTF8String
	3111
	O
	M2M-Ext-ID (see clause 6.3.2.2)

	MSISDN
	It is the identifier of the device as specified in [TS 29.329
]
	OctetString
	701
	O
	M2M-Ext-ID (see clause 6.3.2.2)

	SCS-Identifier
	It identifies the CSE issuing the request (see [16])
	OctetString
	3104
	O
	CSE-ID (see clause 6.3.2.1 )

	Reference-number
	It uniquely identifies a transaction (see [16])
	Unsigned32
	3007
	M
	CSE implementation specific 

Editor's note: possibility to maybe use M2M-Request-ID is FFS

	Action-Type
	It informs the MTC-IWF of the required action
	Enumerated
	3005
	M
	1 (Device Trigger Request)

	Trigger-Data
	It is used by the CSE to supply all data required for a device trigger request.
	Grouped
	3003
	O
	See table B.1.2-3

	Validity-Time
	The validity time in seconds for the specific action requested. (see [16])
	Unsigned32
	448
	O
	CSE implementation specific

	
	NOTE:
Either external-Id or MSISDN shall be used, not both.


Table B.1.2‑1: AVPs in Trigger Data AVP (Grouped AVP)
	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	Payload
	It contains the payload to be transferred to the addressed device. (see [16])
	OctetString
	3004
	M
	NULL Furhter values can be defined (FFS)

Editor's Note: in the current TS-0001 does not specify how to use payload. 

	Priority-Indication
	It identifies priority of the device trigger. (see [16])
	Enumerated
	3006
	O
	CSE implementation specific (possible values are 0 or 1)

	Application-Port-Identifier
	It uniquely identifies the triggering entity addressed in the device. (see [16])
	Unsigned32
	3010
	O
	Trigger-Recipient-ID


Editor's Note: Removal of Editor's Note in the Value file for Payload should be considered.
B.1.3 Device Action Answer command

As a result of device triggering request to MTC-IWF, the CSE receives a Device-Action-Answer (DAA) command (see [16]). The relevant parameters for a CSE are  in the following tables. 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· Table B.1.3‑1: AVPs in Device Action Answer (DAA) command

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	Session-Id
	It is used to identify a specific session (see [13])
	UTF8String
	263
	M
	Same with Session-id in the DAR command

	Auth-Application-Id
	This parameter transport the Tsp application identifier as specified in [16], clause 6.1.3
	Enumerated
	274
	M
	16777309

	Auth-Session-State
	The Tsp session is terminated after each request/answer pair and in accordance with [16] the parameter shall indicate that the session state shall not be maintained
	Enumerated
	277
	M
	NO_STATE_MAINTAINED (see [16])

	Origin-Host
	It identifies the endpoint that originated the Diameter message (see [13])
	DiamIdent
	264
	M
	MTC-IWF implementation specific

	Origin-Realm
	It identifies the Realm of the originator of  the Diameter message (see [13])
	DiamIdent
	296
	M
	MTC-IWF implementation specific

	Result-Code
	It indicates whether a particular request was completed successfully or an error occurred (see [13]).
	Unsigned32
	268
	O
	see [13] for details

	Experimental-Result
	It indicates whether a particular vendor-specific request was completed successfully or whether an error occurred (see [13]).
	Grouped
	297
	O
	see [13] for details

	Error-Message
	It may accompany a Result-Code AVP as a human-readable error message (see [13]).
	UTF8String
	281
	O
	see [13] for details

	Error-Reporting-Host
	It contains the identity of the Diameter host that sent the Result-Code AVP to a value other than success, only if the host setting the Result-Code is different from the one encoded in the Origin-Host AVP (see [13]).
	DiamIdent
	294
	O
	see [13] for details

	Failed-AVP
	It provides debugging information in cases where a request is rejected or not fully processed due to erroneous information in a specific AVP (see [13]).
	Grouped
	279
	O
	MTC-IWF implementation specific

	Origin-State-Id
	It is an increasing value that is advanced whenever a Diameter entity restarts with loss of previous state, for example upon reboot (see [13])
	Unsigned32
	278
	O
	MTC-IWF implementation specific

	Device-Notification
	It is used by the MTC-IWF to report any action requested by the CSE.
	Grouped
	3002
	M
	See table B.1.3-2

	Redirect-Host
	When present,the receiving Diameter node should forward the request directly to one of the hosts identified in these AVPs(see [13]).

	DiameterURI
	292
	O
	see [13] for details

	Redirect-Host-Usage
	When present, this AVP provides hints about how the routing entry resulting from the Redirect-Host is to be used (see [13]).
	Enumerated
	261
	O
	see [13] for details

	Redirect-Max-Cache-Time
	It contains the maximum number of seconds the peer and route table entries, created as a result of the Redirect-Host, should be cached (see [13]).
	Unsigned32
	262
	O
	see [13] for details

	Proxy-Info
	It's a grouped AVP which provides the proxy state and host (see [13])
	Grouped
	284
	O
	MTC-IWF implementation specific


· Table B.1.3-2: AVPs in Device Notification AVP (Grouped AVP)

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	External-Id
	It is the identifier of the device as specified in [TS 29.336
]
	UTF8String
	3111
	O
	The same value with DAR command.

	MSISDN
	It is the identifier of the device as specified in [TS 29.329
]
	OctetString
	701
	O
	The same value with DAR command.

	SCS-Identifier
	It identifies the CSE issuing the request (see [16])
	OctetString
	3104
	O
	The same value with DAR command.

	Reference-number
	It uniquely identifies a transaction (see [16]).
	Unsigned32
	3007
	M
	The same value with DAR command.

	Action-Type
	It informs the MTC-IWF of the required action (see [16])
	Enumerated
	3005
	M
	1 (Device Trigger Request)

	Result-Status
	It informs the CSE of the status of s device action request (see [16]).
	Enumerated
	3008
	O
	See table B.1.3-3

	Delivery-Outcome
	It informs the CSE of the outcome of the device action request (see [16]).
	Enumerated
	3009
	O
	See table B.1.3-4

	
	NOTE:
Either external-Id or MSISDN shall be used, not both.


Table B.1.3‑3: Result Status
	Result-Status value
	Name
	Parameter description

	0
	SUCCESS
	This value indicates that device action requested is confirmed.

	201
	TEMPORARYERROR
	See [16] for detail.

	101
	INVALIDPAYLOAD
	See [16] for detail.

	102
	INVEXTID
	See [16] for detail.

	103
	INVSCSID
	See [16] for detail.

	104
	INVPERIOD
	See [16] for detail.

	105
	NOTAUTHORIZED
	See [16] for detail.

	106
	SERVICEUNAVAILABLE
	See [16] for detail.

	107
	PERMANENTERROR
	See [16] for detail.

	108
	QUOTAEXCEEDED
	See [16] for detail.

	109
	RATEEXCEEDED
	See [16] for detail.


Table B.1.3-4: Delivery-Outcome
	Delivery-Outcome value
	Name
	Parameter description

	0
	SUCCESS
	This value indicates that the device action request was successfully completed.

	1
	EXPIRED
	See [16] for detail.

	2
	TEMPORARYERROR
	See [16] for detail.

	3
	UNDELIVERABLE
	See [16] for detail.

	4
	UNCONFIRMED
	See [16] for detail.


B.1.4 Device Notification Request command

As a report of the result for device triggering delivery by 3GPP network, the CSE receives a Device-Notification-Request (DNR) command (see [16]). The relevant parameters for a CSE are in the following table.
· 
· 
· 
· 
· 
· 
· 
· 
· 
· Table B.1.4‑1: AVPs in Device Notification Request (DNR) command

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	Session-Id
	It is used to identify a specific session (see [13])
	UTF8String
	263
	M
	MTC-IWF implementation specific (see [13] for details)

	Auth-Application-Id
	This parameter transport the Tsp application identifier as specified in [16], clause 6.1.3
	Enumerated
	274
	M
	16777309

	Auth-Session-State
	The Tsp session is terminated after each request/answer pair and in accordance with [16] the parameter shall indicate that the session state shall not be maintained
	Enumerated
	277
	M
	NO_STATE_MAINTAINED (see [16])

	Origin-Host
	It identifies the endpoint that originated the Diameter message (see [13])
	DiamIdent
	264
	M
	MTC-IWF implementation specific

	Origin-Realm
	It identifies the Realm of the originator of  theDiameter message (see [13])
	DiamIdent
	296
	M
	MTC-IWF implementation specific

	Destination-Realm
	It identifies the realm the message is to be routed to. (see [13])
	DiamIdent
	283
	M
	CSE implementation specific

	Destination-Host
	The absence of the Destination-Host causes the message to be sent to any Diameter server supporting the application within the specified realm. (see [13])
	DiamIdent
	293
	M
	CSE implementation specific

	Origin-State-Id
	It is an increasing value that is advanced whenever a Diameter entity restarts with loss of previous state, for example upon reboot (see [13])
	Unsigned32
	278
	O
	MTC-IWF implementation specific

	Device-Notification
	It is used by the MTC-IWF to report any action requested by the CSE.
	Grouped
	3002
	O
	See table B.1.3-2

	Proxy-Info
	It's a grouped AVP which provides the proxy state and host (see [13])
	Grouped
	284
	O
	MTC-IWF implementation specific

	Route-Record
	The  identity added in this AVP is the same as the one received in  the Origin-Host (see [13])
	DiamIdent
	282
	O
	Not applicable



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


B.1.5 Device Notification Answer command

As a result of device notification request to MTC-IWF, the CSE sends a Device-Notification-Answer (DNA) command (see [16]). The relevant parameters for a CSE are in the following table.
· 
· 
· 
· Table B.1.2‑1: AVPs in Device Notification Answer (DNR) command

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Optionality
	Value

	Session-Id
	It is used to identify a specific session (see [13])
	UTF8String
	263
	M
	CSE implementation specific

	Auth-Application-Id
	This parameter transport the Tsp application identifier as specified in [16], clause 6.1.3
	Enumerated
	274
	M
	16777309

	Auth-Session-State
	The Tsp session is terminated after each request/answer pair and in accordance with [16] the parameter shall indicate that the session state shall not be maintained
	Enumerated
	277
	M
	NO_STATE_MAINTAINED (see [16])

	Origin-Host
	It identifies the endpoint that originated the Diameter message (see [13])
	DiamIdent
	264
	M
	CSE implementation specific

	Origin-Realm
	It identifies the Realm of the originator of  theDiameter message (see [13])
	DiamIdent
	296
	M
	CSE implementation specific

	Result-Code
	It indicates whether a particular request was completed successfully or an error occurred (see [13]).
	Unsigned32
	268
	O
	see [13] for details

	Experimental-Result
	It indicates whether a particular vendor-specific request was completed successfully or whether an error occurred (see [13]).
	Grouped
	297
	O
	see [13] for details

	Origin-State-Id
	It is an increasing value that is advanced whenever a Diameter entity restarts with loss of previous state, for example upon reboot (see [13])
	Unsigned32
	278
	O
	CSE implementation specific

	Error-Message
	It may accompany a Result-Code AVP as a human-readable error message (see [13]).
	UTF8String
	281
	O
	see [13] for details

	Error-Reporting-Host
	It contains the identity of the Diameter host that sent the Result-Code AVP to a value other than success, only if the host setting the Result-Code is different from the one encoded in the Origin-Host AVP (see [13]).
	DiamIdent
	294
	O
	see [13] for details

	Failed-AVP
	It provides debugging information in cases where a request is rejected or not fully processed due to erroneous information in a specific AVP (see [13]).
	Grouped
	279
	O
	CSE implementation specific

	Redirect-Host
	When present, the receiving Diameter node should forward the request directly to one of the hosts identified in these AVPs (see [13]).

	DiameterURI
	292
	O
	see [13] for details

	Redirect-Host-Usage
	When present, this AVP provides hints about how the routing entry resulting from the Redirect-Host is to be used (see [13]).
	Enumerated
	261
	O
	see [13] for details

	Redirect-Max-Cache-Time
	It contains the maximum number of seconds the peer and route table entries, created as a result of the Redirect-Host, should be cached (see [13]).
	Unsigned32
	262
	O
	see [13] for details

	Proxy-Info
	It's a grouped AVP which provides the proxy state and host (see [13])
	Grouped
	284
	O
	CSE implementation specific


----- End of change 1----
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