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Introduction
Mirror to PRO-2015-0884-Fix_SRole-ID_integration_with_Security_ACPs
-----------------------Start of change 1-------------------------------------------
6.3.4.26
6.1.1.1 m2m:accessControlRule
Table 6.3.4.26‑1: Type Definition of m2m:accessControlRule

	Element Path
	Element Data Type 
	Multiplicity
	Note

	accessControlOriginators
	m2m:accessControlOriginator
	1
	

	accessControlOperations
	m2m:accessControlOperations
	1
	

	accessControlContexts
	
	0..n
	

	accessControlContexts/accessControlWindow
	m2m:scheduleEntry
	0..n
	

	accessControlContexts/accessControlIpAddresses
	
	0..1
	

	accessControlContexts/accessControlIpAddresses/ipv4Addresses
	list of m2m:ipv4
	0..1
	List of IPv4 addresses

	accessControlContexts/accessControlIpAddresses/ipv6Addresses
	list of m2m:ipv6
	0..1
	List of IPv6 addresses

	accessControlContexts/accessControlLocationRegions
	m2m:locationRegion
	0..1
	

	NOTE: Some of the above elements are defined in clause 9.6.2 of TS-0001 [6] with slightly different names as follows (name in parenthesis used in TS-0001): accessControlWindow (accessControlTimeWindow), accessControlIpAddresses (accessControlIpAddress)


The accessControlContexts/accessControlIpAddresses element may include either the ipv4Addresses element, ipv6Addresses element, or both elements.

Each individual IPv4 address of data type m2m:ipv4 in the list of IPv4 addresses is represented in dotted-decimal notation with optional Classless Inter-Domain Routing (CIDR) suffix in accordance with RFC 4632 [29]. Each individual IPv6 address of data type m2m:ipv6 in the list of IPv6 addresses is represented in colon separated groups of hexadecimal digits with optional network prefix in accordance with RFC 5952 [30]. Example IPv4 and IPv6 addresses which comply with data types m2m:ipv4 and m2m:ipv6, respectively, are given in Table 6.3.2-1.

-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------
6.3.4.33
m2m:accessControlOriginator
Used when evaluating access control policies.
Table 6.3.4.33‑1: Type Definition of m2m:accessControlOriginator

	Element Path
	Element Data Type 
	Multiplicity
	Note

	originatorID
	list of xs:anyURI or string “all”
	1
	

	roleIDs
	list of m2m:SRole-ID or string “all”
	0..n
	


-----------------------End of change 3---------------------------------------------
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