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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.

Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.

Follow the drafting rules.

All pictures must be editable.

Check spelling and grammar to the extent practicable.

Use Change bars for modifications.

The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.

Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.

When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction

The CR proposes to give a general description for resources for which accessControlPolicyIDs attribute definition does not exists, so that check remains generic for all such resources. For example: <schedule>, <oldest>, <latest>, <contentInstance> etc.
In Release 2, this case is valid for <timeSeriesInstance> resource also.

So without any changes in procedure, the generic description will hold true for any such resources being added in future.
The CR also proposes default handling for the resources for which accessControlPolicyIDs value is not present.
-----------------------Start of change 1---------------------------------------------
7.3.1.1 Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· 
· 
· If the resource type doesn’t have the accessControlPolicyIDs attribute definition, the Hosting CSE shall evaluate the accessControlPolicyIDs associated with the parent of that  resource (e.g.  for <schedule>, <oldest>, <latest>, <contentInstance>) 
· Some resources provide specific handling for the accessControlPolicyIDs attribute, for such resources these procedures are to be followed (e.g. handling given in TS-0001 clause 9.6 for <container>, <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>).
· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource. In case accessControlPolicyIDs attribute value is not set , or does not point to a valid resource or is not reachable then system default policies shall apply.
The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 [7].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
· If the accessControlOriginators includes  a groupID, the Hosting CSE checks if the Originator is a member of that group resource. 
·  accessControlOperations of the rule matches the operation type of the request. 

If the evaluation failed, then authorization failure information shall be returned to the Originator.
-----------------------End  of change 1---------------------------------------------
CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?

· Does this CR contain changes related to only one particular issue/problem?

· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?

· Does this change request follow the drafting rules?

· Are all pictures editable?

· Have you checked the spelling and grammar?

· Have you used change bars for all modifications?

· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)

· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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