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Introduction
This contribution enhances the existing NOTIFY protocol level details to support the new Release 2 security features (e.g. dynamic authorization and end-to-end security).

----------------------- Start of change 1 -----------------------
7.5.1.1 Notification data object
Notification procedures represent a special case of the generic procedures defined in clause 7.2.2, where the Operation parameter of the request primitive is set to value "N" (Notify). In this case, the request primitive is referred to as Notify request primitive, and the associated response primitive is denoted as Notify response primitive.
A Notify request primitive shall convey a special notification data object in its Content parameter. This notification data object has no resource type representation in the oneM2M TS-0001 [6], since it does not represent a resource accessible by any M2M entities. The data type of the notification data object is defined in the tables below. The first column of Figure 6.3.4.2.31‑2 defines the permitted names the root element the notification data object can take with the data type listed in the third column.
Table 7.5.1.1‑1: Data Type Definition of notification data object
	Data Type ID
	File Name
	Note

	notification
	CDT-notification-v2_4_0.xsd
	


Table 7.5.1.1‑2: Data Types for notification data objects
	Root Element Name
	Request Optionality
	Data Type
	Default Value and Constraints 

	
	N
	
	

	notification
	O
	m2m:notification
	

	aggregatedNotification
	O
	m2m:aggregatedNotification
	

	responsePrimitive
	O
	m2m:responsePrimitive
	

	securityInfo
	O
	m2m:securityInfo
	


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
7.5.1.2 Notification procedures
7.5.1.2.1 Introduction
Notification procedures shall be employed for the following use cases: 

· to notify Receiver(s) of modifications of a resource for an associated <subscription> resource,

· to request Receiver(s) to perform resource subscription verification,

· to notify deletion of the <subscription> resource,

· to notify Receiver(s) for Asynchronous Non-blocking Request,

· to notify Receiver(s) of modifications of a resource when the subscription relationship is established through the <group> resource,
· to notify Receiver(s) of a security related request (e.g. dynamic authroization and end-to-end security).
The following sub-clauses specify the notification procedures for each of the above use cases.
----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
7.5.1.2.X Notification for Dynamic Authorization
Dynamic Authorization uses a two-way exchange of information between a Hosting CSE (i.e. Originator) and a Dynamic Authorization System (DAS) Server (i.e. Receiver).  This two-way handshake is performed using a Notification request and response.  
Originator:

When the Origintator (i.e. Hosting CSE) is triggered to perform dynamic authorization for an incoming request that it receives, then it performs the following steps in order:

1) Configure the To parameter with the address of the corresponding DAS Server associated with the resource targeted by the received request.  The Hosting CSE shall use the DAS Server address informaiton configured within the dynamicAuthorizationPoA attribute of the <dynamicAuthorizationConsultation> resource associated with the targeted resource.  The Hosting CSE shall determine the corresponding <dynamicAuthorizationConsultation> resource using the dynamicAuthorizationConsultationIDs attribute of the targeted resource.   If the attribute is not supported by the targeted resource, or it is not set, or it has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to a <dynamicAuthorizationConsultation> resource(s) that is not reachable, then based on system policies, the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present.  If a dynamicAuthorizationConsultationID attribute and corresponding <dynamicAuthorizationConsultation> resource can not be found or if the dynamicAuthorizationEnabled of a <dynamicAuthorizationConsultation> has a value of FALSE, the Hosting CSE shall reject the request by returning an "ACCESS_DENIED" Response Status Code to the Originator of the received request and no additional steps shall be performed.  
2) Configure the From parameter with the ID of the Hosting CSE which hosts the  resource targeted by the received request. 
3) Configure the mandatory sub-elements of the securtyInfo element of the notification data 
a. The securityInfoType element shall be configured as “1” (Dynamic Authorization Request) in the Notify request primitive.
b. The originator element shall be configured with the ID of the Originator of the received request.  
c. The targetedResourceType element shall be configured with the type of resource targeted by the received request. 
d. The operation element shall be configured with the type of operation targeted by the received request.  
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data 
a. The originatorIP element may be configured with the IP address of the Originator of the received request.  
b. The originatorLocation may be configured with the location of the Originator of the received request.  
c. The originatorRole may be configured with the role of the Originator of the receieved request.  
d. The requestTimestamp may be configured with the time at which the request was received.  
e. The targetedResourceID may be configured with the identifier of the targeted resource of the received request.  
f. The proposedPrivilegesLifetime may be configured with a time duration for which the Hosting CSE is requesting privileges be granted to the Originator of the received request.  
g. The rolesFromACPs may be configured with a list of roles specified in the ACPs associated with the resource targeted by the received request.  
h. The tokenIds may be configured with a list of token identifiers specified by the Originator of the received request.  
5) The Hosting CSE shall send the notification request for dynamic authorization to the targeted DAS Server. 
Receiver: 

When the DAS Server receives a notification request for dynamic authorization, it processes the request and returns a notification response for dynamic authorization to the originating Hosting CSE.  
NOTE: The details of how the DAS Server processes the notification request for dynamic authorization are not visible to the oneM2M system, and are not addressed in the present document.

Originator:

When the Hosting CSE receives a notification response for dynamic authorization, it performs the following steps in order:

1) The Hosting CSE shall verify that the securityInfoType element of the securtyInfo element of the notification is configured as “2” (Dynamic Authorization Response).  If it is not, the Hosting CSE shall not grant privileges to the Originator of the request for which the Hosting CSE was attempting dynamic authorization.  The Hosting CSE shall reject the request by returning an "ACCESS_DENIED" Response Status Code to the Originator of the received request and no additional steps shall be performed.
2)  The Hosting CSE shall check whether the response contains a dynamicACPInfo element.  If present, the Hosting CSE shall create a <accesscontrolPolicy> child resource under the targeted resource and configure its privileges using the dynamicACPInfo.   In this case, the Hosting CSE shall configure the privileges attribute with the grantedPriviliges and the expirationTime attribute with the privilegesLifetime.  The Hosting CSE shall also configure the selfPrivileges attribute to allow itself to perform Update/Retrieve/Delete operations on the newly created <accesscontrolPolicy> resource.
3) The Hosting CSE shall check whether the response contains a tokens element.  If present the Hosting CSE shall perform verification and caching of the token as specified in clause 7.3.2 in TS-0003 [7].  
Note: The Hosting CSE uses the information in the DAS response for authorization, see clause 7.3.3.15.    
----------------------- End of change 3 -----------------------
----------------------- Start of change 4 -----------------------
7.5.2 Elements contained in the Content primitive parameter
Clauses 7.2.1.1 and 7.2.1.2 enumerate the forms that the Content primitive parameter takes in various Request and Response cases. Note that the Content primitive parameter is denoted as primitiveContent in both, CDT-requestPrimitive-v2_4_0.xsd and CDT-responsePrimitive-v2_4_0.xsd.

This clause details the Objects (elements) used in some of these cases. in the tables below.

The following elements are defined for use in the Content parameter of a request:

Table 7.5.2‑1: Elements used for request content
	Element Name
	Applicable Operations
	Data Type
	Defined in 

	m2m:<resourceType>
	C
	m2m:<resourceType>
	CDT-<resourceType>-v2_4_0.xsd

	m2m:notification
	N
	m2m:notification
	CDT-notification-v2_4_0.xsd

	m2m:aggregatedNotification
	N
	m2m:aggregatedNotification
	CDT-notification-v2_4_0.xsd

	m2m:securityInfo
	N
	m2m:securityInfo
	CDT-notification-v2_4_0.xsd

	m2m:attributeList
	R U
	m2m:attributeList
	CDT-requestPrimitive-v2_4_0.xsd

	m2m:responsePrimitive
	N
	m2m:responsePrimitive
	CDT-responsePrimitive-v2_4_0.xsd


The following elements are defined for use in the Content parameter of a response sent in reply to a request message with Operation and Result Content (rcn) parameters as given in the column "Applicable Operations" (the settings of the Result Content parameters are defined in clause 6.3.3.2.7; NP means the rcn parameter is not present)::

Table 7.5.2‑2: Elements used for response content
	Element Name
	Applicable Operations/rcn
	Data Type
	Element is Defined in 

	m2m:<resourceType>
	C/1, 7,NP
R/1,4,5,6,7,NP
U/1,NP
D/1,NP

See NOTE1
	m2m:<resourceType>
	CDT-<resourceType>-v2_4_0.xsd

	m2m:resource
	C/3
	m2m:resourceWrapper
	CDT-responsePrimitive-v2_4_0.xsd

	m2m:URIList
	R/NP

See NOTE 2
	m2m:listOfURIs
	CDT-responsePrimitive-v2_4_0.xsd

	m2m:aggregatedResponse
	C R U D
See NOTE 3
	m2m:aggregatedResponse
	CDT-responsePrimitive-v2_4_0.xsd

	none (raw data)
	C/2

See NOTE 4
	none (raw data)
	

	m2m:securityInfo
	N/NP
	m2m:securityInfo
	CDT-responsePrimitive-v2_4_0.xsd

	NOTE 1: The case rcn = 7 applies to Retrieve operation only (R/7). It retrieves the original resource in case the To parameter points to an announced resource.
NOTE 2: This applies to ordinary retrieve operation when the Result Content parameter is not present and for discovery operation. For discovery, the format of the URIList elements (structured, unstructured) depends on the Discovery Result Type parameter setting (see clause 6.3.3.2.8).

NOTE 3: This applies to CRUD operations on a <fanOut> child resource of a <group> parent resource. The Content parameter of each response primitive included in aggregatedResponse is set as given in one of the other rows of this table.

NOTE 4: This also applies to the response ("acknowledgement") to non-blocking requests in asynchronous mode for any CRUD operation. 
OTE 5: Raw data could e.g. be included  as debugging information into error responses


----------------------- End of change 4 -----------------------
----------------------- Start of change 5 -----------------------
7.3.3.15 Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.

· For <schedule> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For <latest>, <oldest> and <contentInstance> resource, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent <container> resource.

· For <m2mServiceSubscriptionProfile> and <serviceSubscribedNode> resource, if it has no accessControlPolicyIDs value, the Hosting CSE shall evaluate the accessControlPolicyIDs of the parent resource.

· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource.

The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 [7].

·  accessControlOriginators of the rule includes the Originator information. 

·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
·  accessControlOperations of the rule matches the operation type of the request. 

If the evaluation failed, and the Hosting CSE does not support Dynamic Authorization, authorization failure information shall be returned to the Originator.  If the evaluation failed and the Hosting CSE supports Dynamic Authorization, then it shall trigger Dynamic Authorization.  For more details, see the clause 7.3 in TS-0003 [7].  If Dynamic Authorization results in a failure, authorization failure information shall be returned to the Originator.   

----------------------- End of change 5 -----------------------
CHECK LIST
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