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Introduction
This CR specifies how the End-to-End Security of Primitives (ESPrim) feature uses the NOTIFY to exchange ESCertKE messages with a Receiver.
----------------------- Start of change 1---------------

7.5.1.2.x Notification for End-to-End Security Certificate-based Key Echange (ESCertKE)
The End-to-End Security Certificate-based Key Exchange (ESCertKE) uses a four-way exchange of messages to establish a symmetric key for end-to-end security between the Originator and Receiver. This four-way exchange consists of two two-way (request and response) exchanges using Notification for transport.
Originator:

When the Originator is to perform End-to-End Security Certificate-based Key Echange (ESCertKE) with the Receiver, then the Originator performs the following steps in order:

1) Configure the To parameter with the address of the Receiver.  
2) Configure the From parameter with the ID of the Originator. 
3) Form the ESCertKE Message 1 as specified in TS-0003.

4) The securityInfoType element of the securityInfo element of the notification data shall be configured as “6” (ESCertKE Message) in the Notify request primitive
5) The escertkeMessage element of the securityInfo element of the notification data shall be set to the value of the ESCertKE message 1 in the Notify request primitive
6) Send the notification request for ESCertKE to the targeted Receiver. 
Receiver: 

When a Receiver receives a notification request for ESCertKE, then the Receiver performs the following steps in order:

1) Process the securityInfoType element of the securityInfo element and determine that the notification is for ESCertKE. 
2) Processes ESCertKE message 1 (contained in escertkeMessage) and generate a ESCertKEY message 2 as specified in TS-0003 [7],
3) The securityInfoType element of the securityInfo element shall be configured as “6” (ESCertKE Message) in the Notify response primitive.
4) The escertkeMessage element of the securityInfo element of the notification data shall be set to the value of the ESCertKE message 2 in the Notify response primitive.
5) Send the notification response for ESCertKE to the Originator. 
Originator:

When the Originator receives a notification response for ESCertKE, it shall perform the following steps in order:

1) Verify that the securityInfoType element of the securtyInfo element of the notification is as configured as “6” (ESCertKE Message).  
2)  Processes the ESCertKE message 2 (contained in escertkeMessage) and generate a ESCertKE message  3 as specified in TS-0003 [7],
3) Initialise a new notification request.

4) Configure the To parameter with the address of the Receiver.  
5) Configure the From parameter with the ID of the Originator. 
6) The securityInfoType element of the securityInfo element of the notification data shall be configured as “6” (ESCertKE Message) in the Notify request primitive
7) The escertkeMessage element of the securityInfo element of the notification data shall be set to the value of the ESCertKE message 3 in the Notify request primitive
8) Send the notification request for ESCertKE to the targeted Receiver.
Receiver: 

When a Receiver receives a notification request for ESCertKE, then the Receiver performs the following steps in order:

1) Process the securityInfoType element of the securityInfo element and determine that the notification is for ESCertKE. 
2) Processes ESCertKE message 3 (contained in escertkeMessage) and generate a ESCertKEY message 4 as specified in TS-0003 [7],

3) The securityInfoType element of the securityInfo element shall be configured as “6” (ESCertKE Message) in the Notify response primitive.
4) The escertkeMessage element of the securityInfo element of the notification data shall be set to the value of the ESCertKE message 4 in the Notify response primitive.
5) Send the notification response for ESCertKE to the Originator. 
Originator:

When the Originator receives a notification response for ESCertKE, it shall perform the following steps in order:

1) Verify that the securityInfoType element of the securtyInfo element of the notification is as configured as “6” (ESCertKE Message).  
2)  Processes the ESCertKE message 4 (contained in escertkeMessage) as specified in TS-0003 [7],

----------------------- End of change 1 -------------
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