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Introduction
Rather than changing m2m:encodingType  enumerated data type (see PRO-2016-0218), the changes proposes optionally extending contentInfo by adding m2m:contentSecurity providing the appropriate information about End-to-End Security of Data (ESData) applied to the content, if any, and any subsequent transfer encoding.  The  media type and m2m:encodingType is information about the content data to which the End-to-End Security of Data processing, if any, was applied as indicated by m2m:contentSecurity. The enumeration of 0 for m2m:contentSecurity is interpreted as “ESData has not been applied to the content data”. If the m2m:contentSecurity is not present, then this is interpreted the same as the enumeration of 0 for m2m:contentSecurity, that is, “ESData has not been applied to the content data”.
The m2m:contentSecurity value is optional, in order that the Release 2 m2m:contentInfo provides backwards compatibility with Release 1 m2m:contentInfo.
This contribution also makes m2m:encodingType a mandatory part of m2m:contentInfo, as implied by the existing note at the end of table 6.3.3-1. The existing note is then deleted as it no longer applies.
R01 delta from R00. Changes suggested at “PRO23.4 with SEC” conference call

· Corrected the example in change 1 from “application/xml:2” to “application/xml:1” since the existing example did not make sense since encoding type 2 applies only to binary data.

· Note 1 in change 2 was expanded to explain that the values in the contentInfo indicate a sequence of processes to be applied to the retrieved content attribute.

· Added notes 3, 4 and 5 to the table in change 3.
R02 delta to R01

· Previously the new data type was called m2m:esdataInfo. As requested at PRO23.4, the data type has been given a new name – it is now m2m:contentSecurity (including in this Introduction text). The authors forgot to incorporate this change in the previous revision.

· Other minor editorial corrections.

Alter the following row of Table 6.3.3-1.

-----------------------Start of change 1 (clause 6.3.3)---------------
	m2m:contentInfo
	Content Information
	application/xml:1
application/xml:1:0
application/xml:1:5
	A string consisting of a media type followed by a m2m:encodingType and optional m2m:contentSecurity, each separated by ':' character. If the m2m:contentSecurity value is not present, then the preceding ':' shall also be not present. If the m2m:contentSecurity value is not present then this has the same interpretation as a value of 0 for m2m:contentSecurity.
See Note-1


-----------------------End of change 1 ---------------
Alter the following row of Table 6.3.3-1.

-----------------------Start of change 2 (clause 6.3.3)---------------
	
NOTE 1: The media type and m2m:encodingType in m2m:contentInfo described the content data to which the End-to-End Security of Data (ESData) processing, if any, was applied as indicated by m2m:contentSecurity. The m2m:contentInfo indicates a sequence of processes to be applied to the content after being obtained from the CSE. First, the ESData processing (if any) as indicated by m2m:contentSecurity is applied. The result of this processing then has transfer decoding (if any) applied as indicated by m2m:encodingType. The result of this processing is then processed according to the media type.


-----------------------End of change 2 ---------------
Add as a sub-clause of clause 6.3.4.2 “Enumeration Type Definitions”

-----------------------Start of change 2 (new clause) ---------------
6.3.4.2.a m2m:contentSecurity
Used in m2m:contentInfo.

Table 6.3.4.2.a‑1: Interpretation of contentSecurity
	Value
	Interpretation
	Note

	0
	ESData has not been applied to the content data.
	

	1
	ESData using JWE and/or JWS with Compact Serialization has been applied to the content data with no subsequent transfer encoding.  See Note 2.
	See Note 3 

	2
	ESData using JWE and/or JWS with JSON Serialization has been applied to the content data with no subsequent transfer encoding. 
	See Note 4

	3
	ESData using JWE and/or JWS with JSON Serialization has been applied to the content data and subsequent base64 encoding (see [9]) has been applied. 
	See Note 4

	4
	ESData using XML encryption and/or XML-Signature has been applied to the content data has been applied with no subsequent transfer encoding.  
	See Note 5

	5
	ESData using XML encryption and/or XML-Signature has been applied to the content data and subsequent base64 encoding (see [9]) has been applied. 
	See Note 5

	NOTE 1: See oneM2M TS-0003 [7] for details on these security protocols

NOTE 2: JWE and/or JWS with Compact Serialization is almost entirely base64URL encoded by default - see m2m:e2eCompactJWS and m2m:e2eCompactJWE in Table 6.3.3. Consequently, there is no option for additional base64 encoding of JWE and/or JWS with Compact Serialization.
NOTE 3: The ESData envelope (see oneM2M TS-0003 [7]) in this case has media type application/jose .
NOTE 4: The ESData envelope in this case has media type application/jose+json.
NOTE 5: The ESData envelope in this case has media type application/xenc+xml or application/xml (the latter is the media type for XML Signature).


-----------------------End of change 2 ---------------
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