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Introduction
· Comments from PRO-2016-0226-PRO23_changes_of_XML_schemas_to_align_with_TS-0004:

PRO-2016-0143R05-Token_Based_Access_Control_Stage3.DOC
· created CDT-token-v2_6_0.xsd

· updated m2m:resourceType and  m2m:memberType in CDT-enumerationTypes-v2_6_0.xsd based on PRO-2016-0146R01.
· updated CDT-CSEBase-v2_6_0.xsd with child resource references to <token> 

· added new request primitive parameters Tokens (tokens) and  Token IDs (tokenIDs) in CDT-requestPrimitive-v2_6_0.xsd.

· In CDT-commonTypes-v2_6_0.xsd, added new data types m2m:tokenPermision, m2m:tokenObject

· NOTE1: The purpose of data type m2m:tokenObject is unclear. The data type definition states “Used for tokenObject attribute in <token> resource and for Tokens parameter in a request”. However, tokenObject attribute and Tokens parameter have data type m2m:dynAuthJWT assigned.

· NOTE2: m2m:tokenPermission is a complex type which is applied as xs:list for the permissions attribute. This does not work. Permissions must be assigned a new complex data type. Suggested short name: “pm”

· NOTE3: Short name for resourceIDs subelement of m2m:tokenPermision is missing. It is suggested to use “ris”
· added new long/short names into the mapping table employed by the Python script “replaceLongnames_XSD.py” used for auto-generation of the short name XSD.

· NOTE4: if m2m:tokenObject is obsolete, the short names for its elements should be removed 
· Revision proposals:

1) The m2m:tokenObject was renamed m2m:unsecuredToken. m2m:unsecuredToken represents the plaintext token that has been not signed or encrypted. A signed or encrypted plaintext token will be a secured token, i.e. a token.
2) Add a new complex type m2m:tokenPermissions.
3) Add missed short names.
Changes in R01:   

Renamed m2m:unsecuredToken to m2m:tokenClaimSet and provided appropriate explanation what it represents and where in TS-0003 this data type is used.
-----------------------Start of change 1-------------------------------------------
6.2.2.1 m2m:tokenPermission
 Used in m2m:tokenPermissions.
Table 6.3.5.41‑1: Type Definition of m2m:tokenPermission
	Element Path
	Element Data Type 
	Mutiplicity
	Note

	resourceIDs
	List of m2m:ID
	0..1
	

	privileges
	m2m:setOfAcrs
	0..1
	

	roleIDs
	List of m2m:roleID
	0..1
	


6.2.2.2 m2m:tokenClaimSet
This data type defines how to represent the claim set of oneM2M JSON Web Tokens (JWT) required for generating secured tokens (i.e. signed or encrypted representations of JWT’s) as defined in clause 7.3.2.6 of TS-0003 [7]. Usage of this datatype is specified in TS-0003 [7].
Table 6.3.5.42‑1: Type Definition of m2m:tokenClaimSet
	Element Path
	Element Data Type 
	Mutiplicity
	Note

	version
	xs:string
	1
	

	tokenID
	m2m:tokenID
	1
	

	holder
	m2m:ID
	1
	

	issuer
	m2m:ID
	1
	

	notBefore
	m2m:timestamp
	1
	

	notAfter
	m2m:timestamp
	1
	

	tokenName
	xs:string
	0..1
	

	audience
	list of m2m:ID
	0..1
	

	permissions
	m2m:tokenPermissions
	0..1
	

	extension
	xs:string
	0..1
	


-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
6.2.2.3 m2m:tokenPermissions
Used for permissions attribute in <token> resource and for the permissions element in m2m:tokenClaimSet.
Table 6.3.5.xx‑1: Type Definition of m2m:tokenPermissions
	Element Path
	Element Data Type 
	Mutiplicity
	Note

	permission
	m2m:tokenPermission
	0..n
	


-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
8.2.1 Complex data types members

In protocol bindings complex data types member names shall be translated into short names of Table 8.2.5-1.

Table 8.2.5‑1: Complex data type member short names

	Member Name
	Occurs in
	Short Name

	createdBefore
	filterCriteria, eventNotificationCriteria
	crb

	createdAfter
	filterCriteria, eventNotificationCriteria
	cra

	modifiedSince
	filterCriteria, eventNotificationCriteria
	ms

	unmodifiedSince
	filterCriteria, eventNotificationCriteria
	us

	stateTagSmaller
	filterCriteria, eventNotificationCriteria
	sts

	stateTagBigger
	filterCriteria, eventNotificationCriteria
	stb

	expireBefore
	filterCriteria, eventNotificationCriteria
	exb

	expireAfter
	filterCriteria, eventNotificationCriteria
	exa

	labels
	filterCriteria, eventNotificationCriteria
	lbl *

	resourceType
	filterCriteria
	ty *

	sizeAbove
	filterCriteria, eventNotificationCriteria
	sza

	sizeBelow
	filterCriteria, eventNotificationCriteriay
	szb

	contentType
	filterCriteria
	cty

	limit
	filterCriteria
	lim

	attribute
	filterCriteria, eventNotificationCriteria
	atr

	notificationEventType
	eventNotificationCriteria
	net

	operationMonitor
	eventNotificationCriteria, notificationEvent
	om

	representation
	notificationEvent
	rep

	filterUsage
	filterCriteria
	fu

	eventCatType
	eventCat
	ect

	eventCatNo
	eventCat
	ecn

	number
	batchNotify
	num

	duration
	batchNotify
	dur

	notification
	aggregatedNotification, 
Request Primitive Content
	sgn

	notificationEvent
	notification
	nev

	verificationRequest
	notification
	vrq

	subscriptionDeletion
	notification
	sud

	subscriptionReference
	notification
	sur

	creator
	notification
	cr*

	notificationForwardingURI
	notification
	nfu*

	IPEDiscoveryRequest
	notification
	idr

	filterCriteria
	IPEDiscoveryRequest
	fcr

	operation
	operationMonitor, dynAuthDasRequest
	op*

	originator
	operationMonitor, IPEDiscoveryRequest, dynAuthDasRequest
	or*

	accessId
	externalID
	aci

	MSISDN
	externalID
	msd

	action
	actionStatus
	acn

	status
	actionStatus
	sus

	childResource
	All except execInstance, announced resource, management resources from firmware
	ch

	accessControlRule
	privileges, selfPrivileges
	acr

	accessControlOriginators
	accessControlRule
	acor

	accessControlOperations
	accessControlRule
	acop

	accessControlContexts
	accessControlRule
	acco

	accessControWindow
	accessControlContexts
	actw

	accessControlIpAddresses
	accessControlContexts
	acip

	ipv4Addresses
	accessControlIpAddress
	ipv4

	ipv6Addresses
	accessControlIpAddress
	ipv6

	accessControlLocationRegion
	accessControlContexts
	aclr

	countryCode
	accessControlLocationRegion
	accc

	circRegion
	accessControlLocationRegion
	accr

	name
	attribute, anyArgType, mgmtLinkRef, childResourceRef, contentRef
	nm*

	specializationID
	childResourceRef
	spid

	value
	attribute
	val

	type
	anyArgType
	typ

	maxNrOfNotify
	rateLimit
	mnn

	timeWindow
	rateLimit
	tww

	scheduleEntry
	scheduleElement
	sce

	aggregatedNotification
	Request Primitive Content
	agn

	attributeList
	Request Primitive Content
	atrl

	aggregatedResponse
	Response Primitive Content
	agr

	resource
	Response Primitive Content
	rce

	URIList
	Response Primitive Content
	uril

	anyArg
	resetArgsType, rebootArgsType, uploadArgsType, downloadArgsType, softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType, execReqArgsListType
	any

	fileType
	downloadArgsType
	ftyp

	URI
	resourceWrapper, dynAuthTokenReqInfo
	uri

	URL
	downloadArgsType
	url*

	username
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	unm

	password
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	pwd

	filesize
	downloadArgsType
	fsi

	targetFile
	downloadArgsType
	tgf

	delaySeconds
	downloadArgsType
	dss

	successURL
	downloadArgsType
	surl

	startTime
	downloadArgsType
	stt

	completeTime
	downloadArgsType
	cpt

	UUID
	softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType,
	uuid

	executionEnvRef
	softwareInstallArgsType softawareUpdateArgsType, softwareUninstallArgsType,
	eer

	version
	softwareUninstallArgsType, tokenClaimSet
	vr*

	reset
	execReqArgsListType
	rst

	reboot
	execReqArgsListType
	rbo*

	upload
	execReqArgsListType
	uld

	download
	execReqArgsListType
	dld

	softwareInstall
	execReqArgsListType
	swin

	softwareUpdate
	execReqArgsListType
	swup

	softwareUninstall
	execReqArgsListType
	swun

	tracingOption
	deliveryMetaData
	tcop

	tracingInfo
	deliveryMetaData
	tcin

	responseTypeValue
	responseTypeInfo
	rtv

	notificationURI
	responseTypeInfo
	nu

	timeOfDay
	deletionContexts
	tod

	locationRegions
	deletionContexts
	lr

	URIReference
	contentRef
	urir

	semanticsFilter
	filterCriteria
	smf

	missingDataList
	timeSeries
	mdl

	missingData
	eventNotificationCriteria
	md

	
	
	

	tokenID
	tokenClaimSet, dynAuthLocalTokenIdAssignment
	tkid

	holder
	tokenClaimSet
	tkhd*

	issuer
	tokenClaimSet
	tkis*

	notBefore
	tokenClaimSet
	tknb*

	notAfter
	tokenClaimSet
	tkna*

	tokenName
	tokenClaimSet
	tknm*

	audience
	tokenClaimSet
	tkau*

	permissions
	tokenClaimSet
	tkps*

	extension
	tokenClaimSet
	tkex*

	
	
	

	permission
	tokenPermissions
	pm

	resourceIDs
	tokenPermission
	ris

	privileges
	tokenPermission
	pv*

	roleIDs
	tokenPermission
	rids*

	localTokenId
	dynAuthLocalTokenIdAssignment
	lti

	dasRequest
	dynAuthTokenReqInfo
	daq

	filterOperation
	filterCriteria
	fo

	targetedResourceType
	dynAuthDasRequest
	trt

	originatorIP
	dynAuthDasRequest
	oip

	ipv4Address
	dynAuthDasRequest
	ip4

	ipv6Address
	dynAuthDasRequest
	ip6

	originatorLocation
	dynAuthDasRequest
	olo

	originatorRoleIDs
	dynAuthDasRequest
	orid

	requestTimestamp
	dynAuthDasRequest
	rts

	targetedResourceID
	dynAuthDasRequest
	trid

	proposedPrivilegesLifetime
	dynAuthDasRequest
	ppl

	roleIDsFromACPs
	dynAuthDasRequest
	rfa

	tokenIDs
	dynAuthDasRequest
	tids

	dynamicACPInfo
	dynAuthDasResponse
	dai

	grantedPrivileges
	dynAuthDasResponse
	gp

	privilegesLifetime
	dynAuthDasResponse
	pl

	tokens
	dynAuthDasResponse
	tkns

	securityInfoType
	securityInfo
	sit

	dasRequest
	securityInfo
	dreq

	dasResponse
	securityInfo
	dres

	e2eRandObject
	securityInfo
	ero

	esprimObject
	securityInfo
	epo

	escertkeMessage
	securityInfo
	eckm

	NOTE: * marked short names have been already assigned in attribute Table 8.2.3-1.


-----------------------End of change 3-------------------------------------------
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