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Introduction
This CR addresses issues related to handling of <flexContainer> specializations in the XSD of schema elements which shall allow to include <flexContainer> specializations as their children. It is proposed to incorporate <flexcontainer> specializations as children by means of the XML wildcard element xs:any. 
The use of  XML wildcard element has some consequences on schema validation procedures which need to be understood and clarified in TS-0004. Therefore the following discussion starts with a review of some important concepts related to XML schema definition. 
Each of the current XSD files referenced in TS-0004 includes one or more Global Element Declaration(s) (cf. Annex F of TS-0004). 
XML instances of any of these Global Elements can be included into the Content parameter of request or response primitives, either directly or as a child element of some parent Global Element.
A schema-valid XML object includes the name of its respective Global Element as “root element” starting with the namespace prefix of the targetNamespace defined in the schema (e.g. prefix  m2m:).

As an example, consider the file CDT-AE-v2_6_0.xsd, which includes two Global Element Declarations, AE and AEAnnc. A schema-valid XML instantiation compliant with CDT-AE-v2-6_0.xsd must include either a m2m:AE or a m2m:AEAnnc root element.
Global schema elements (i.e. parent elements) can have other global schema elements as children (or even the same global element, i.e. m2m:container can have a m2m:container as child).
In the current oneM2M XSD, this applies to any resource type which can have child resources. It also applies to the m2m:resourceWrapper  Global Element defined in CDT-responsePrimitive-v2_6_0.xsd and a few other Global Elements which can included into the Content primitive parameter, e.g. m2m:aggregatedResponse (as defined in clause 7.5.2 of TS-0004).
In order to enable schema-validation, any of these XSD files must include explicit references to each applicable child resource defined in other XSD file(s).
This is illustrated in the following excerpt of the file CDT-container-v2_6_0.xsd:

<xs:schema targetNamespace="http://www.onem2m.org/xml/protocols" xmlns:m2m="http://www.onem2m.org/xml/protocols"

elementFormDefault="unqualified" xmlns:xs="http://www.w3.org/2001/XMLSchema">

<xs:include schemaLocation="CDT-commonTypes-v2_6_0.xsd" />

<xs:include schemaLocation="CDT-contentInstance-v2_6_0.xsd" />

<xs:include schemaLocation="CDT-subscription-v2_6_0.xsd" />

<xs:include schemaLocation="CDT-semanticDescriptor-v2_6_0.xsd" />


<xs:element name="container">


<xs:complexType>



<xs:complexContent>




<xs:extension base="m2m:announceableResource">





<xs:sequence>






<!-- Common Attribute, specific to <container> -->






<xs:element name="stateTag" type="xs:nonNegativeInteger" />






<xs:element name="creator" type="m2m:ID" minOccurs="0" />






<!-- Resource Specific Attributes -->






<xs:element name="maxNrOfInstances" type="xs:nonNegativeInteger" minOccurs="0" />






<xs:element name="maxByteSize" type="xs:nonNegativeInteger" minOccurs="0" />
                                      ...







<!-- Child Resources -->






<xs:element name="latest" type="xs:anyURI" />






<xs:element name="oldest" type="xs:anyURI" />






<xs:choice minOccurs="0" maxOccurs="1">







<xs:element name="childResource" type="m2m:childResourceRef" minOccurs="1" maxOccurs="unbounded" />







<xs:choice minOccurs="1" maxOccurs="unbounded">








<xs:element ref="m2m:contentInstance" />








<xs:element ref="m2m:container" />








<xs:element ref="m2m:subscription" />








<xs:element ref="m2m:semanticDescriptor" />







</xs:choice>






</xs:choice>





</xs:sequence>




</xs:extension>



</xs:complexContent>


</xs:complexType>

</xs:element>
      ….
</xs:schema>
Resource types <container>, <CSEBase>, <remoteCSE>, and <AE>  as well as the resourceWrapper Global Element need to be enabled to contain <flexContainer> specializations as their children. 
It is impractical to include the names of all flexContainer specializations explicitly into their potential parent Global Elements since its number will be growing with time. Also it can be expected that CSE implementations will only support a dedicated subset of flexContainer specializations, if any.
The current definition of datatype m2m:primitiveContent which is applied to CDT-requestPrimitive-v2_6_0.xsd the Content primitive parameter gives an example how it is possible to insert XML wildcard elements with yet unspecified underlying XSD.
<xs:complexType name="primitiveContent">

<xs:sequence>


<xs:any namespace="http://www.onem2m.org/xml/protocols" processContents="lax" minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>
</xs:complexType>
This datatype definition allows to include a sequence of XML elements that have a root element starting with an m2m: prefixed name. Other namespace prefixes are not allowed. The processContents attribute set to "lax" means that schema-validation is skipped if the schema definition of the given Global Element is not found.
This means that any strings as shown in the following example will be accepted as schema-valid with respect to the current definition of a response primitive in CDT-responsePrimitive-v2_6_0.xsd:
<m2m:responsePrimitive>
        <responseStatusCode>1000</responseStatusCode>
        <requestIdentifier>ABC123</requestIdentifier>
        <primitiveContent>
              <m2m:arbitraryname>arbitrary string value</m2m: arbitraryname >
        </primitiveContent>
</m2m:aggregatedResponse>

This example reveals following issues with the present definition of m2m:primitiveContent, which need to be clarified in TS-0004: 

1) This current definition does not allow to validate a primitive which contains “raw data” in error response messages as specified in clauses 7.2.1.2 and 7.5.2 of TS-0003.
2) Any garbage that starts with an m2m: prefixed XML root element would pass schema-validation with respect to the XSD that defines the responsePrimitive Global Element (the same applies to requestPrimitive) unless there exists an XSD which defines a Global Element with that name and schema validation is explicitly mandated and performed for this element. 

3) We need to enable validation of XML objects defined in other namespace domains. Currently, XSD using the hd: prefix already exists (using sec: prefix on the TEF interface is being considered).
The changes listed below address the above issues. 
Furthermore it is proposed to enable <flexContainer>  specializations as children of its applicable parent resource types and in the primitive Content parameter by reusing the xs:any wildcard element approach.
Clarifications also needs to be added how schema validation should be handled for wildcarded children. 

It needs to be defined how <flexContainer>  specializations should be represented as children of its applicable parent resource types and in the primitive Content parameter in related XML schema definitions in order to enable schema validation of data that includes instantiations of such specializations

Any XML data, representing a global schema element which starts with a  well-defined namespace identifier, i.e. currently the prefixes “m2m:” and “hd:” needs to be schema valid against the schema which defines this global element.

It is generally not sufficient to perform validation against a schema definition which includes a given global element as a child of another global element. 



-----------------------Start of change 1---------------------------------------------

This change affects the following XSD files: 
· CDT- AE -v2_6_0.xsd, 

· CDT-CSEBase-v2_6_0.xsd, 

· CDT- remoteCSE -v2_6_0.xsd, and 

· CDT- container -v2_6_0.xsd 
Add the following line (highlighted yellow), both for regular and Annouced resource types, to the list of child resources to enable insertion of <flexContainer> specialization as child resource. In addition all <flexContainer> resource specializations using the m2m: prefix, would need to be added as reference explicitly.

<!-- Child Resources -->

<xs:choice minOccurs="0" maxOccurs="1">


<xs:element name="childResource" type="m2m:childResourceRef" minOccurs="1" maxOccurs="unbounded" />


<xs:choice minOccurs="1" maxOccurs="unbounded">


<xs:element ref="m2m:container" />


<xs:element ref="m2m:group" />



<xs:element ref="m2m:accessControlPolicy" />



<xs:element ref="m2m:subscription" />



<xs:element ref="m2m:pollingChannel" />



<xs:element ref="m2m:schedule" />




<xs:element ref="m2m:semanticDescriptor" />



<xs:element ref="m2m:timeSeries" />











<xs:any namespace="##other" processContents="lax" />


</xs:choice>

</xs:choice>
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------

This change affects CDT-responsePrimitive-v2_6_0.xsd.

Include the line highlighted yellow  into the definition of datatype m2m:resourceWrapper to enable insertion of <flexContainer> specializations. In addition all <flexContainer> resource specializations using the m2m: prefix, would need to be added as reference explicitly.
  <xs:complexType name="resourceWrapper">

    <xs:sequence>
      <xs:choice minOccurs="1" maxOccurs="1">
        <xs:element ref="m2m:accessControlPolicy" />
        <xs:element ref="m2m:activeCmdhPolicy" />
        <xs:element ref="m2m:AE" />

         …snip…

         <xs:element ref="m2m:subscription" />
        <xs:element ref="m2m:timeSeries" />
        <xs:element ref="m2m:timeSeriesInstance" />
        <xs:element ref="m2m:role" />
        <xs:element ref="m2m:token" />
        <xs:any namespace="##other" processContents="lax"  />
      </xs:choice>
      <xs:element name="URI" type="xs:anyURI" />


    </xs:sequence>

  </xs:complexType>
-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3---------------------------------------------

This change affects CDT-commonTypes-v2_6_0.xsd.
Update the definition of resource type m2m:primitiveContent as follows in order to enable inclusion of objects defined in any namespace. It should be discussed if explicit references to the allowed global Elements defined in the m2m: namespace should be included.

Old:
<xs:complexType name="primitiveContent">

<xs:sequence>


<xs:any namespace="http://www.onem2m.org/xml/protocols" processContents="lax" minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>
</xs:complexType>
New:


<xs:complexType name="primitiveContent">


<xs:sequence>



<xs:any namespace="##other" processContents="lax"  />


</xs:sequence>

</xs:complexType>
-----------------------End of change 3---------------------------------------------
-----------------------Start of change 4---------------------------------------------

6.2.1.1 m2m:resourceWrapper
This data type is used for the m2m:resource Global Element of the Content primitive parameter as defined in clause 7.5.2. It allows insertion of Global Elements prefixed with the m2m: namespace identifier, or of Global Elements defined in another namespace (e.g. hd: prefix defined in TS-0025 [x]).
Table 6.3.5.25‑1: Type Definition of m2m:resourceWrapper

	Element Path
	Element Data Type 
	Multiplicity
	Note

	 m2m:<resourceType>
{other prefix}:<resourceType>
	(anonymous)
	1
	A representation of a Resource with specific type as described in clause 7.4

	URI
	xs:anyURI
	1
	Hierarchical URI of the resource


-----------------------End of change 4---------------------------------------------
-----------------------Start of change 5---------------------------------------------
7.5.2   Elements contained in the Content primitive parameter
Clauses 7.2.1.1 and 7.2.1.2 enumerate the forms that the Content primitive parameter takes in various Request and Response cases. Note that the Content primitive parameter is denoted as primitiveContent in both, CDT-requestPrimitive-v2_6_0.xsd and CDT-responsePrimitive-v2_6_0.xsd.

This clause details the Objects (elements) used in some of these cases. in the tables below.

The following elements are defined for use in the Content parameter of a request:

Table 7.5.2‑1: Elements used for request content
	Element Name
	Applicable Operations
	Data Type
	Defined in 

	m2m:<resourceType>
{other prefix}:<resourceType
	C U
	m2m:<resourceType>
{other prefix}:<resourceType
	CDT-<resourceType>-v2_6_0.xsd

	m2m:notification
	N
	m2m:notification
	CDT-notification-v2_6_0.xsd

	m2m:aggregatedNotification
	N
	m2m:aggregatedNotification
	CDT-notification-v2_6_0.xsd

	m2m:securityInfo
	N
	m2m:securityInfo
	CDT-notification-v2_6_0.xsd

	m2m:attributeList
	R
	m2m:attributeList
	CDT-requestPrimitive-v2_6_0.xsd

	m2m:responsePrimitive
	N
	m2m:responsePrimitive
	CDT-responsePrimitive-v2_6_0.xsd


The following elements are defined for use in the Content parameter of a response sent in reply to a request message with Operation and Result Content (rcn) parameters as given in the column "Applicable Operations" (the settings of the Result Content parameters are defined in clause 6.3.3.2.7; NP means the rcn parameter is not present)::

Table 7.5.2‑2: Elements used for response content
	Element Name
	Applicable Operations/rcn
	Data Type
	Element is Defined in 

	m2m:<resourceType>
{other prefix}:<resourceType>
NOTE 6
	C/1, 7,NP
R/1,4,5,6,7,NP
U/1,NP
D/1,NP

See NOTE1
	m2m:<resourceType>
{other prefix}:<resourceType>
	CDT-<resourceType>-v2_6_0.xsd
See TS-0025 [x]

	m2m:resource
	C/3
	m2m:resourceWrapper
	CDT-responsePrimitive-v2_6_0.xsd

	m2m:URIList
	R/NP

See NOTE 2
	m2m:listOfURIs
	CDT-responsePrimitive-v2_6_0.xsd

	m2m:aggregatedResponse
	C R U D
See NOTE 3
	m2m:aggregatedResponse
	CDT-responsePrimitive-v2_6_0.xsd

	none (raw data)
	C/2

See NOTE 4
	none (raw data)
	

	m2m:securityInfo
	N/NP
	m2m:securityInfo
	CDT-responsePrimitive-v2_6_0.xsd

	NOTE 1: The case rcn = 7 applies to Retrieve operation only (R/7). It retrieves the original resource in case the To parameter points to an announced resource.
NOTE 2: This applies to ordinary retrieve operation when the Result Content parameter is not present and for discovery operation. For discovery, the format of the URIList elements (structured, unstructured) depends on the Discovery Result Type parameter setting (see clause 6.3.3.2.8).

NOTE 3: This applies to CRUD operations on a <fanOutPoint> child resource of a <group> parent resource. The Content parameter of each response primitive included in aggregatedResponse is set as given in one of the other rows of this table.

NOTE 4: This also applies to the response ("acknowledgement") to non-blocking requests in asynchronous mode for any CRUD operation. 
NOTE 5: Raw data could e.g. be included  as debugging information into error responses. 
NOTE 6: {other prefix}: refers to a namespace prefix other than m2m:


The XML schema definition of the Content primitive parameter (i.e. datatype m2m:primitiveContent) allows to include XML wildcard elements. An XML representation of the  Content primitive parameter shall include a root element which is associated with an XSD Global Element. The root element shall be prefixed with a well-defined namespace prefix (e.g. m2m:) specified in the associated XSD which defines the respective Global Element. The Content primitive parameter allows to include other namespace prefixes than m2m:, e.g. hd: as defined in TS-0025 [x]
Since raw data has no XML schema definition, it is not possible to perform  schema validation of XML representations of request and response primitives with a Content parameter that include raw data. To enable schema-validation of any parent XML object that includes raw data in the Content parameter, the Content parameter should be removed.
-----------------------End of change 5---------------------------------------------
-----------------------Start of change 6---------------------------------------------

7.4.29 Resource Type <flexContainer>
7.4.29.1 Introduction

This resource represents a customizable container for data instances. It is a template for the definition of flexible specializations of data containers.
The detailed description can be found in clause 9.6.35 in TS-0001 [6].
There are multiple specializations of  <flexContainer> specified by oneM2M. Each of these specializations has its own schema file. There is no separate schema file just for <flexContainer>, however the XML schema types for the specializations all conform to the pattern described in this clause. The XSD of <flexContainer> specializations may use a targetNamespace other than the one identified by the m2m: prefix. Specializations of  <flexContainer> which employ the namespace prefix m2m: are defined in Annex J. Specialization of  <flexContainer> which employ the namespace prefix hd: for Home Domain use cases are specified in TS-0025 [x].
The following resource types are allowed to include <flexContainer> specializations as children: <CSEBase>, <AE>, <remoteCSE> and <container>.
<flexContainer> specializations are referenced by XML wildcard elements in the XSD of the above listed parent resources. This means an XML instantiation of a <flexContainer> specialization shall be schema valid against the XSD associated with that specialization. Schema validation of a representation of the parent resource does not guarantee that a  <flexContainer> resource instance inlined into its parent, complies with the XSD of the specialization.
Table 7.4.37.1‑1: Universal/Common Attributes of <flexContainer> resource
	Attribute Name
	Request Optionality 

	
	Create
	Update

	@resourceName
	O
	NP

	resourceType
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	accessControlPolicyIDs
	O
	O

	creationTime
	NP
	NP

	expirationTime
	O
	O

	lastModifiedTime
	NP
	NP

	stateTag
	NP
	NP

	labels
	O
	O

	announceTo
	O
	O

	announcedAttribute
	O
	O

	creator
	O
	NP

	dynamicAuthorizationConsultationIDs
	O
	O


Table 7.4.37.1‑2: Resource Specific Attributes of <flexContainer> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	containerDefinition
	M
	NP
	xs:anyURI
	No default

	ontologyRef
	O
	O
	xs:anyURI
	No default

	[customAttribute]
	O
	O
	Name and data type are defined  in the specification document or XSD file identified by the value of containerDefinition attribute.
	No default.


Table 7.4.37.1‑3: Child Resources of <flexContainer> resource

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<semanticDescriptor>
	[variable]
	0..n
	Clause 7.4.34

	<subscription>
	[variable]
	0..n
	Clause 7.4.8

	<container>
	[variable]
	0..n
	Clause 7.4.6

	<flexContainer>
	[variable]
	0..n
	Clause 7.4.37


-----------------------End of change 6---------------------------------------------
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