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Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
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Introduction
This CR provides clarification on the accessControlOriginators usage which was raised from the interop event in Kobe (INT-3-8). Please see PRO-2016-0485R02 for the detailed background.
-----------------------Start of change 1---------------------------------------------
6.3.5.27 m2m:accessControlRule
Table 6.3.5.27‑1: Type Definition of m2m:accessControlRule

	Element Path
	Element Data Type 
	Multiplicity
	Note

	accessControlOriginators
	list of xs:anyURI
	1
	 See the clause 7.3.3.15 for the detail.

	accessControlOperations
	m2m:accessControlOperations
	1
	

	accessControlContexts
	
	0..n
	

	accessControlContexts/accessControlWindow
	m2m:scheduleEntry
	0..n
	

	accessControlContexts/accessControlIpAddresses
	
	0..1
	

	accessControlContexts/accessControlIpAddresses/ipv4Addresses
	list of m2m:ipv4
	0..1
	List of IPv4 addresses.

	accessControlContexts/accessControlIpAddresses/ipv6Addresses
	list of m2m:ipv6
	0..1
	List of IPv6 addresses.

	accessControlContexts/accessControlLocationRegions
	m2m:locationRegion
	0..1
	

	NOTE: Some of the above elements are defined in clause 9.6.2 of TS-0001 [6] with slightly different names as follows (name in parenthesis used in TS-0001): accessControlWindow (accessControlTimeWindow), accessControlIpAddresses (accessControlIpAddress).


The accessControlContexts/accessControlIpAddresses element may include either the ipv4Addresses element, ipv6Addresses element, or both elements.

Each individual IPv4 address of data type m2m:ipv4 in the list of IPv4 addresses is represented in dotted-decimal notation with optional Classless Inter-Domain Routing (CIDR) suffix in accordance with IETF RFC 4632 [29]. Each individual IPv6 address of data type m2m:ipv6 in the list of IPv6 addresses is represented in colon separated groups of hexadecimal digits with optional network prefix in accordance with IETF RFC 5952 [30]. Example IPv4 and IPv6 addresses which comply with data types m2m:ipv4 and m2m:ipv6, respectively, are given in table 6.3.2-1.

-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------
7.3.3.15 Check authorization of the originator

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources.
· If the resource type doesn't have the accessControlPolicyIDs attribute definition, the Hosting CSE shall evaluate the accessControlPolicyIDs associated with the parent of that resourfce (e.g.  for <schedule>, <oldest>, <latest>, <contentInstance>)
· Some resources provide specific handling for the accessControlPolicyIDs attribute, for such resources these procedures are to be followed (e.g. handling given in TS-0001 clause 9.6 for <container>, <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>).
· For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource. In case accessControlPolicyIDs attribute value is not set, or does not point to a valid resource or is not reachable then system default policies shall apply.
The evaluation procedure shall be performed as following:

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-0003 [7].

·  accessControlOriginators of the rule includes the Originator information. The accessControlOriginators parameter comprises a list of domain, CSE-IDs, AE-IDs, the resource-ID of a <group> resource that contains <AE> or <remoteCSE> as member or Role-ID. The accessControlOriginators parameter can be set to reserved keyword "all" to grant access to all originators. It is allowed to include the wildcard character, "*", into the URI string of domain, CSE-ID and AE‑ID at any level. See the clause 9.6.2.1 in TS-0001 [6].
Table 7.3.3.15-1 Types of Parameters in accessControlOriginators
	Name
	Description
	Wildcard applicability

	domain
	A M2M-SP-ID representing domain
	Allowed

	originatorID
	CSE-ID
	Allowed

	
	AE-ID
	Allowed

	group
	The resource-ID of a <group> resource which contains <AE> or <remoteCSE> as member
	Not allowed

	all
	Any Originators are allowed
	Not allowed

	Role-ID
	A Role Identifier as defined in clause 7.1.14 of TS-0001 [6]
	Not allowed


·  accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts
·  accessControlOperations of the rule matches the operation type of the request. 

If the evaluation failed, then authorization failure information shall be returned to the Originator.
-----------------------End of change 2---------------------------------------------
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