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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR corrects a misleading description of the “Notification for receiverESPrimRandObject Generation procedure” which was identified in Doc# TST-2016-0239R01-TS-0028_Security_Test_Purposes_contribution(Rel2).DOC.
Therebuy, thuis CR also aligns terminology used for the various  securityInfoType use cases..
-----------------------Start of change 1---------------------------------------------

7.5.1.2.11 Notification for receiverESPrimRandObject Generation
Originator:

When the Originator is triggered to perform receiverESPrimRandObject generation as part of establishing sessionESPrimKey with a Receiver, it performs the following steps in order:

1) Configure the To parameter with the address of the Receiver's <CSEBase> or <AE> resource.  

2) Configure the From parameter with the ID of the Originator. 

3) The securityInfoType element of the securityInfo element of the notification data shall be configured as "3" (receiverESPrimRandObject Request) in the Notify request primitive.
4) The Originator shall send the notification request for dynamic authorization to the targeted Receiver. 
Receiver: 

When a Receiver receives a notification request, it processes the securityInfoType element of the securityInfo element and determines that the notification is for receiverESPrimRandObject generation. The Receiver generates a receiverESPrimRandObject as specified in TS-0003 [7]. Then the Receiver sends a notification response to the Originator, with the securityInfo element containing the following elements

· The securityInfoType element shall be configured as "4" (receiverESPrimRandObject Response) in the Notify response primitive
· The esprimRandObject shall contain the receiverESPrimRandObject.
When the Originator receives a notification response for dynamic authorization, it performs the following steps in order:

1) The Originator shall verify that the securityInfoType element of the securityInfo element of the notification is as configured as "4" (receiverESPrimRandObject Response).  
2) The Originator shall check whether the securityInfo element contains an esprimRandObject element. If it does, the Originator shall use the receiverESPrimRandObject in esprimRandObject element in the generation of sessionESPrimKey.
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------

6.3.4.2.35 m2m:securityInfoType

Used in m2m:securityInfo.

Table 6.3.4.2.35‑1: Interpretation of securityInfoType
	Value
	Interpretation
	Note

	1
	Dynamic Authorization Request
	

	2
	Dynamic Authorization Response
	

	3
	receiverESPrimRandObject Request
	

	4
	receiverESPrimRandObject Response
	

	5
	ESPrim Object 
	

	6
	ESCertKE Message
	


-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3---------------------------------------------
6.3.5.48 m2m:securityInfo
Used for the Global Element m2m:securityInfo included into the Content primitive parameter.

Table 6.3.5.48‑1: Type Definition of m2m:securityInfo
	Element Path
	Element Data Type 
	Multiplicity
	Note

	securityInfoType
	m2m:securityInfoType
	1
	

	dasRequest
	m2m:dynAuthDasRequest
	0..1
	This element shall only be present if securityInfoType is set to a value of "1" (Dynamic Authorization Request) 

	dasResponse
	m2m:dynAuthDasResponse
	0..1
	This element shall only be present if securityInfoType is set to a value of "2" (Dynamic Authorization Response) 

	esprimRandObject
	m2m:receiverESPrimRandObject 
	0..1
	This element shall only be present if securityInfoType is set to a value of "4" (receiverESPrimRandObject Response) 

	esprimObject
	m2m:e2eCompactJWE

	0..1
	This element shall only be present if securityInfoType is set to a value of "5" (ESPrim Object) 

	escertkeMessage
	xs:base64Binary
	0..1
	This element shall only be present if securityInfoType is set to a value of "6" (ESCertKE Message) 

	NOTE: If securityInfoType is set to a value of "3" (receiverESPrimRandObject Request), no other optional element is included into the global element m2m:securityInfo


-----------------------End of change 3---------------------------------------------
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