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Introduction
This contribution add the primitive parameters and the primitive-specific procedures for AE Authorization Relationship Mapping based on the approved CR SEC-2016-0169R05.
-----------------------Start of change 1-------------------------------------------

6.3.3
oneM2M simple data types

Table 6.3.3‑1 describes oneM2M-specific simple data type definitions. XML Schema data type definitions for these data types can be found in the XSD file called CDT-commonTypes-v3_0_0.xsd.

The types in table 6.3.3‑1 are either:

· Atomic data types derived from XML Schema data types by restrictions (other than enumeration) or union.
· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

The oneM2M-defined enumeration data types are defined in clause 6.3.4.

Table 6.3.3‑1: oneM2M Simple Data Types

	XSD type name
	Type Name
	Examples
	Description

	m2m:resourceName
	Resource name 
	myLightBulb

123Sensor


	Used for resource name attribute. Can be formed by  (ALPHA / DIGIT) *(ALPHA / DIGIT / "-" / "." / "_") as described in 6.2.3.

	m2m:ID
	Generic ID
	//globalm2m.org
	Used to represent generic IDs generated and used within oneM2M (M2M-SP-ID)

	
	
	//globalm2m.org/C190XX7T
	(CSE-ID)

	
	
	//globalm2m.org/CSE1/123A38ZZY
	(AE-ID)

	m2m:nodeID
	Node ID
	urn:gsma:imei:90420156-025763-0;svn=42
	Used for Node IDs. The constraints on this type are different from those on Generic IDs
(IMEI as node ID)

	m2m:deviceID
	Device ID
	urn:dev:ops:012345-Set%2DTop%2DBox-0123456789
	A Device ID uniquely identifies a device using a URN. The format of the URN is one of IETF RFC 4122([35]) UUID, OPS URN, OS URN, IMEI URN, ESN URN, or MEID URN.A 

	m2m:externalID
	M2M-EXT-ID
	urn:gsma:imei:90420156-025763-0;vers=0
	The External Identifier allows the Underlying Network to identify the M2M Device (e.g. ASN, MN) associated with the CSE-ID.In 3GPP case, the accessID is mapped to External Identifier as specified in TS 23.003 [17].

	m2m:requestID
	Request ID
	ab3f124a, CSE1/98821
	Used for Request IDs. This type may include the ID of the target CSE as well as a part that varies for each ID

	m2m:nhURI
	Non Hierarchical Identifier
	/CSE090112/ C190XX7T
	Used where a resourceID is required to be non-hierarchical

	m2m:acpType
	List of ACP Resource IDs
	//IN-CSEID.m2m.myoperator.org/93405
	Used to represent a list of AccessControlPolicy identifiers. 

	m2m:labels
	list of xs:token
	printers networkwifi1 home_energy
	A list of tokens used as keys for discovering resources (searching wifi connected printer from vendor 1)

	m2m:triggerRecipientID
	Trigger Recipient Identifier
	3010
	Used when device triggering services are requested from the Underlying Network, to identify an instance of an ASN/MN-CSE on an execution environment, to which the trigger is routed. Defined as port number in the range 0 to 65535.

	m2m:listOfM2MID
	List of M2M identifiers
	
	xs:list of elements of data type m2m:ID

	m2m:listOfMinMax
	List of Time Limits
	10  2560 
	xs:list of two xs:long values defining min and max limits of time intervals in units of milliseconds (value -1 representing infinite time)

	
	
	
	

	m2m:ipv4
	IPv4 address string with optional CIDR suffix
	10.125.0.0/16,122.77.12.1
	Used in m2m:accessControlRules specified in the section 6.3.5.26

	m2m:ipv6
	IPv6 address string with optional CIDR suffix
	::/0,  Fadf:ddd0::/32,  abcd:ffff:abb0:aaaa::/64
	Used in m2m:accessControlRules specified in the section 6.3.5.26

	m2m:countryCode
	Country Code
	KR
	2-character country code as defined by ISO 3166-1 [40]

	m2m:poaList
	List of PointOfAccess strings
	http://172.25.0.10:8080,

coap://m2m.sp.com:5683,

mqtt://172.25.0.10:1883
	list of xs:string. Each pointOfAccess entry in list is represented as a string containing the underlying transport protocol as well as the IP address and port (or an FQDN in all lowercase). 

	m2m:timestamp
	Time stamp string
	20141003T112032
	DateTime string using 'Basic Format' specified in ISO8601 [27]. Time zone shall be interpreted as UTC timezone. See below for more details.

	m2m:absRelTimestamp
	absolute or relative time stamp string
	20141003T112032 (absolute time),or 3600000 (relative time)
	defined as xs:union of m2m:timestamp and xs:duration data types

	m2m:typeOfContent
	Type of Content
	application/xml
	The media type shall be an IANA registered Media Types name, or an experimental Media Type (See [26]) ':'

	m2m:serializations
	Serialization types
	application/xml application/json application/cbor
	A list of IANA registered media types that can be used for serialization of primitives. The permitted values are 

· application/xml

· application/json

· application/cbor 

	m2m:contentInfo
	Content Information
	application/xml:1

application/xml:1:0

application/xml:1:5
	A string consisting of a media type followed by a m2m:encodingType and optional m2m:contentSecurity, each separated by ':' character. If the m2m:contentSecurity value is not present, then the preceding ':' shall also be not present. If the m2m:contentSecurity value is not present then this has the same interpretation as a value of 0 for m2m:contentSecurity.

See note.

	m2m:eventCat
	Event Category
	2
	Either

1. One of the values from m2m:stdEventCats or

2. A user-defined category in the range 100-999

	m2m:eventCatWithDef
	Event Category with default
	0
	Either
1. A value from m2m:eventCat , or

2. The value 0 which has the special meaning "default"

	m2m:listOfEventCat
	List of (applicable) Event Categories
	1 101

	xs:list of elements of data type m2m:eventCat

	m2m:listOfEventCatWithDef
	List of m2m:eventCatWithDef
	0 1 101
	

	m2m:scheduleEntry
	Schedule Entry
	* 0-5 2,6,10 * * * * *
	The string is used to describe a duration of enablement. The string format is described in clause 7.4.9.1

	m2m:attributeList
	List of xs:NCName
	poa rr
	Used for the Content parameter of Retrieve request primitives and in m2m:eventNotificationCriteria. Attributes represented with their short names.

	m2m:roleID
	Role-ID
	1234abcd@role-issuer.com
	A string pattern consisting of a name (the issuerRelativeID) and an FQDN in all lowercase  (the issuerID) separated by the ‘@' character, not including any whitespace characters. The issuerRelativeID shall be comprised of any combination of the Roman alphabet, numerals, '.', '_' and '-' characters.

	m2m:descriptorRepresentation
	Semantic content representation
	application/rdf+xml:1
	A string consisting of a media type followed by a m2m:encoding separated by ':' character. The only permitted value is application/rdf+xml:1

	m2m:sparql
	SPARQL content
	SELECT ?functionality 

WHERE {  

?functionality rdf:type base:Measuring.
 ?functionality base:refersTo ?aspect.
?aspect rdf:type instance:Temperature  }
	The string is used for SPARQL content, e.g. in semanticsFilter

	 m2m:missingDataList
	List of 

absolute timestamp or

list of relative timestamp


	absolute time:
20141103T111832 ,  
20141103T112435 ,
20141103T113633

or

relative time:
10000 , 

10005 ,
10020
	Used for storing the time information of missing data points in Time Series.

defined as xs:union of list of m2m:timestamp and list of xs:duration data types

	m2m:tokenID
	Token-ID
	1234abcd@token-issuer.com
	A string pattern consisting of a name (the issuerRelativeID) and an FQDN in all lowercase  (the issuerID) separated by the ‘@' character, not including any whitespace characters. See constraints above for the issuerRelativeID.

	m2m:dynAuthJWT
	JSON Web Token  (JWT), which uses either JSON Web Encryption (JWE) Compact Serialization JSON Web Signature (JWS) Compact Serialization
	See m2m:e2eCompactJWE and m2m:e2eCompactJWS
	Defined as xs:union of m2m:e2eCompactJWE and m2m:e2eCompactJWS

	m2m:e2eCompactJWS
	JSON Web Signature (JWS) Compact Serialization, used in End-to-End Security Features TS-0003 [7]
	eyJ0eXAiOiJK.

eyJpc3MiOiJqb2UiLA0KIC.

dBjftJeZ4CVP

(line breaks for display purposes only)
	Of the form [a].[b].[c], where components [a] and [c] are non-empty, while component [b] can be either empty or not empty. When not empty, each component is base64url encoded (IETF RFC 4648 [9]). See [i.7]

	m2m:e2eCompactJWE
	JSON Web Encryption (JWE) Compact Serialization, used in End-to-End Security Features TS-0003 [7]
	eyJ0eXAiOiJK.

eyJpc3MiOiJqb2UiLA0KIC.

dBjftJeZ4CVP.

5eym8TW_c8SuK.

SdiwkIr3a.

XFBoMYUZo

(line breaks for display purposes only)


	Of the form [a].[b].[c].[d].[e], where components [a] and [d] are non-empty, while components [b],[c] and [e] can be empty or not empty. When not empty, each component is base64url encoded (IETF RFC 4648 [9]). See [i.8]

	m2m:signatureList
	List of signatures generated using a certificate or MIC generated using a symmetric key.
It is used in Authorization Relationship Mapping 
	i6watmQQQ1y3GB+VsWq5fJKzQcBB4jRfH1bfJFj0JtFVtLotttzYyA== 
IWijxQjUrcXBYoCei4QxjWo9Kg8D3p9tlWoT4t0/gyTE96639In0FZFY2/rvP+/bMJ01EArmKZsR5VW3rwoPxw= 
(line breaks for display purposes only)


	Each signature or MIC in the list is represented as a string which is base64url encoded(IETF RFC 4648 [9]).

	NOTE: The media type and m2m:encodingType in m2m:contentInfo describe the content data to which the End-to-End Security of Data (ESData) processing, if any, was applied as indicated by m2m:contentSecurity. The m2m:contentInfo indicates a sequence of processes to be applied to the content after being obtained from the CSE. First, the ESData processing (if any) as indicated by m2m:contentSecurity is applied. The result of this processing then has transfer decoding (if any) applied as indicated by m2m:encodingType. The result of this processing is then processed according to the media type.


The m2m:timestamp datatype uses ISO8601 [27] Complete Representation using the Basic Format as described here:

· The timestamp shall be a string containing Year, Month, Day, Hours, Minutes and Seconds components using the format YYYYMMDDThhmmss as defined in [27]. In this representation the character "T" is to indicate the start of the time of day portion.  

· All these components shall appear in the string; reduced representations are not permitted.

· The Seconds component may optionally contain a decimal fraction. In this case the string shall contain two integer digits, followed by a comma and then one or more fractional digits, up to a maximum of six. For example YYYYMMDDThhmmss,ssssss

· The timestamp string shall not contain Timezone information. All timestamps shall be interpreted as being in UTC.

A receiving or Hosting CSE shall accept a timestamp that contains fractional seconds, but it need not act on a timestamp with the level of precision that is implied by its fractional part. For example it is acceptable for a Hosting CSE to round up an expiration time when interpreting it.

NOTE 1:
Care should be taken when developing an application that compares timestamps. This is because AE's and CSE's are not required to have their clocks synchronized.

NOTE 2:
As the m2m:timestamp is expressed in UTC, an AE has to be aware of the Timezone in which it is operating if it is to be able to relate the timestamp to its local time.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
6.3.4.2.35 m2m:securityInfoType

Used in m2m:securityInfo.

Table 6.3.4.2.35‑1: Interpretation of securityInfoType
	Value
	Interpretation
	Note

	1
	Dynamic Authorization Request
	

	2
	Dynamic Authorization Response
	

	3
	receiverESPrimRandObject Request
	

	4
	receiverESPrimRandObject Response
	

	5
	ESPrim Object 
	

	6
	ESCertKE Message
	

	7
	Dynamic Authorization Relationship Mapping Request
	

	8
	Dynamic Authorization Relationship Mapping Response
	


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------
6.3.5.46 m2m:dynAuthDasRequest

Used in m2m:securityInfo.

Table 6.3.5.46‑1: Type Definition of m2m:dynAuthDasRequest
	Element Path
	Element Data Type 
	Multiplicity
	Note

	originator
	m2m:ID
	1
	

	targetedResourceType
	m2m:resourceType
	1
	

	operation
	m2m:operation
	1
	

	originatorIP
	(anonymous)
	0..1
	

	originatorIP/ipv4Address
	m2m:ipv4
	0..1
	These elements shall only be present if the originatorIP parent element is present. Exactly one of these elements shall be present

	originatorIP/ipv6Address
	m2m:ipv6
	0..1
	

	originatorLocation
	m2m:locationRegion
	0..1
	

	originatorRoleIDs
	List of m2m:roleID
	0..1
	

	requestTimestamp
	m2m:absRelTimestamp
	0..1
	

	targetedResourceID
	xs:anyURI
	0..1
	

	proposedPrivilegesLifetime
	m2m:absRelTimestamp
	0..1
	

	roleIDsFromACPs
	List of m2m:roleID
	0..1
	

	tokenIDs
	List of m2m:tokenID
	0..1
	

	AuthorSignIndicator
	xs:boolean
	0..1
	


6.3.5.47 m2m:dynAuthDasResponse

Used in m2m:securityInfo.

Table 6.3.5.47‑1: Type Definition of m2m:dynAuthDasResponse
	Element Path
	Element Data Type 
	Multiplicity
	Note

	dynamicACPInfo
	(anonymous)
	0..1
	

	dynamicACPInfo/

grantedPrivileges
	m2m:setOfAcrs
	0..1
	These elements shall only be present if the dynamicACPInfo parent element is present. Otherwise they shall not.

	dynamicACPInfo/

privilegesLifetime
	m2m:absRelTimestamp
	0..1
	

	Tokens
	List of m2m:dynAuthJWT
	0..1
	

	AuthorSignReqInfo
	xs:boolean
	0..1
	


6.3.5.48 m2m:securityInfo
Used for the Global Element m2m:securityInfo included into the Content primitive parameter.

Table 6.3.5.48‑1: Type Definition of m2m:securityInfo
	Element Path
	Element Data Type 
	Multiplicity
	Note

	securityInfoType
	m2m:securityInfoType
	1
	

	dasRequest
	m2m:dynAuthDasRequest
	0..1
	This element shall only be present if securityInfoType is set to a value of "1" (Dynamic Authorization Request) 

	dasResponse
	m2m:dynAuthDasResponse
	0..1
	This element shall only be present if securityInfoType is set to a value of "2" (Dynamic Authorization Response) 

	esprimRandObject
	m2m:receiverESPrimRandObject 
	0..1
	This element shall only be present if securityInfoType is set to a value of "4" (receiverESPrimRandObject Response) 

	esprimObject
	m2m:e2eCompactJWE

	0..1
	This element shall only be present if securityInfoType is set to a value of "5" (ESPrim Object) 

	escertkeMessage
	xs:base64Binary
	0..1
	This element shall only be present if securityInfoType is set to a value of "6" (ESCertKE Message) 

	dynAuthRelMapRequest
	m2m:dynAuthRelMapRequest
	0..1
	This element shall only be present if securityInfoType is set to a value of "7" (Dynamic Authorization Relationship Mapping Request)

	dynAuthRelMapResponse
	m2m:dynAuthRelMapResponse
	0..1
	This element shall only be present if securityInfoType is set to a value of "8" (Dynamic Authorization Relationship Mapping Response)

	NOTE: If securityInfoType is set to a value of "3" (receiverESPrimRandObject Request), no other optional element is included into the global element m2m:securityInfo


6.3.5.X  m2m:dynAuthRelMapRequest
Used in m2m:securityInfo.
Table 6.3.5.X‑1: Type Definition of m2m:dynAuthRelMapRequest
	Element 
Path
	Element Data Type 
	Multiplicity
	Note

	originator
	m2m:ID
	0..1
	Including the AE-ID of the AE who owns the Tokens

	tokenIDs
	List of m2m:tokenID
	1
	

	tokens
	List of m2m:dynAuthJWT
	0..1
	

	authorSigns
	m2m:signatureList
	0..1
	

	authorSignReqInfo
	xs:boolean
	0..1
	


6.3.5.Y  m2m:dynAuthRelMapResponse
Used in m2m:securityInfo.

Table 6.3.5.47‑1: Type Definition of m2m: dynAuthRelMapResponse
	Element Path
	Element Data Type 
	Multiplicity
	Note

	tokenIDs
	List of m2m:tokenID
	1
	

	tokens
	List of m2m:dynAuthJWT
	0..1
	

	authorSignReqInfo
	xs:boolean
	0..1
	

	signature
	m2m:signatureList
	0..1
	Stored in the authorization relationship mapping record


-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

6.4 Message parameter data types

6.4.1 Request primitive parameter data types

The data types of request primitive parameters are specified in this clause.

Detailed request primitive parameter descriptions and usage can be found in clause 8.1.2 of the oneM2M TS-0001 [6]. Further details on the representation of primitives are specified in clauses 7.2.1.1 and 8. Table 6.4.1‑1 shows the structure of the request primitive. This is defined as the m2m:requestPrimitive data type in the XSD file CDT-requestPrimitive-v3_0_0.xsd.

Table 6.4.1‑1: Data Types for Request primitive parameters
	Primitive Parameter
	Data Type
	Multiplicity
	Default Handling 
NOTE 2
	Note

	Operation
	m2m:operation
	1
	Not applicable
	See clause 6.3.4.2.5

	To
	xs:anyURI
	1
	Not applicable
	

	From
	m2m:ID
	0..1
	Not applicable
	See clause 6.3.3
Also see NOTE 2 below.

	Request Identifier
	m2m:requestID
	1
	Not applicable
	See clause 6.3.3

	Resource Type
	m2m:resourceType
	0..1
	No default
	See clause 6.3.4.2.1

	Content
	m2m:primitiveContent
	0..1
	No default
	 See clause 6.3.5.5

	Role IDs
	List of m2m:roleID 
	0..1
	Not applicable
	

	Originating Timestamp
	m2m:timestamp
	0..1
	No default
	

	Request Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	"Result Expiration Timestamp" shall be later than "Request Message Expiration Timestamp"

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	

	Operation Execution Time
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	

	Response Type
	m2m:responseTypeInfo
	0..1
	Use 'blockingRequest'
	See clause 6.3.5.30

	Result Persistence
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (Annex D.12)
	

	Result Content
	m2m:resultContent
	0..1
	Use 'attributes'
	See clause 6.3.4.2.7

	Event Category
	m2m:eventCat
	0..1
	No default
	See clause 6.3.3

	Delivery Aggregation
	xs:boolean
	0..1
	Can be given by CMDH policy (Annex D.12), otherwise FALSE
	

	Group Request Identifier
	xs:string
	0..1
	No default
	

	Filter Criteria
	m2m:filterCriteria
	0..1
	No default
	See clause 6.3.5.8

	Discovery Result Type
	m2m:discResType
	0..1
	Use 'structured'
	See clause 6.3.4.2.8

	Tokens
	List of m2m:dynAuthJWT
	0..1
	Not applicable
	See clause 6.3.3

	Token IDs
	List of m2m:tokenID
	0..1
	Not applicable
	

	LocalTokenIDs
	List of xs:NCName
	0..1
	No default
	

	Token Request Indicator
	xs:boolean
	0..1
	No default
	

	Group Request Target Members
	list of xs:anyURI
	0..1
	No default
	

	Authorization Signature Indicator
	xs:boolean
	0..1
	No default
	

	Authorization Signatures
	 m2m:signatureList
	0..1
	No default
	

	Authorization Relationship Indicator
	xs:boolean
	0..1
	No default
	

	NOTE 1:
Default handling is the request handling procedure on a Transit/Hosting CSE when the request parameter is not included in a request primitive. This is not applicable for mandatory parameters which are marked as 'M' in Table 7.1.1.1 1.

NOTE 2:
From parameter shall be present for all requests except for <AE> CREATE where it is optional.


6.4.2 Response primitive parameter data types

The data types of response primitive parameters are specified in this clause.

Detailed response message parameter descriptions and usage can be found in clause 8.1.3 of TS-0001 [6]. Further details on the representation of primitives are specified in clauses 7.1.1.1 and 8. Table 6.4.2‑1 shows the structure of the response primitive. This is defined as the m2m:responsePrimitive data type in the XSD file CDT-responsePrimitive-v3_0_0.xsd.
Table 6.4.2‑1: Data Types for Response primitive parameters

	Primitive Parameter
	Data Type
	Multiplicity
	Note

	Response Status Code
	m2m:responseStatusCode
	1
	See clause 6.3.4.2.9

	Request Identifier
	m2m:requestID
	1
	See clause 6.3.3

	Content
	m2m:primitiveContent
	0..1
	See clause 6.3.5.5

	To
	m2m:ID 
	0..1
	See clause 6.3.3

	From
	m2m:ID
	0..1
	

	Originating Timestamp
	m2m:timestamp
	0..1
	See Table 6.3.3‑1

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	See Table 6.3.3‑1

	Event Category
	m2m:eventCat
	0..1
	See clause 6.3.3

	Content Status
	m2m:contentStatus
	0..1
	See clause 6.3.4.2.44

	Content Offset
	xs:positiveInteger
	0..1
	

	Assigned Token Identifiers
	m2m:dynAuthLocalTokenIdAssignments
	0..1
	See clause 6.3.5.43

	Token Request Information
	m2m:dynAuthTokenReqInfo
	0..1
	See clause 6.3.5.45

	Authorization Signature Request Information
	xs:boolean
	0..1
	


-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

7.2.1.1 Request primitive format

Table 7.2.1.1‑1 summarizes the primitive parameters of the Request primitive, indicating their presence depending on the C, R, U, D or N operations. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present. 
Refer to clause 8.1.2 of the oneM2M TS-0001 [6] for additional information on the request primitive parameters.
Table 7.2.1.1‑1: Request Primitive Parameters

	Primitive Parameter
	CREATE
	RETRIEVE
	UPDATE
	DELETE
	NOTIFY

	Operation
	M
	M
	M
	M
	M

	To
	M
	M
	M
	M
	M

	From
	O

See note
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M

	Resource Type
	M
	NP
	NP
	NP
	NP

	Content
	M
	O
	M
	NP
	M

	Role IDs
	O
	O
	O
	O
	O

	Originating Timestamp
	O
	O
	O
	O
	O

	Request Expiration Timestamp
	O
	O
	O
	O
	O

	Result Expiration Time
	O
	O
	O
	O
	O

	Operation Execution Time
	O
	O
	O
	O
	O

	Response Type
	O
	O
	O
	O
	O

	Result Persistence
	O
	O
	O
	O
	NP

	Result Content
	O
	O
	O
	O
	NP

	Event Category
	O
	O
	O
	O
	O

	Delivery Aggregation
	O
	O
	O
	O
	O

	Group Request Identifier
	O
	O
	O
	O
	O

	Filter Criteria
	NP
	O
	O
	O
	NP

	Discovery Result Type
	NP
	O
	NP
	NP
	NP

	Tokens
	O
	O
	O
	O
	O

	Token IDs
	O
	O
	O
	O
	O

	Local Token IDs
	O
	O
	O
	O
	O

	Token Request Indicator
	O
	O
	O
	O
	O

	Group Request Target Members
	O
	O
	O
	O
	NP

	Authorization Signature Indicator
	O
	O
	O
	O
	NP

	Authorization Signatures
	O
	O
	O
	O
	NP

	Authorization Relationship Indicator
	O
	O
	O
	O
	NP

	NOTE: 
The From parameter is Mandatory for all requests except for AE CREATE. For AE CREATE, it is Optional.


The Content parameter in a Request shall contain one of the following:

1) A partial Resource. This applies to Create and Update request primitives. In the case of Create request the Content parameter shall contain a single root element whose name is the name of the Resource and whose content consists of one or more attributes, child Resources or childResource references. In the case of an Update request primitive, the Content parameter shall contain the attribute and new values. Attributes to be deleted from the resource shall be indicated without a value. In both cases the resource type is as defined in clause 7.4, however since a partial resource is being transferred it is not required to be valid according to the XSD for that resource in terms of the presence of resource attributes. Any attribute that is present, however, shall comply to the data type defined in the XSD of that resource.

2) A Notification Data Object. This applies to Notification request primitives. The data type of the data object is named <m2m:notification> and is described in Clause 7.5.1
3) An Aggregated Notification. This applies to Notification request primitives. The data type of the data object is named <m2m:aggregatedNotification> and contains multiple <m2m:notification> objects. This is described in clause 7.5.1.

4) An AttributeList element, as described in clause 7.5.2. This is used in partial retrieve request primitives to indicate a list of attribute names whose values shall be retrieved in the response.

5) A ResponsePrimitive object as described in clause 7.5.1. This applies to Notification request primitives which are sent when accessing resources in asynchronous non-blocking mode.
7.2.1.2 Response primitive format

Table7.2.1.2‑1 summarizes the primitive parameters for Response primitive, indicating their presence depending on the C, R, U, D or N operations of the associated Request primitive and whether this operation was successful or caused an error. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present.

Refer to clause 8.1.3 of TS-0001 [6] for additional information on the request primitive parameters.

NOTE:
Response Code and Status Code parameters are merged into the Response Status Code parameter.

Table7.2.1.2‑1 : Response Primitive Parameters

	Primitive parameter
	Ack
	CREATE

Success
	RETRIEVE

Success
	UPDATE

Success
	DELETE

Success
	NOTIFY

Success
	Error

	Response Status Code
	M
	M
	M
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M
	M
	M

	Content
	O
	O
	M
	O
	O
	O
	O

	To
	O
	O
	O
	O
	O
	O
	O

	From
	O
	O
	O
	O
	O
	O
	O

	Originating Timestamp
	O
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp
	O
	O
	O
	O
	O
	O
	O

	Event Category
	O
	O
	O
	O
	O
	O
	O

	Content Status
	NP
	NP
	O
	NP
	NP
	NP
	NP

	Content Offset
	NP
	NP
	O
	NP
	NP
	NP
	NP

	Assigned Token Identifiers
	NP
	O
	O
	O
	O
	O
	O

	Token Request Information
	NP
	NP
	NP
	NP
	NP
	NP
	O

	Authorization Signature Request Information
	NP
	NP
	NP
	NP
	NP
	NP
	O


The Content parameter in a Response shall contain one of the following:

6) A complete or partial Resource. This applies to a response primitive sent in reply to create and retrieve request message. A partial resource also applies to a response primitive sent in reply to update request message. The Content parameter shall contain a single root element whose name is the name of the Resource and whose content consists of one or more attributes, child resources or childResource references. In this case the resource type is as defined in clause 7.4. However if a partial resource is being transferred, it is not required to be valid according to the XSD for that resource, in terms of the presence of resource attributes. Any attribute that is present, however, shall comply to the data type defined in the XSD of that resource.

7) The URI of a resource. This is included directly as the content of the Content parameter (like in case 6)

8) A partial resource and its hierarchical URI. These are included in a root element called m2m:resource defined in clause 7.5.2. The URI is included as an attribute of m2m:resource.

9) A list of URIs. This can be used for transferring the childResource URIs in a Discovery response. These are included in an element called m2m:URIList defined in clause 7.5.2. 

10) A list of childResourceRef. This can be used for transferring the child resource references in a Discovery response. These are included in an element called m2m:resourceRefList defined in clause 7.5.2.
11) An Aggregated Response. This is sent as a result of a Group operation. This uses the element m2m:aggregatedResponse defined in clause 7.5.2.

12) Human-readable error message. This is included in an element called m2m:debugInfo defined in clause 7.5.2.
-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6-------------------------------------------

7.5.1.2.10 Notification for Dynamic Authorization
Dynamic Authorization uses a two-way exchange of information between a Hosting CSE (i.e. Originator) and a Dynamic Authorization System (DAS) Server (i.e. Receiver). This two-way handshake is performed using a Notification request and response. 
Originator:

When the Originator (i.e. Hosting CSE) is triggered to perform dynamic authorization for an incoming request that it receives, then it performs the following steps in order:

1) Configure the To parameter with the address of the corresponding DAS Server associated with the resource targeted by the received request. The Hosting CSE shall use the DAS Server address information configured within the dynamicAuthorizationPoA attribute of the <dynamicAuthorizationConsultation> resource associated with the targeted resource. The Hosting CSE shall determine the corresponding <dynamicAuthorizationConsultation> resource using the dynamicAuthorizationConsultationIDs attribute of the targeted resource. If the attribute is not supported by the targeted resource, or it is not set, or it has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to a <dynamicAuthorizationConsultation> resource(s) that is not reachable, then based on system policies, the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present. If a dynamicAuthorizationConsultationID attribute and corresponding <dynamicAuthorizationConsultation> resource can not be found or if the dynamicAuthorizationEnabled of a <dynamicAuthorizationConsultation> has a value of FALSE, the Hosting CSE shall reject the request by returning an "ORIGINATOR_HAS_NO_PRIVILEGE" Response Status Code to the Originator of the received request and no additional steps shall be performed. 
2) Configure the From parameter with the ID of the Hosting CSE which hosts the resource targeted by the received request. 

3) Configure the mandatory sub-elements of the securityInfo element of the notification data 

a. The securityInfoType element shall be configured as "1" (Dynamic Authorization Request) in the Notify request primitive.

b. The originator element shall be configured with the ID of the Originator of the received request. 
c. The targetedResourceType element shall be configured with the type of resource targeted by the received request. 

d. The operation element shall be configured with the type of operation targeted by the received request. 
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data 

e. The originatorIP element may be configured with the IP address of the Originator of the received request. 
f. The originatorLocation may be configured with the location of the Originator of the received request. 
g. The originatorRole may be configured with the role of the Originator of the received request. 
h. The requestTimestamp may be configured with the time at which the request was received. 
i. The targetedResourceID may be configured with the identifier of the targeted resource of the received request. 
j. The proposedPrivilegesLifetime may be configured with a time duration for which the Hosting CSE is requesting privileges be granted to the Originator of the received request. 
k. The rolesFromACPs may be configured with a list of roles specified in the ACPs associated with the resource targeted by the received request. 
l. The tokenIds may be configured with a list of token identifiers specified by the Originator of the received request. 
m. The authorSignIndicator may be configured with the value specified by the received request.
5) The Hosting CSE shall send the notification request for dynamic authorization to the targeted DAS Server. 

Receiver: 

When the DAS Server receives a notification request for dynamic authorization, it processes the request and returns a notification response for dynamic authorization to the originating Hosting CSE. 
NOTE: 
The details of how the DAS Server processes the notification request for dynamic authorization are not visible to the oneM2M system, and are not addressed in the present document.

Originator:

When the Hosting CSE receives a notification response for dynamic authorization, it performs the following steps in order:

1) The Hosting CSE shall verify that the securityInfoType element of the securityInfo element of the notification is configured as "2" (Dynamic Authorization Response). If it is not, the Hosting CSE shall not grant privileges to the Originator of the request for which the Hosting CSE was attempting dynamic authorization. The Hosting CSE shall reject the request by returning an "ORIGINATOR_HAS_NO_PRIVILEGE" Response Status Code to the Originator of the received request and no additional steps shall be performed.

2) The Hosting CSE shall check whether the response contains a dynamicACPInfo element. If present, the Hosting CSE shall create a <accesscontrolPolicy> child resource under the targeted resource and configure its privileges using the dynamicACPInfo. In this case, the Hosting CSE shall configure the privileges attribute with the grantedPriviliges and the expirationTime attribute with the privilegesLifetime. The Hosting CSE shall also configure the selfPrivileges attribute to allow itself to perform Update/Retrieve/Delete operations on the newly created <accesscontrolPolicy> resource.

3) The Hosting CSE shall check whether the response contains a tokens element. If present the Hosting CSE shall perform verification and caching of the token as specified in clause 7.3.2 in TS-0003 [7] and the Hosting  CSE shall check whether an AuthorSignReqInfo is contained in the response. If it is present, the Hosting  CSE shall add the AuthorSignReqInfo into the response to the Originator of the incoming request. 
NOTE: 
The Hosting CSE uses the information in the DAS response for authorization, see clause 7.3.3.15.

-----------------------End of change 6---------------------------------------------
-----------------------Start of change 7-------------------------------------------

7.5.1.2.X
 Notification for Authorization Relationship Mapping Record creation
Originator-AE:
The AE sends the AuthorSigns to the Hosting CSE using a Notification Request. It performs the following steps:
1) Configure the To parameter with the ID of the Hosting CSE. 

2) Configure the From parameter with the ID of the Originator-AE.
3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a. The securityInfoType element shall be configured as "7" (Dynamic Authorization Relationship Mapping Request) in the Notify request primitive.

b. The tokenIDs element shall be configured with the a list of token identifiers.
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data :

c. The authorSigns element shall be configured with the value of the authorSigns generated by the Originator-AE.
d. The tokens element may be configured with a list of tokens.
Receiver/Originator-the Hosting CSE:
When the Hosting CSE receives a request including AuthorSigns from AE, it will forward the AuthorSigns to the DAS Server AE using a Notification Request:
1) Configure the To parameter:

No change from the procedures in clause 7.5.1.2.9. 
2) Configure the From parameter: 
No change from the procedures in clause 7.5.1.2.9.
3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a. The securityInfoType element shall be configured as "7" (Dynamic Authorization Relationship Mapping Request) in the Notify request primitive.

b. The originator element shall be configured with the ID of the Originator-AE of the received request. 
c. The tokenIds element shall be configured with the a list of token identifiers specified by the Originator-AE of the received request.
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data :

d. The authorSigns element shall be configured with the value of the AuthorSigns specified by the Originator-AE of the received request.
e. The tokens element may be configured with a list of tokens.
Receiver:

When the DAS server receives a notification to create an Authorization Relationship Mapping Record, it processes the request and returns a notification response to the originating Hosting CSE.
NOTE: 
The details of how the DAS Server processes the notification request for dynamic authorization are not visible to the oneM2M system, and are not addressed in the present document.
-----------------------End of change 7---------------------------------------------

-----------------------Start of change 8-------------------------------------------

7.5.1.2.X
 notification for Authorization Relationship Mapping Record Request
Originator:

When the Hosting CSE receives an incoming request from an AE including Token(s) or TokenID(s) which are valid but the holder attribute stored locally for the Token(s) is not equal to the AE-ID which sent the incoming request,  the Hosting CSE shall send a Notification request to DAS server AE to get the value of AuthorSigns for this Token: 
1) Configure the To parameter:

No change from the procedures in clause 7.5.1.2.9. 
2) Configure the From parameter: 
No change from the procedures in clause 7.5.1.2.9.
3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a. The securityInfoType element shall be configured as "7" (Dynamic Authorization Relationship Mapping Request) in the Notify request primitive.

b. The tokenIds element shall be configured with the a list of token identifiers specified by the Originator-AE of the received request.
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data :

c. The tokens shall be configured with a list of tokens specified by the Originator of the received request.
d. The authorSignReqInfo element shall be configured with the value “TRUE” to request the Signature for the token which is contained in the Authorization Relationship Mapping Record.
Receiver:

When the DAS server receives the Notification request for requesting the Signature, it processes the request and returns a notification response including the Signature to the originating Hosting CSE.
NOTE: 
The details of how the DAS Server processes the notification request for dynamic authorization are not visible to the oneM2M system, and are not addressed in the present document.
Originator:

When the Hosting CSE receives a notification response for Authorization Relationship Mapping, it performs the following steps in order:

1) The Hosting CSE shall verify that the securityInfoType element of the securityInfo element of the notification is configured as "8" (Dynamic Authorization Relationship Mapping Response). 
2) The Hosting CSE shall check if the Signature element is in the response. If the Signature element is present, the Hosting  CSE shall further confirm whether the AE has the possession of the token sent in the incoming request.
-----------------------End of change 8---------------------------------------------

-----------------------Start of change 9-------------------------------------------

8.2.2 Primitive parameters

In protocol bindings primitive parameter names shall be translated into short names of Table 8.2.2‑1.

Table 8.2.2‑1: Primitive parameter short names

	Parameter Name
	XSD long name
	Occurs in
	Short Name

	Operation
	operation
	Request
	op

	To
	to
	Request, Response
	to

	From
	from
	Request, Response
	fr

	Request Identifier
	requestIdentifier
	Request, Response
	Rqi

	Resource Type
	resourceType
	Request
	Ty

	
	
	
	

	Content
	primitiveContent 
	Request, Response
	Pc

	Role IDs
	roleIDs
	Request
	rids

	Originating Timestamp
	originatingTimestamp
	Request, Response
	Ot

	Request Expiration Timestamp
	requestExpirationTimestamp
	Request
	rqet

	Result Expiration Timestamp
	resultExpirationTimestamp
	Request, Response
	rset

	Operation Execution Time
	operationExecutionTime
	Request
	oet

	Response Type
	responseType
	Request
	Rt

	Result Persistence
	resultPersistence
	Request
	Rp

	Result Content
	resultContent
	Request
	rcn

	Event Category
	eventCategory
	Request, Response
	Ec

	Delivery Aggregation
	deliveryAggregation
	Request
	Da

	Group Request Identifier
	groupRequestIdentifier
	Request
	gid

	Filter Criteria
	filterCriteria
	Request
	Fc

	Discovery Result Type
	discoveryResultType
	Request
	drt

	Response Status Code
	responseStatusCode
	Response
	rsc

	Tokens
	tokens
	Request
	tkns

	Token IDs
	tokenIDs
	Request
	tids

	Token Request Indicator
	tokenRequestIndicator
	Request
	Tqi

	Local Token IDs
	localTokenIDs
	Request
	ltids

	Group Request Target Members
	groupRequestTargetMembers
	Request
	grtm

	Assigned Token Identifiers
	assignedTokenIdentifiers
	Response
	Ati

	Token Request Information
	tokenRequestInformation
	Response
	Tqf

	Content Status
	contentStatus
	Response
	cnst

	Content Offset
	contentOffset
	Response
	cnot

	Authorization Signature Indicator
	AuthorSignIndicator
	Request
	asi

	Authorization Signature Request Information
	AuthorSignReqInfo
	Request,

Response
	asri

	Authorization Signatures
	AuthorSigns
	Request
	as

	Authorization Relationship Indicator
	AuthorRelIndicator
	Request
	ari


XML serialized representations of primitives employ root element names to differentiate between request and response primitive types (see clause 8.3). These root element names shall be translated into short names as in Table 8.2.2‑2.

Table 8.2.2‑2: Primitive root element short names

	Root Element Name
	Occurs in
	Short Name

	requestPrimitive
	Request
	rqp

	responsePrimitive
	Response
	rsp


-----------------------End of change 9---------------------------------------------
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