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Introduction
To solve the problems provided in PRO-2017-0084-PRO28_changes_of_XML_schemas_to_align_with_TS-0004 which are showed below:
NOTE1: It is not clear how the new originator element can be derived from the non-blocking request message as defined in Table 7.3.2.2-2 of TS-0004 since this is not a primitive parameter. 
NOTE2: Presence of tokenIDs element should be checked in both data types. Should it really be mandatory present even if the tokens element is provided? This seems in contradiction with the text in TS-0003, which states in clause 7.3.2.7 that tokens or tokenIDs are provided. 
NOTE4: Short names for dynAuthRelMapRequest and dynAuthRelMapResponse are missing. It is suggested to introduce “darq” for dynAuthRelMapRequest and “dars” for dynAuthRelMapResponse. 
-----------------------Start of change 1-------------------------------------------
6.3.5.58 m2m:dynAuthRelMapRequest
Used in m2m:securityInfo.
Table 6.3.5.58‑1: Type Definition of m2m:dynAuthRelMapRequest
	Element Path
	Element Data Type 
	Multiplicity
	Note

	originator
	m2m:ID
	0..1
	Including the AE-ID of the AE who owns the Tokens

	tokenIDs
	List of m2m:tokenID
	0..1
	tokenIDs must be in the request if there is no tokens. 

	tokens
	List of m2m:dynAuthJWT
	0..1
	tokens must be in the request if there is no tokenIDs.

	authorSigns
	m2m:signatureList
	0..1
	

	authorSignReqInfo
	xs:boolean
	0..1
	


6.3.5.59 m2m:dynAuthRelMapResponse
Used in m2m:securityInfo.
Table 6.3.5.59‑1: Type Definition of m2m:dynAuthRelMapResponse
	Element Path
	Element Data Type 
	Multiplicity
	Note

	tokenIDs
	List of m2m:tokenID
	0..1
	tokenIDs must be in the request if there is no tokens. 

	tokens
	List of m2m:dynAuthJWT
	0..1
	tokens must be in the request if there is no tokenIDs.

	authorSignReqInfo
	xs:boolean
	0..1
	

	signature
	m2m:signatureList
	0..1
	Stored in the authorization relationship mapping record


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.5.1.2.14 Notification for Authorization Relationship Mapping Record creation
Originator-AE:

The AE sends the AuthorSigns to the Hosting CSE using a Notification Request. It performs the following steps:
1) Configure the To parameter with the ID of the Hosting CSE. 

2) Configure the From parameter with the ID of the Originator-AE.
3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a. The securityInfoType element shall be configured as "7" (Dynamic Authorization Relationship Mapping Request) in the Notify request primitive.

b. 
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data :

b. The authorSigns element shall be configured with the value of the authorSigns generated by the Originator-AE.
c. The tokenIDs element shall be configured with the a list of token identifiers
d. The tokens element may be configured with a list of tokens.
NOTE: At least one of the tokenIDs and tokens must be configured in the request.
Receiver/Originator-the Hosting CSE:
When the Hosting CSE receives a request including authorSigns from AE, it will forward the authorSigns to the DAS Server AE using a Notification Request:
1) Configure the To parameter:

No change from the procedures in clause 7.5.1.2.10.
2) Configure the From parameter: 
No change from the procedures in clause 7.5.1.2.10.
3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a. The securityInfoType element shall be configured as "7" (Dynamic Authorization Relationship Mapping Request) in the Notify request primitive.

b. The originator element shall be configured with the ID of the Originator-AE of the received request. 

c. 
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data :

d. The authorSigns element shall be configured with the value of the authorSigns specified by the Originator-AE of the received request.
e. The tokenIDs element may be configured with a list of token identifiers specified by the Originator-AE of the received request.
f. The tokens element may be configured with a list of tokens.

NOTE: At least one of the tokenIDs and tokens must be configured in the request.
Receiver:

When the DAS server receives a notification to create an Authorization Relationship Mapping Record, it processes the request and returns a notification response to the originating Hosting CSE.
NOTE: 
The details of how the DAS Server processes the notification request for dynamic authorization are not visible to the oneM2M system, and are not addressed in the present document.
7.5.1.2.15 Notification for Authorization Relationship Mapping Record Request
Originator:

When the Hosting CSE receives an incoming request from an AE including Tokens or TokenIDs which are valid but the holder attribute stored locally for the Token(s) is not equal to the AE-ID which sent the incoming request,  the Hosting CSE shall send a Notification request to DAS server AE to get the value of AuthorSigns for this Token: 

1) Configure the To parameter:

No change from the procedures in clause 7.5.1.2.10. 
2) Configure the From parameter: 
No change from the procedures in clause 7.5.1.2.10.
3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a. The securityInfoType element shall be configured as "7" (Dynamic Authorization Relationship Mapping Request) in the Notify request primitive.

b. 
4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data :

b. The tokenIDs element shall be configured with the a list of token identifiers specified by the Originator-AE of the received request.

c. The tokens shall be configured with a list of tokens specified by the Originator of the received request.
d. The authorSignReqInfo element shall be configured with the value “TRUE” to request the Signature for the token which is contained in the Authorization Relationship Mapping Record.

NOTE: At least one of the tokenIDs and tokens must be configured in the request.
Receiver:

When the DAS server receives the Notification request for requesting the signature, it processes the request and returns a notification response including the Signature to the originating Hosting CSE.
NOTE: 
The details of how the DAS Server processes the notification request for dynamic authorization are not visible to the oneM2M system, and are not addressed in the present document.
Originator:

When the Hosting CSE receives a notification response for Authorization Relationship Mapping, it performs the following steps in order:

1) The Hosting CSE shall verify that the securityInfoType element of the securityInfo element of the notification is configured as "8" (Dynamic Authorization Relationship Mapping Response). 
2) The Hosting CSE shall check if the Signature element is in the response. If the Signature element is present, the Hosting  CSE shall further confirm whether the AE has the possession of the token sent in the incoming request.
-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.2.5 Complex data types members

In protocol bindings complex data types member names shall be translated into short names of Table 8.2.5-1.

Table 8.2.5‑1: Complex data type member short names

	Member Name
	Occurs in
	Short Name

	createdBefore
	filterCriteria, eventNotificationCriteria
	crb

	createdAfter
	filterCriteria, eventNotificationCriteria
	cra

	modifiedSince
	filterCriteria, eventNotificationCriteria
	ms

	unmodifiedSince
	filterCriteria, eventNotificationCriteria
	us

	stateTagSmaller
	filterCriteria, eventNotificationCriteria
	sts

	stateTagBigger
	filterCriteria, eventNotificationCriteria
	stb

	expireBefore
	filterCriteria, eventNotificationCriteria
	exb

	expireAfter
	filterCriteria, eventNotificationCriteria
	exa

	labels
	filterCriteria, eventNotificationCriteria
	lbl *

	resourceType
	filterCriteria, accessControlObjectDetails
	ty *

	sizeAbove
	filterCriteria, eventNotificationCriteria
	sza

	sizeBelow
	filterCriteria, eventNotificationCriteriay
	szb

	contentType
	filterCriteria
	cty

	limit
	filterCriteria
	lim

	attribute
	filterCriteria, eventNotificationCriteria
	atr

	contentFilterSyntax
	filterCriteria
	cfs

	contentFilterQuery
	filterCriteria
	cfq

	level
	filterCriteria
	lvl

	offset
	filterCriteria
	ofst

	notificationEventType
	eventNotificationCriteria
	net

	operationMonitor
	eventNotificationCriteria, notificationEvent
	om

	representation
	notificationEvent
	rep

	filterUsage
	filterCriteria
	fu

	eventCatType
	eventCat
	ect

	eventCatNo
	eventCat
	ecn

	number
	batchNotify
	num

	duration
	batchNotify
	dur

	notification
	aggregatedNotification, 
Request Primitive Content
	sgn

	notificationEvent
	notification
	nev

	verificationRequest
	notification
	vrq

	subscriptionDeletion
	notification
	sud

	subscriptionReference
	notification
	sur

	creator
	notification
	cr*

	notificationForwardingURI
	notification
	nfu*

	IPEDiscoveryRequest
	notification
	idr

	filterCriteria
	IPEDiscoveryRequest
	fc*

	operation
	operationMonitor, dynAuthDasRequest
	op*

	operations
	operationMonitor
	ops

	originator
	operationMonitor, IPEDiscoveryRequest, dynAuthDasRequest
	or*

	accessId
	externalID
	aci

	MSISDN
	externalID
	msd

	action
	actionStatus
	can

	status
	actionStatus
	sus

	childResource
	All except execInstance, announced resource, management resources from firmware
	ch

	accessControlRule
	privileges, selfPrivileges
	acr

	accessControlOriginators
	accessControlRule
	acor

	accessControlOperations
	accessControlRule
	acop

	accessControlContexts
	accessControlRule
	acco

	accessControWindow
	accessControlContexts
	actw

	accessControlIpAddresses
	accessControlContexts
	acip

	ipv4Addresses
	accessControlIpAddress
	ipv4

	ipv6Addresses
	accessControlIpAddress
	ipv6

	accessControlLocationRegion
	accessControlContexts
	aclr

	countryCode
	accessControlLocationRegion
	accc

	circRegion
	accessControlLocationRegion
	accr

	name
	attribute, anyArgType, mgmtLinkRef, childResourceRef, contentRef
	nm*

	specializationID
	childResourceRef, accessControlObjectDetails
	spid

	value
	attribute
	val

	type
	anyArgType
	typ

	maxNrOfNotify
	rateLimit
	mnn

	timeWindow
	rateLimit
	tww

	scheduleEntry
	scheduleElement
	sce

	aggregatedNotification
	Request Primitive Content
	agn

	attributeList
	Request Primitive Content
	atrl

	securityInfo
	Request Primitive Content, Response Primitive Content
	seci

	aggregatedResponse
	Response Primitive Content
	agr

	resource
	Response Primitive Content
	rce

	URIList
	Response Primitive Content
	uril

	debugInfo
	Response Primitive Content
	dbg

	anyArg
	resetArgsType, rebootArgsType, uploadArgsType, downloadArgsType, softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType, execReqArgsListType
	any

	fileType
	downloadArgsType
	ftyp

	URI
	resourceWrapper, dynAuthTokenReqInfo
	uri

	URL
	downloadArgsType
	url*

	username
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	unm

	password
	uploadArgsType, downloadArgsType, softwareUpdateArgsType, softwareUninstallArgsType,
	pwd

	filesize
	downloadArgsType
	fsi

	targetFile
	downloadArgsType
	tgf

	delaySeconds
	downloadArgsType
	dss

	successURL
	downloadArgsType
	surl

	startTime
	downloadArgsType
	stt

	completeTime
	downloadArgsType
	cpt

	UUID
	softwareInstallArgsType softwareUpdateArgsType, softwareUninstallArgsType,
	uuid

	executionEnvRef
	softwareInstallArgsType softawareUpdateArgsType, softwareUninstallArgsType,
	eer

	version
	softwareUninstallArgsType, tokenClaimSet
	vr*

	reset
	execReqArgsListType
	rst

	reboot
	execReqArgsListType
	rbo*

	upload
	execReqArgsListType
	uld

	download
	execReqArgsListType
	dld

	softwareInstall
	execReqArgsListType
	swin

	softwareUpdate
	execReqArgsListType
	swup

	softwareUninstall
	execReqArgsListType
	swun

	tracingOption
	deliveryMetaData
	tcop

	tracingInfo
	deliveryMetaData
	tcin

	responseTypeValue
	responseTypeInfo
	rtv

	notificationURI
	responseTypeInfo
	nu

	timeOfDay
	deletionContexts
	tod

	locationRegions
	deletionContexts
	lr

	URIReference
	contentRef
	urir

	semanticsFilter
	filterCriteria
	smf

	missingDataList
	timeSeries
	mdl

	missingData
	eventNotificationCriteria
	md

	tokenID
	tokenClaimSet, dynAuthLocalTokenIdAssignments
	tkid

	holder
	tokenClaimSet
	tkhd*

	issuer
	tokenClaimSet
	tkis*

	notBefore
	tokenClaimSet
	tknb*

	notAfter
	tokenClaimSet
	tkna*

	tokenName
	tokenClaimSet
	tknm*

	audience
	tokenClaimSet
	tkau*

	permissions
	tokenClaimSet
	tkps*

	extension
	tokenClaimSet
	tkex*

	permission
	tokenPermissions
	pm

	resourceIDs
	tokenPermission
	ris

	privileges
	tokenPermission
	pv*

	roleIDs
	tokenPermission
	rids*

	localTokenIdAssignment
	dynAuthLocalTokenIdAssignments
	ltia

	localTokenID
	dynAuthLocalTokenIdAssignment
	lti

	dasInfo
	dynAuthTokenReqInfo
	dasi

	dasRequest
	dynAuthTokenReqInfo
	daq

	securedDasRequest
	dynAuthTokenReqInfo
	sdr

	filterOperation
	filterCriteria
	fo

	targetedResourceType
	dynAuthDasRequest
	trt

	originatorIP
	dynAuthDasRequest
	oip

	ipv4Address
	dynAuthDasRequest
	ip4

	ipv6Address
	dynAuthDasRequest
	ip6

	originatorLocation
	dynAuthDasRequest
	olo

	originatorRoleIDs
	dynAuthDasRequest
	orid

	requestTimestamp
	dynAuthDasRequest
	rts

	targetedResourceID
	dynAuthDasRequest
	trid

	proposedPrivilegesLifetime
	dynAuthDasRequest
	ppl

	roleIDsFromACPs
	dynAuthDasRequest
	rfa

	tokenIDs
	dynAuthDasRequest
	tids

	dynamicACPInfo
	dynAuthDasResponse
	dai

	grantedPrivileges
	dynAuthDasResponse
	gp

	privilegesLifetime
	dynAuthDasResponse
	pl

	tokens
	dynAuthDasResponse
	tkns

	securityInfoType
	securityInfo
	sit

	dasRequest
	securityInfo
	dreq

	dasResponse
	securityInfo
	dres

	dynAuthRelMapRequest
	securityInfo
	darq

	dynAuthRelMapResponse
	securityInfo
	dars

	esprimRandObject
	securityInfo
	ero

	esprimObject
	securityInfo
	epo

	escertkeMessage
	securityInfo
	eckm

	resourceRef
	listOfChildResourceRef
	rrf

	resourceRefList
	Response Primitive Content
	rrl

	esprimRandID
	originatorESPrimRandObject, receiverESPrimRandObject,
	esri

	esprimRandValue
	originatorESPrimRandObject, receiverESPrimRandObject,
	esrv

	esprimRandExpiry
	originatorESPrimRandObject, receiverESPrimRandObject,
	esrx

	esprimKeyGenAlgID
	originatorESPrimRandObject, 
	esk

	esprimKeyGenAlgIDs
	receiverESPrimRandObject,
	esks

	esprimProtocolAndAlgIDs
	originatorESPrimRandObject, receiverESPrimRandObject,
	espa

	supportede2ESecFeatures
	e2eSecInfo
	esf

	certificates
	e2eSecInfo
	escert

	sharedReceiverESPrimRandObject
	e2eSecInfo
	esro

	networkAction
	backOffParameters
	nwa

	initialBackoffTime
	backOffParameters
	ibt

	additionalBackoffTime
	backOffParameters
	abt

	maximumBackoffTime
	backOffParameters
	mbt

	optionalRandomBackoffTime
	backOffParameters
	rbt

	backOffParametersSet
	backOffParameters
	bops

	dataLink
	listOfDataLinks
	dali

	attributeName
	dataLink
	atn

	dataContainerID
	dataLink
	dcid

	accessControlAuthenticationFlag
	accessControlRule
	acaf

	accessControlObjectDetails
	accessControlRule
	acod

	dataLinkEntry
	listOfDataLinks
	dle

	childResourceType
	accessControlObjectDetails
	chty

	NOTE:
* marked short names have been already assigned in attribute Table 8.2.3-1.


-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

6.3.5.4 m2m:metaInformation
Used for metaInformation attribute in <request> resource, and m2m:aggregatedRequest data type.
Table 6.3.5.4‑1: Type Definition of m2m:metaInformation

	Element Path
	Element Data Type 
	Multiplicity
	Note

	resourceType
	m2m:resourceType
	0..1
	See clause 6.3.4.2.1

	originatingTimestamp
	m2m:timestamp
	0..1
	

	requestExpirationTimestamp
	m2m:absRelTimestamp
	0..1
	

	resultExpirationTimestamp
	m2m:absRelTimestamp
	0..1
	

	operationExecutionTime
	m2m:absRelTimestamp
	0..1
	

	responseType
	m2m:responseTypeInfo
	0..1
	See clause 6.3.4.2.6

	resultPersistence
	m2m:absRelTimestamp
	0..1
	

	resultContent
	m2m:resultContent
	0..1
	See clause 6.3.4.2.7

	eventCategory
	m2m:eventCat
	0..1
	See clause 6.3.3

	deiveryAggregation
	xs:boolean
	0..1
	

	groupRequestIdentifier
	xs:string
	0..1
	

	filterCriteria
	m2m:filterCriteria
	0..1
	See clause 6.3.5.8

	discoveryResultType
	m2m:discResType
	0..1
	See clause 6.3.4.2.8

	roleIDs
	List of m2m:roleID
	0..1
	

	tokenRequestIndicator
	xs:boolean
	0..1
	

	tokens
	List of m2m:dynAuthJWT
	0..1
	

	tokenIDs
	List of m2m:tokenID
	0..1
	

	localTokenIDs
	List of xs:NCName
	0..1
	

	groupRequestTargetMembers
	List of xs:anyURI
	0..1
	

	authorSignIndicator
	xs:boolean
	0..1
	

	authorSigns
	m2m:signatureList
	0..1
	

	authorSignReqInfo
	xs:boolean
	0..1
	

	
	
	
	


-----------------------End of change 4---------------------------------------------
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